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techniques capable of differentiating between authentic and manipulated
face images. Additionally, further research is needed to enhance the
capabilities of FIA schemes, particularly in the context of DeepFakes and
other advanced manipulation methods. This may involve exploring the
potential of deep learning-based techniques and the development of more
comprehensive and versatile manipulation detection algorithms. Moreover,
the paper suggests investigating the distinctions and interrelations among
image tampering, manipulation, and forgery, and the development of
tampering detection techniques with unique strengths and applications.
Finally, the paper emphasizes the importance of addressing unanswered
research questions and forecasting future directions to advance digital face
manipulation generation and detection. By addressing these avenues for
future research, the field of FIA and manipulation detection can continue to
evolve and effectively mitigate the security risks associated with digital face

manipulation methods.
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Deep learning-based schemes require large
datasets for training, and optimal detection
performance is

achieved when the input image closely

matches the training set [120], [128].

It can be applied to any type of image, and

training is not required.

The majority of methods employ labor- and
time-intensive supervised networks for
detection [129]-

[131].

The system is superior in terms of time and
effort savings as it operates in a fully

automated manner.

Results of false detections have been

documented, particularly in cases where the

There are no false detections, and the system

exhibits high detection accuracy.

input image deviates from the training dataset
[120], [128], [132], [133]. For example, the
maximum accuracy values are 84.7%, 99.3%,
87.5%, and 81.6%, respectively

[120], [132].

5. Conclusion

This paper has highlighted the increasing significance of FIMD and FIA
techniques in the context of digital data security. The emergence of digital
face manipulation methods, including the notable development of
"DeepFakes," has underscored the need for robust authentication and
manipulation detection mechanisms. The limitations of current forensic
software and the challenges posed by the rapid advancements in facial image
manipulation techniques have been addressed. Furthermore, the paper has
provided an overview of recent trends in FIA techniques and their limitations,
emphasizing the need for continued development and innovation in this

field. For future work, it is imperative to address the limitations of existing

forensic software and to develop more effective manipulation detection

E418



Examining loT-Enhanced for Current Developments in Face Image Autt

(FIA) Methods and Their Dr

-D

TABLE 5. Summary of some limitations in watermarking based FIMD and FIA.

Ref.

Scheme

Limitations

[107],
[108]

FIMD

The original face region cannot be recovered after the manipulation-
revealing process,

although the watermarking-based technique can detect various
manipulations.

[109]-
[111]

FIA

The primary drawback of this scheme is considered to be its strict
embedding capacity. Large face regions in the image can result in
generating a significant number of bits for tamper detection,
localization, and face region recovery, which require additional
embedding space. If there is insufficient embedding capacity, the FIA

scheme can not

effectively protect the face image.

I. Comparison between deep-learning-based and watermarking-
based FIMD techniques

Watermark-based FIMD and FIA techniques have proven efficiency and

advantage over deep learning-based FIMD techniques. Table 6 presents a

comparison of deep learning-based and watermarking-based techniques.

TABLE 6. Comparison between deep-learning based
and watermarking-based FIMD techniques

Deep-learning-based techniques

Watermarking-based techniques

Most of these techniques are limited to
detecting a single kind of manipulation
because they rely on

techniques for fabricating or manipulating
images for implementation [50], [113]-[116],
[127].

Capable of identifying various

forms  of manipulation and do not reliant
on knowledge of
the processes involved in producing

manipulated or fake images.

E417




‘ Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

TABLE 4. Summary of some limitations in deep-learning based FIMD.

Ref. Detected Limitations
features
[50], Face 1- Small details often go unnoticed.
[112], | Asymmetries 2- Accurate detection requires high-resolution images, which are
[113] challenging to find on social media networks.
3- Itinvolves a high level of computational complexity. 4- It can
identify a specific type of manipulation.
[114] Landmark 1- Relying on landmark locations in face photos as a discriminative
locations feature is not always dependable.
2- When sharing images over networks, having the front face
view is not always necessary.
3- It can identify a specific type of manipulation.
[115], | Color features 1- A substantial training set is necessary.
[116] 2- Itinvolves a high level of computational intricacy. 3- Abundant
computational capacity is required.
4- It can identify a specific type of manipulation.
[117] Spatial artifacts | 1- A sizable training set is necessary.
2- Training takes a considerable amount of time.
3- The computation techniques involved are challenging.
4- The precision and capability of manipulation detection are
limited.
[104], | Different 1- A substantial training set is necessary.
[118]- | features as 2- Training takes a considerable amount of time. 3- Involves
[123] | inputs to CNN complex computation techniques.
4- The precision and capability of manipulation detection are
limited.
[95] Spectral 1- Errors may occur when utilizing the energy spectral distribution.
distribution 2- Training takes a considerable amount of time.
3- Involves a convoluted calculation method.
4- It can identify a specific type of manipulation.
[124]- | Spectral artifacts | 1- Intricate computation techniques.
[126] | fitting 2- It took a significant amount of time to find the fitting
parameters parameters during post- processing.
3- Is limited to identifying GAN-based and certain retouching
manipulations.
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Fig. 4: Comparison of FIMD and FIA schemes on the receiver side of a single channel

[108], [110].
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tampered blocks in the face region and restores the original face region when
manipulations are present [109]-[111]. A comparison of the sender and
recipient sides of the FIMD and FIA schemes is provided in Figures 3 and 4. The
original face data cannot be recovered by the FIMD scheme, which is intended
to identify and detect tampering. However, the FIA scheme is able to recover

the original face region in addition to detecting and locating tampering.

FIMD based on face
detection and image
watermarking
|
v v
FIA scheme FIMD scheme

} )

Input face image
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) v
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Fig. 3: Comparison of FIMD and FIA schemes on the sender side of a single channel [108], [110].
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D. FIMD face detection and image watermarking
Another FIMD method that employs facial identification and picture
watermarking algorithms was just released. Followingthe identification
of the face region, the picture blocks are divided into two categories:
those connected to the face region and those that are not. This
categorization is achieved by creating a binary mask picture.
Information is extracted from blocks in the face region and inserted
into blocks outside of it using Slantlet-based picture watermarking, as
the modification procedure demonstrates [107], [108]. Table 5

highlights some of FIMD's restrictions based on watermarking.

A Multi-Task Cascaded Neural Network (MTCNN) is used in a new FIA
schemetoidentifyand choose the face region, after which output adjustments
are made. Following the identification of the face region, a binary mask
image is produced, which makes it easier to divide image blocks into two
categories: face blocks and non-face blocks. The mean of every block from
the face region is used to derive the tamper localization data. The recovery
data from the face region is then produced using the Bicubic Interpolation
(BI) algorithm. The system embeds the generated binary sequence into the
non-face blocks using a content-based embedding algorithm that can embed
binary bits in the High-Low (HL) and Low-High (LH) sub-bands of the Slantlet
transform (SLT) coefficients of the block. When manipulations are present,
the system. The system embeds the generated binary sequence into the
non-face blocks using a content-based embedding algorithm that can embed
binary bits in the High-Low (HL) and Low-High (LH) sub-bands of the Slantlet

transform (SLT) coefficients of the block. The system consistently detects

E413



‘ Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

A. FIMD based on texture analysis
The study focuses on assessing the susceptibility of face recognition
systems to morphing attacks and proposes a novel technique for
detecting such attacks. The suggested approach combines multiple
Multi-scale Block Local Binary Patterns (MB-LBP). The study emphasizes
that training and evaluating face morphing attack detection algorithms
depend on robust morphing detection algorithms and the utilization of

diverse databases [102].

B. FIMD based on digital forensics
The study investigates the impact of face retouching on face recognition
and proposes a detection method based on Photo-Response Non-
Uniformity (PRNU) for retouched face photos. The research assesses
biometric performance both before and after retouching, coupled with
a qualitative evaluation of beautification apps. The findings suggest
that facial retouching only marginally decreases comparison scores.
However, accurate identification of retouched face photos is crucial for

upholding laws against Photoshop manipulation [103].

C. FIMD deep learning or artificial intelligence
According to its definition, Deepfakes is a deep learning-based method
that replaces a person’s face with another person’s face to produce
fake videos. The method creates realistic images and videos using
GANs that can be exploited for financial fraud, fake news, and other
malicious activities [14], [31], [40], [66],[104],[105]. Table 4 summarizes

some limitations of FIMD based on deep learning.
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4. FIMD techniques

The face recognition system (FRS) is a subset of biometric security
software that also includes voice recognition, fingerprint recognition, and iris
recognition [55], [78], [79]. The FIM process affects image quality, which can
influence acceptance or rejection decisions in FRS [80]—-[85]. When a fake
image is accepted in FRS, it poses a threat to the entire security system and
is viewed as a significant challenge to privacy control. On the other hand,
intentional FIM attacks can lead to a variety of issues, including identity theft
[86]-[89], political conflict as a result of fake news [66], [67], [90]-[92],
financial fraud, and others.

Since the number of harmful FIM applications is rapidly increasing, the
researchers have directed their efforts towards presenting manipulation
detection techniques that can distinguish fake face images from authentic
images [14], [66], [74], [93]—-[95]. In recent years, several FIMD algorithms
have been presented, which can be broadly classified into two types:
differential-based algorithms and no-reference-based algorithms [96]—[102].
The differential detection algorithms require two images: the original image
(the reference image) and the test image. These algorithms demonstrated
their effectiveness in detecting manipulation; however, in traditional image
forensics, there is only one video or image. Several studies have been directed
toward detecting tampering when the trusted reference image is not
available [40], [102]-[106].

Currently, four types of FIMD schemes are available:
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The FIM can be used for a variety of purposes, both harmless and
harmful [14], [66], [13]. Table 3 provides a brief description of the applications
in which the FIM can be utilized.

TABLE 3. Description of FIM Example Applications

No. FIM Application Description

1 Spread Fake News Images and videos are manipulated and edited to spread fake
news on internet websites,
magazines, and social media [67].

2 Digital Communication | Images are used in a variety of communication applications,
including online registration and
social media friendship [68].

3 Security Applications Services include identity verification, online access control,
identification, and authentication. [69].

4 Entertainment The FIM is used in entertainment to create videos,
advertisements, and other content. Some companies
specialize in creating amusing cartoons from still images using
lip-syncing

technology [70]-[72].

5 Film Industry Deepfakes have been used in the film industry for a variety of

purposes, including changing the identity of the person in the
recorded video and lowering costs by generating characters with Al
tools [32], [73]-[75].

6 E-Commerce Retailers have used deepfake technology to create tools that

allow customers to swap their faces with digital models in
virtual changerooms, potentially increasing online sales.
Furthermore, ideal fake models generated using Al technology
are used for advertisements at a significantly

lower cost than real models [76].

7 E-Learning Deepfake technology has the potential to improve children's
education in a variety of ways, including swapping the
teacher's face with their parents to help them coalesce and
reinforce learning [66]. On the other hand, instructors can use
the text and previous videos to create new

video courses [77].
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in Table 2, which provides a brief explanation of the common manipulation

types. Fig. 1 presents the classification of the FIM.

TABLE 2. The common types of FIM techniques

No.

Manipulation type

Explanation

Entire face
synthesis

Utilizes Generative Adversarial Networks (GANs) to generate
virtual human faces that closely resemble real human faces. The
generated faces can be used in various applications such as
email, games, teleconferences, chat rooms, and various other
contexts [16], [17].

Identity swap

This manipulation process involves replacing the person’s face
image with another face image, which can be used in a variety of
applications, including the film industry, financial fraud, and video
fabrication. The identity swap manipulation methods are divided
into two categories: a) classical computer graphics-based
techniques [51] and b) deep learning-based techniques [52].

Morphing

In this type of manipulation, a single morphed image is created by
combining images from two or more people using specific software
tools such as Face Morph||, Face Swap Online||, and the —morphed
thing|| [53]. The process of face morphing is focused on creating
fake samples for photos, not for video. Furthermore, the front
view of the face is usually considered in the process

of manipulation [54]-[58].

Attribute
manipulation

This manipulation process, also known as —face editing|| or —face
retouching|| is used to change images based on attributes such as
the color of individuals’ hair or skin, their age, gender, the addition
of a beard or glasses, and so on [59]-[61]. In most cases, this type
of manipulation is considered an unintentional attack and is used
to improve image quality. One example of this

type of manipulation is the popular 'Snapchat' mobile application
[62].

Expression Swap

The process of replacing an individual’s facial expressions in a
video clip with those of another
individual [59], [60].

Audio-to-Video
and Text-to-Video
Swap

This type of manipulation is based on artificial intelligence (Al)
techniques, and certain aspects must be considered, such as

sounds, 3D face pose, expression, and scene light [63]-[65].
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Due to the rapid advancements in the field of FIA, this paper is presented
to review recent trends in FIA technologies and their limitations. Additionally, it

aims to compare technologies based on deep learning and watermarking.

3. Types of FIM techniques

As previously stated, the process of FIM has become a prevalent topic
in the last few years, especially after the term "DeepFakes" was recently
distributed and highlighted by state-of-the-art research [13], [18]-[20], [22],
[26], [47]-[50]. Several FIM techniques exist, and new manipulation methods
are constantly beingintroduced throughimproved applications. Nevertheless,

the majority of research has focused on the manipulation methods depicted
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& ¥ o L
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Fig. 1: Common types of FIM techniques [111].
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Ref.

Year

Contributions

[39]

2021

The study investigates various state-of-the-art neural networks, such as
MesoNet, ResNet-50, VGG-19, and Xception Net, with a specific emphasis on
addressing complex issues posed by deepfakes generated through neural
networks. To identify the most effective outcomes, the paper includes
comparisons among the

aforementioned methods.

[40]

2021

- Investigated the most recent techniques for creating and identifying deepfake
photos.

- Focused on summarizing and scrutinizing the architectures of methods for
both generating and detecting deepfakes.

- Presented future directions aimed at enhancing the architecture of deepfake
models.

[41]

2021

- Aimed to present the latest findings in the identification and production of
deepfake videos.

- Evaluated the generalization and robustness of deepfake video generation
and detection models.

- Outlined the existing benchmarks for deepfake video creation.

[42],
[43]

2021,
2022

A comprehensive analysis of deepfake detection using deep learning
techniques:

- Conventional neural network (CNNs)-based techniques.

- Generative adversarial networks (GANs)-based techniques.

- Recurrent Neural Network (RNN).

- Long short-term memory (LSTM).

- Autoencoder-based techniques.

[44]-
[46]

2021,
2022

- Explored the latest techniques in the creation and detection of deepfakes.

- Presented current datasets related to deepfake technology.

- Examined prevalent issues and patterns associated with the production and
identification of deepfakes.

[33]

2023

- Categorizes and discusses the latest research on face manipulation detection
and generation.

- Covering over 160 studies, it provides a comprehensive discussion of the
subject.

- The primary focus of the paper is on the creation and detection of deepfake
content using deep learning.

- ldentifying obstacles, addressing unanswered research questions, and
forecasting future directions contribute to the advancement of digital face

manipulation generation and detection.
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Table 1. Review papers summary

Ref.

Year

Contributions

[24]

2020

Explained what a deepfake is and provided a rundown of the core
technologies.

Categorized deepfake and loT techniques and examined the opportunities
and risks associated with each group.

A framework was established for successfully addressing the risks of
deepfakes.

[13],
[34]

2020

Conducted a comprehensive analysis of contemporary face manipulation
techniques, encompassing deepfakes and loT, and explored methods for
detecting them.

Classified these techniques into four major categories based on their
prevalent use in facial manipulation.

Examined public’cly accessible datasets and essential benchmarks for
detecting manipulated faces and assessing face manipulation techniques.

[35]

2020

Conducted a comprehensive analysis of prevalent image forgery techniques.
Provided an overview of publicly available data sources for research on the
identification of image manipulation.

Emphasized a primary focus on deep learning-based methods for detecting
image manipulation.

[36]

2020

Conducted an in-depth investigation to detect alterations in both photos and
videos.

Emphasized the newly identified deepfake phenomenon from a forensic
analyst’s perspective.

Outlined the limitations of the latest forensic software, addressed pressing
issues, examined imminent challenges, and proposed avenues for new lines
of inquiry.

[37]

2020

Reviewed the recent advancements and applications of semantic
manipulation and face synthesis based on deep learning.

Discussed future perspectives aimed at further enhancing face perception
through continued development and innovation.

[38]

2020

Outlined the distinctions and interrelations among image tampering, image
manipulation, and image forgery.

Provided justifications for various tampering detection techniques,
highlighting their unique strengths and applications.

Investigated prevalent benchmark datasets commonly used in the
assessment of tampering detection methods.
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create fake digital material. To substitute the faces of celebrities in
pornographic movies, a machine learning system known as DeepFakes was
createdin 2017 [25]. DeepFakes' capabilities have been utilized for a number
of detrimental objectives, such as financial fraud, the dissemination of false
information, and the production of sexual content [26]. Researchers have
concentrated on creating face modification detection systems in an attempt
to improve media forensics generally [27]-[32].The field of manipulated
facialimage generation is still in its early stages of development. Many papers
provide a thorough examination of the methods used to create images of
manipulated faces, with a particular emphasis on deepfakes and emerging
techniques for detecting fake images [33]. The next section presents a
summary of the recently published review papers in the field of face image
manipulation and its detection techniques. To date, no review paper focuses
on the recent FIA schemes; therefore, this paper presents a review of recent
trends in FIA techniques and their limitations. The rest of the paper is
organized as follows: section Il presents a summary of some review papers
that are related to the FIM and FIMD schemes; section Il presents the types
of FIM techniques; section IV presents a review of face image manipulation
detection (FIMD) techniques; section V presents a comparison between
deep-learning based and watermarking based FIMD techniques; and section

VI presents the conclusions and suggestions for future researches.

2. Literature Survey
The study in this section will present a summary of recently published
review papers related to the field of FIM and FIMD, including references,

year of publication, and initial contributions, as shown in Table 1.
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1. Introduction
As technology develops, digital photos and IoT may now be shared

easily for a variety of reasons [1]-[3]. These days, people who utilize
technology find that storing their private information and images in the
cloud is really convenient because they can access it anytime they need to.
However, security and data integrity are the main issues that users are
worried about [4], [5]. To ensure the security of digital photos, the Internet
of Things, and shared data, a number of techniques and security frameworks
have been put into place, such as watermarking, steganography, and
cryptography [6]—[8 Face images, which are shared online for a variety of
reasons, including social media, face recognition apps, celebrity and fame
aspirations, and identity discrimination in biometric systems (i.e., security
and access control), are among the most important types of digital images
and loT [9]. There are several other uses for face photographs [10]-[12].
Because of the speed at which technology is developing, digital face editing
techniques, algorithms, and applications are now readily available [13]-[17].
Intentional attacks, which involve malicious intent during the manipulation
process, and unintentional attacks, which involve harmless intentions like
beautifying the face, adjusting lighting, adding humorous stickers, etc., are
the two main categories into which techniques for manipulating facial images
can be divided. The content of the face picture is changed (i.e., its features)
as a result of both modification approaches [18]. Interest in FIM techniques
and how they affect data security systems has increased in the data security
community. A vibrant field of study has emerged as a result of the scholarly
community's attention being drawn to the term "DeepFakes" in recent years

[19]-[24]. Known as DeepFakes, deep learning techniques have been used to
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Abstract

The quick development of loT and facial image manipulation (FIM)
algorithms, as well as the growth of their user-friendly applications, highlight
the pressing need for manipulation detection methods. These techniques
need to demonstrate how face photos have been altered and validate their
legitimacy. The scientific community has recently taken notice of the phrase
"DeepFakes" and methods for detecting them. Take note of the latest
methods for identifying watermark-based face image modification as well.
The important thing to remember is that every one of these methods has its
own set of drawbacks. This study provides a brief introduction to face image
modification detection methods, emphasizing both watermarking-based
and deep learning-based methods. Afterwards, the paper offers instances
that demonstrate their use, stressing a comparison between deep learning.
The paper then goes on to give examples of how they might be used, with a
focus on comparing deep learning and watermarking-based methods for
detecting tampering. Research recommendations and insights into possible
future advancements in this fascinating field of study are included in the
paper's conclusion. For scholars actively involved in or interested in this
particular field of study, the review in this article is regarded as an essential
resource.

Keywords: loT (Internet of Things), Face Image Authentication (FIA),

DeepFakes.
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healthcare professionals are able to provide more accurate and timely
diagnostic results. With growing potential in edge computing and real-time
data interpretation, Al systems can now assist with clinical decision-making
atpoint-of-caretoimprove patient management. Nevertheless, despite these
tremendous developments, there are several obstacles currently preventing
the extensive implementation of Al in health-related diagnostics. However
data quality and availability are major concerns and Al requires significant
amount of high quality labeled data to be trained well. Moreover, the black-
box property associated with the majority of deep learning models, limiting
interpretability, may prevent clinicians from trusting and accepting Al-based
decisions. There are also lingering ethical considerations around things like
algorithmic bias and patient privacy, as Al models may inadvertently reinforce
inequities in health outcomes. Despite the promise, to fully harness the
power of Al in healthcare diagnostics, future research must focus
on enhancing model interpretability, fairness, and adoption mechanisms
that can seamlessly package Al into clinical workflows. Here we advocate for
a multidisciplinary, collaborative framework that brings together
clinicians, data scientists, ethicists, and policymakers to ensure that the
development of Al systems is ethical, complies with regulations, and is
trustworthy in real-world clinical settings. At the end of the day, the eventual
fate of Al in healthcare diagnostics will come down to building reliable,
democratic and open models that don't just improve diagnostic accuracy,
but also advance health equity and improve patient outcomes all over the

world.
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9. Future Research Directions
As the integration of Artificial Intelligence (Al) in healthcare diagnostics
continues to evolve, several key areas warrant focused research to ensure
effective, ethical, and sustainable implementation. Future investigations
should aim to address current limitations, improve system performance, and
align Al tools with clinical needs and societal values. Key research directions
include:
a) Develop generalizable models for reliable performance across
populations and settings.
b) Create federated learning frameworks for collaborative training
without data centralization.
¢) Enhance explainability and clinician-Al collaboration.
d) Design user-friendly interfaces and decision pathways.
e) Integrate Al education into medical training for ease of adoption.
f) Evolve regulatory frameworks for continuous validation and post-
deployment monitoring.
g) Prioritize cross-disciplinary studies for effective and socially

responsible Al tools.

10. Conclusion

Artificial Intelligence (Al) has become a game changer for healthcare
diagnostics with dramatic enhancement in accuracy, speed and accessibility.
Through the wide-spread application of Al techniques such as deep learning,
machine learning, and natural language processing (NLP) in various diagnostic

realms, including medical imaging, genomics and biosignal analysis,
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Real-time and edge Al implementation is an increasing trend, due to
the evolution in loMT. However, balancing the trade-offs between latency,
accuracy and power consumption requires careful engineering. Moreover,
the sparse inclusion of low resource languages and regions in the generation
of language data sets also reflects on a worldwide equity issue [37].

Although XAl and fairness have increased in relevance, concrete
methodologies for their application in the clinical practice are evolving.
Multidisciplinary models with clinicians and data scientists and ethicists can
help bridge a gap between what Al can do and what is needed [38]. So we
can see what are the key trends and gaps and future directions for Al

diagnostics research from Table 5.

Table 5: Emerging Trends and Unaddressed Gaps in Al Diagnostics Research

Category Current Trends Identified Gaps / Needs

Model Usage CNNs widely used for imaging; Holistic multimodal integration
transformers gaining momentum in (imaging + biosignals + text) is
text and multimodal tasks [36] underexplored

Deployment Increasing focus on real-time Al and Engineering trade-offs: latency,

Platforms edge computing through IoMT [36] accuracy, and power constraints

require optimization

Equity in Datasets | Research mostly focuses on high- Underrepresentation of low-
resource regions and major global resource languages/regions limits
languages [37] model generalizability

Explainability & Growing interest in fairness and Lack of mature, deployable

Fairness (XAl) explainability tools [38] strategies in clinical practice; need

for clinician engagement

Collaboration & Cross-disciplinary collaboration is More structured frameworks
Integration recognized as important [38] involving clinicians, ethicists, and
engineers are needed
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Deployment into the real world must confront interoperability, user

experience, and regulatory approval problems, which are rarely touched

upon in technical papers [35]. Table 4 summarizes the main methodological

and practical challenges of current Al diagnostics studies.

Table 4: Limitations of Current Methodologies in Al Diagnostics and Proposed Solutions

Limitation Category

Description

Proposed Solution / Need

Data Limitations

Most studies use retrospective,
curated datasets that lack clinical
diversity [33]

Conduct prospective,
multi-center studies that
reflect real-world scenarios

Evaluation Inconsistency

Lack of standardized benchmarks
and inconsistent metrics across
studies [34]

Develop standardized
datasets, evaluation
protocols, and public
challenge frameworks

Clinical Integration Gap

Research often lacks
consideration for real-world
implementation (interoperability,
UX, regulation) [35]

Emphasize deployment
feasibility, clinician
involvement, and regulatory
compliance

Reproducibility Issues

Model comparisons are often
non-reproducible due to diverse
experimental setups

Require transparent
reporting, shared code, and
common testing standards

Academic Silos

Dominance of academic-led
research with limited
collaboration with hospitals and
industry

Foster academia-clinic-
industry partnerships to
bridge research and real
deployment

8. Survey Insights and Research Gaps

This review indicates leading trends and growing voids in Al diagnostics

research. CNNs are widely used in imaging tasks, and recently transformer-

based architectures have gained popularity in both textual and multimodal

domains. Yet, the holistic integration of multimodal data (including imaging,

signals, clinical text data) lacks clear exploration [36].
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[30]. Moreover, the scarce availabilities of large, annotated datasets prevent the
training of cumbersome models, in particular for rare diseases categories.
Another issue is the interpretability of the model. Practitioners are
typically wary of opaque algorithms, especially without detailed transparency
on critical diagnostic calls. Explainable Al (XAl) frameworks are expected to
mitigate this challenge by introducing model decisions in visual or rule-
based forms, but their usage has been so far quite confined [31].
Algorithmic bias carries ethical and legal hazards. For example, if the
training data is not diverse, models could perform poorly for particular
demographic groups, which could subsequently worsen health disparities. The
issue of fairness in Al would need to be carefully considered to include

representative datasets and bias correction in decision making algorithms [32].

7. Limitations of Existing Research

Methods and practical constraints pose challenges in the Al diagnosis
research. Most of the studies are retrospective, based on selected datasets,
and do not represent clinical heterogeneity. Back in China, multi-center
prospective trials will be required to prove Al systems are reliable under
different operational circumstances [33].

The lack of common benchmarks is also a limitation in terms of the
performance assessment. Comparison with other models is difficult since
different datasets, metrics and evaluation procedures are used. Adoption of
standardised datasets and challenge structures would facilitate this,
enabling fair comparisons and progress to be made [34].

In addition, the majority of the research is carried out in the university

environment and little attention is paid to the integration into the clinic.
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Table 3: Key Differences Between Al-Driven and Conventional Diagnostic Approaches

biosignal interpretation

Criteria Al-Based Diagnostic Systems Traditional Diagnostic
Methods
Accuracy Often equal to or higher than Generally high, but may vary
experts in image/text-based with human factors
diagnosis [27]
Specificity & Sensitivity High, especially in imaging and Dependent on practitioner

skill and standardized
protocols

Time Efficiency

Real-time or near-real-time;
scalable across large datasets

Time-consuming; manual
processes

Interpretability

Often limited ("black box" models
like deep learning)

High (transparent logic in
rule-based systems)

SHAP, LIME)

Adaptability Continuously improves with data; Rigid protocols; less
supports personalization adaptive to individual
variation
Scalability Easily deployed across cloud, edge, | Limited to facility-based,
and loMT devices manual workflows
Transparency Requires explainable Al tools (e.g., | Inherent transparency in

logic-based systems

Regulatory & Validation

Requires ongoing validation and
regulatory adaptation

Built upon well-established
clinical guidelines

Hybrid Model Potential

High: Combines rule-based logic
with learning capabilities for
improved performance [28]

Low: Limited capacity to
integrate learning
mechanisms

Clinician Involvement

Requires trust-building, human-in-
the-loop systems [29]

High involvement; clinicians
are decision-makers

6. Challenges and Issues

Thereare many challenges associated with the use of Al i:n diagnostics.

First is heterogeneity of data—health data differs across institutions, patient

populations and modalities, making the generalizability of Al models challenging
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Overview of main comparative findings for selected studies Table Key
comparative insights from selected studies, Al out-performs in speed and
scale and adds more value by not missing or improving on diagnostic
performance [27].

Even though Al has exhibited its performance advantages,
interpretability remains a notable aspect where conventional techniques still
have advantages. There are transparent logical trails in the rule based expert
systems, while deep learning models are “black-box”. Rule-based reasoning
and data-driven learning hybrid models are becoming popular as a middle
solution [28].

In addition, unlike established diagnostics based on sound validated
protocols, Al would need to be revalidated constantly using new data to
remain valid. The comparison highlights the importance of appropriately
training Al into clinical workflow with regulation and clinician involvement in
mind [29]. Table 3 summarize comparison between Al based diagnostic

systems and conventional diagnostic systems.
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4. Applications of Al in Healthcare Diagnostics
Al in health diagnostics span across range of fields such as medical

imaging, biosignal processing, genomics and clinical decision support. In the
field of imaging diagnostics, CNN based systems have reached the
performance of a dermatologist for skin cancer detection and high sensitivity
for diabetic retinopathy (from retinal scans.) [23] Automated pattern
recognition techniques have also made significant contributions to
pathology and radiology, greatly decreasing the manual burden and
diagnostic variation.

Biosignal-based diagnosis using RNNs and attention mechanism to
translate ECGs, EEGs, and other human physiologies in real-time, for early
screening of cardiac arrhythmia and neuro-disease detection [24]. In
genomics, Al is utilized for prediction of mutations, classification of variants,
and identification of susceptibility to disease based on sequencing data [25].

Al-based Clinical decision and support systems Conventional Clinical
Decision Support Systems (CDSS) that utilize Al technology, incorporate
information from the patient, medical standards and immediate analysis to
offer evidence-based advice and suggestions. Such systems both improve
the diagnostic consistency and the patient outcome in challenging
or equivocal clinical cases [26]. The broad usage of such tools indicates the

desire of Al in enhancing human expertise across many diagnostic areas.

5. Comparative Analysis of Al Approaches
For the assessment of the effectiveness of Al systems with the
conventional diagnostic strategies of pathology, there a few metrics accuracy,

specificity, sensitivity and the time efficiency are taken into account. Table
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further develops to more general deep learning (DL) methods. These
methodsareusedtostructured (e.g.,imagesandsequential)and unstructured
data (e.g., clinical text) for models such as Convolutional Neural Networks
(CNNs). NLP models are crucial for deriving actionable knowledge from
unstructured documents such as EHRs. Frameworks such as TensorFlow,
PyTorch and Scikit-learn are enabling the development and deployment of
these models. Last but not least, hardware support (such as those from GPUs
and TPUs) and edge and cloud-based infrastructures allow real-time and
decentralized diagnostics applications. Figure 2 Framework of Al Techniques
and Infrastructure in Healthcare Diagnostics Figure 2 shows Framework of

Al Techniques and Infrastructure in Healthcare Diagnostics
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Figure 2: Framework of Al Techniques and Infrastructure in Healthcare Diagnostics

E389



‘ Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

3. Techniques an d Tools Used in Al for Diagnostics
Al methods in healthcare diagnostics are diverse, as they are drawn

from a variety of machine learning ML and deep learning (DL) algorithms
developed for specific diagnostic tasks. Classical ML models, including
Support Vector Machine (SVM), Decision Tree (DT), and Random Forest (RF),
have been shown to have good performancein structuring data classification
tasks and risk stratification [18]. But the wave of success for DL models,
especially CNNs and RNNs, has consequently changed the paradigm to
process image-based and sequential data [19].

The Natural Language Processing (NLP) tools like BERT, BioBERT, and
ClinicalBERT the diagnostic information can be extracted from the
unstructured clinical texts, Electronic Health Record (EHR), etc., and it could
be served as a serious help in decision-making process [20]. Furthermore, Al
toolkits and platforms such as TensorFlow, PyTorch, and Scikit-learn establish
interfaces for Al algorithm development and deployment.

The adoption of Al in healthcare diagnostics is also facilitated by
highperformance hardware platforms like GPUs and TPUs [19] and edge
computing infrastructure, which enables online processing on medical
devices [21]. Advances in Internet of Medical Things (loMT) brought
diagnostic models closer to the patient bed by operating in
decentralized settings, enabling the use of intelligent diagnostic tools in
remote or poor resource areas [22].

This flowchart describes the technology ecosystem of Al in healthcare
diagnostics, presenting how the different ML and DL methods are
mainstreamed into diagnostic workflow. It starts with classic models

including Support Vector Machines (SVMs) and Decision Trees (DTs) and
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Table 2: Comparative Analysis of Key Literature on Al in Healthcare Diagnostics

Techniques/

Ref. Study Focus Strengths Limitations/Gaps
v Models Used gt /Gap

[6] Rule-based expert | Knowledge-based | High interpretability; Poor scalability and
systems in systems early integration in adaptability to new
diagnostics decision support data

[7] Early machine learning | Decision Trees, Improved performance Heavy dependence on
in imaging diagnostics | SVMs over rule-based systems feature engineering

[8] Deep learning in skin | CNNs Achieved dermatologist- | Lack of explainability;
cancer classification level accuracy risk of bias in datasets

[9] Explainable Al (XAl) | Saliency maps, Enhances Still limited in clinical
for medical imaging | attention layers interpretability of deep | adoption due to

models complexity

[10] | NLP in biomedical BERT, BioBERT State-of-the-art clinical | Requires large annotated
literature and NLP performance corpora; domain-specific
records challenges

[11] | Clinical adaptation | Clinical BERT Better contextual Limited generalization
of NLP models understanding of across institutions

clinical language

[12] | Multi-modal data EHRs, Imaging, Supports personalized | Data heterogeneity;
integration Genomics and holistic diagnostics | alignment challenges

[13] | Big data analytics in | Cloud-based Al Scalability and Privacy concerns; data
healthcare systems population-level insights | siloing

[14] | Federated learning | Federated deep Enables model training | Complex
for privacy- learning without central data synchronization;
preserving Al sharing performance variation

[15] | Edge computing in | Edge Al Real-time inference Hardware limitations;
digital health architectures and reduced latency regulatory uncertainties

[16] | Ethical concerns Conceptual Highlights societal and | Underrepresentation in
and validation gaps | frameworks regulatory implications | technical studies

[17] | Als impact on Review and Emphasizes Lack of concrete
clinical roles and analysis interdisciplinary needs implementation

collaboration

and clinician trust factors

strategies
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these issues, approaches, such as synthetic data generation and federated
annotation pipelines are being investigated.

On the deployment side, there is also an emerging literature on how
to deploy Al models at the point of care in an optimal way. Approaches to
edge processing and federated learning make it possible to run Al-driven
diagnostics directly on medical devices or local servers, minimizing latency
and keeping patient information private [14]. Faster architectures
have been proposedto addressthese limitations; however, those solutions
add additional overhead in distributed training, real-time inference, and
synchronization. Moreover, enforcing healthcare-specific policies—e.g.,
HIPAA or GDPR—within decentralized settings continue to be a key
challenge [15].

Whilst advances have been made in technology, the existing literature
remains far from reaching today’s demands. Such ethical considerations —
especially regarding algorithmic bias, equity, transparency, and patient
autonomy — are also frequently overlooked in technical articles. In addition,
there is alack of prospective, clinical trials that have to support the use of Al
models in everyday diagnostic pathways [16]. Interdisciplinary cooperation
among computer engineers, physicians, law professionals, and ethicists is
lacking but is key to translating Al advancements to clinically safe, ethically
sustainable, and regulatory acceptable tools[17].

To summarize the main contribution, methodology and identified gaps
over reviewed literature, Table 2 provides the comparison and focus on
areas, techniques used, strengths, and limitations of some major studies to
provide a synthesized view of the current state of Al-based healthcare

diagnostic.
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been shown to reach clinician-level performance in radiology, dermatology,
and ophthalmology. CNNs showed better performance in classification of
skin lesions [6] and pneumonia detection in chest X-rays [8] than general
practioneers. Model interpretability, however, categorically referred to as
the “black-box” problem, causes difficulties in clinical trust and acceptance.
Recent studies attempt to combine explainable Al (XAl) such as [1] attention
maps and layer-wise relevance propagation with the learning process to
improve the transparency and diagnostic accuracy [9].

Simultaneously, natural language processing (NLP) has developed as
a powerful tool in the analysis of unstructured clinical text, such as discharge
summaries and radiology reports. Compound models such as: BERT, and
BioBERT achieved competitive results in named entity recognition, relation
extraction and clinical text classification tasks [10]. However, the medical
domainhasits ownchallengesintermsof considering specialized vocabulary,
non-standard documentation style and insufficient annotated data. Domain
adaptation, self-supervised learning and continual fine-tuning are a current
focus of research towards enhancing NLP robustness across institutions and
patient populations [11].

An other important line of research, multi-modal diagnostics, refers to
a situation where Al extracts features from multiple sources, such as imaging,
genomics, electronic health records (EHRs), and biosignals. This will open up
the path to a more comprehensive and individualized diagnostic concept.
But, integrating disparate data sources is difficult itself, such as format
reconciliation, time mismatch and sparse data [12]. Besides, the lack of such
genuinely labeled and demographically diverse datasets hampers

the generalizability and fairness of diagnostic models [13]. To combat
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contributions in algorithmic innovation and hardware design, identified
medical domains where Al has shown the most promising outcomes, and
surveyed the architectural models in which Al deployments are conducted in
the cloud, edge, and hybrid settings. Through a thematic organization of the
literature and highlighting the directions of the emerging trends and existing
gaps and challenges, this paper should serve as a helpful read for researchers,
developers, and policymakers aiming to advance the incorporation of Al
technologies into diagnostic. Lastly, this work hopes to contribute to the
connection of Al breakthroughs to the actual medical practice, creating a
pathway for next-generation diagnostic system creation that is smart and

quick, but also ethical, interpretable, and aligned with the clinical settings.

2. Literature Review

Intelligence artificial (Al) has made an incredible headway in
the diagnoses in health from the power to find complex patterns in medical
data. The early Al systems were largely rule-based expert systems where
professional expertise was encapsulated in deterministic decision trees.
Although being transparent and interpretable, these systems lacked
generalizability in different diagnostic settings and performed suboptimally
on noisy or unstructured data [6]. The rise of machine learning (ML), in
particular supervised learning algorithms, including support vector
machines, and decision trees facilitated data-based modeling. These
approaches enabled greater accuracy and efficiency, however required
significant hand-crafted features and domain specific pre-processing [7].

The emergence of deep learning technology, and in particular CNNs,

revolutionized Al diagnostics -- and especially medical imaging. CNNs have
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Although there has been great progress, there are still obstacles to
overcome. The heterogeneous nature of data, lack of high-quality labeled
datasets, model interpretability and ethical considerations regarding
algorithmic bias and patient privacy are some of the most critical barriers
that are preventing large-scale clinical deployment of Al-based clinical
solutions [5]. And what’s more, the embedding of Al into existing healthcare
infrastructure requires strong interoperability standards, regulatory
approvals and clinician trust factors which are commonly overlooked in
strictly technical research.

As a rough comparison between artificial intelligence systems and
conventional diagnostic systems, Table 1 shows the improvement in
accuracy, speed, scalability, and flexibility, in addition to real-life examples
Table 1 Differences between traditional diagnostic systems and artificial

intelligence systems.

Table 1: Comparison of Al and Traditional Diagnostic Systems

Aspect Traditional Systems Al-based Systems Example

Diagnostic Accuracy Heuristic/Experience- | Data-Driven, High Al in skin cancer
Based Precision classification

Speed Manual Analysis Real-time Processing | Retinal screening in

seconds

Scalability Limited to Specialist Deployable on Cloud/ | Telemedicine
Availability Edge platforms

Interpretability Transparent Rules Often Black-Box Explainable Al efforts

Models

Insummary, this surveyaimsto provide astructured and comprehensive
overview of the current prospects of Al in healthcare diagnostic, especially in

the real-time intelligent systems. Specifically, this paper analyzed the recent
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addition, the emergence of edge computing, and Internet of Medical Things
(loMT) make it possible to integrate diagnostic capacity into a wearable
device, a mobile platform, or a remote monitoring tool to provide the
continuous patient evaluation with the least latency [3], [4].

Artificial Intelligence in Healthcare Infographic 1 shows the role of Al in
data acquisition, automated detection, and real-time decision support in
various aspects of medical diagnosis at different levels of sample collection
and data analysis. It incorporates sources of data (imaging, biosignals), Al
models (CNNs, NLP, etc.and, computing platforms (cloud, edge, loMT), as

well as the ultimate diagnostic results.

- ~
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(Imaging,
Biosignals, Genomics)

N\ J/
v
Processing & Feature
G Extraction

v

~
Al Models (CNNs, NLP,
Deep Learning)
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Figure 1: Al Integration in
Healthcare Diagnostics

Figure 1: Al Integration in Healthcare Diagnostics
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1. Introduction
Artificial Intelligence (Al) is quickly transforming healthcare, especially

the medical diagnostic field where quick and precise decision making is
crucial. As the size and complexity of clinical data, from medical images to
genomic profiles, show no signs of slowing down the traditional diagnostic
methods, often involving manual interpretation and rule-based heuristics,
are falling behind the trend of modern healthcare. Al, infused with
advancementsin deep learning, machine learning and intelligent computing
architectures, is now being harnessed in ways that have opened up new
possibilities and levels of diagnostic accuracy, error reduction, and real-time
clinical decision making.

In recent years, performance of Al models has rivaled and sometimes
surpassed that of experienced clinicians in a wide range of diagnostic tasks.
For example, the use of convolutional neural networks (CNNs) has reached
dermatologist-level accuracy in the classification of skin cancer [1], and has
achieved high sensitivity and specificity in detection of diabetic retinopathy
from retinal images using deep learning algorithms [2]. “Al is not limited to
imaging for imaging, and it’s not just used for radiology; it is changing
the way that we do biosignal analyses, pathology, and even natural language
processing for clinical documentation, allowing for a more data-driven and
comprehensive approach to the diagnosis,” he explained.

An enabling factor of this transformation is the advent of intelligent
machines to efficiently execute Al workloads, in many cases in real time.
Smart hardware platforms, like GPUs, FPGAs, or application-specific
integrated circuits (ASICs), are currently including on medical devices and

will make it possible for Al algorithm deployment at the patient's bed side. In
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Abstract

Artificial Intelligence (Al) is becoming the cornerstone of the future of
healthcare diagnostics, that has to ability to change the healthcare diagnostic
landscape in terms of diagnostic accuracy, speed, and availability. This systematic
review investigates the basic methods, tools, applications, and challenges involved
in the integration of Al in diagnostic medicine. It emphasizes the using of machine
learning models, deep learning networks (e.g., CNNs), NLP for clinical documentation,
and smart computing infrastructures, such as edge device and IoMT. They
are making possible real-time, data-driven decision making that is already at
human-expert-level performance or, in some cases, even better (in the analysis of
medicalimages, pathology and biosignal, for example). Despite these breakthroughs,
a number of significant challenges remain, such as data diversity and heterogeneity,
lack of high-quality labeled data, model interpretability and ethical issues (e.g.
algorithmic bias and patient privacy). In addition, there are strong compatibility,
clinician reliance, regulation validation (these are the most commonly neglected
part of technical development) factors, which will keep Al supported systems tightly
engrafted to the existing health systems. This paper further attempts to compare
Al based and conventional diagnostic methods, presents recent literature insights
and scopes the research gaps in the ongoing research endeavors. The aim of the
survey is, within the broader picture of the underpinning principles of the 'fitness
for purpose' of predictive models, to capture these foundations fully in order to
assist future developments that are driven by a desire for transparency, fairness,
and clinical relevance. It emphasizes the necessity of interdisciplinary cooperation
and of standard assessment methods to achieve a safe and effective application. As
Al transforms diagnostics, the future of healthcare will rely on creating Al systems
that are inclusive, interpretable and ethically grounded, and that can tackle global

health problems and respond flexibly to the demands of clinical practice.
Keywords: Artificial Intelligence, Healthcare Diagnostics, Machine Learning,

Deep Learning, Medical Imaging, Clinical Decision Support, Ethical Challenges.
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detection, and intelligent routing, thereby toward highly secured, automated
6G infrastructures. While there has been significant progress, a number of
important research challenges remain, such as the development of efficient
qguantum repeaters, the definition of standardised protocols and the
validation of quantum devices in real-world conditions. Filling such gaps will
require close collaboration between quantum physics, cybersecurity and
telecommunications engineering. Next-generation 6G networks will need to
deliver not just fast and smart connectivity, but also be founded on security-
by-design. In the post-quantum era, quantumsecure communication systems
will require the integration of QKD (as well as post-quantum cryptography

and Al) for the technology to be resilient.
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quantum repeaters and
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priorities. objectives.

Figure 3: Research Roadmap for Scalable QKD in 6G

8. Conclusion

Progression towards sixth-generation (6G) networks offers
unprecedented performance gains, however also exposes communication
infrastructures to evolving security risks; none so much as quantum
computing. This extensive review has considered QKD as a fundamental
technique for securing 6G networks. With the assistance of quantum
mechanics, QKD provides unconditional security of key exchange, which can
be used to overcome weaknesses of classical cryptography. By examining
QKD protocols, integration architectures and hybrid security models, this
work seeks to emphasise QKD's ability to "play nice" with incumbent systems
whilst confronting challenges of latency, scale and deployment. In addition,
convergence of QKD with Artificial Intelligence (Al) and Machine Learning

(ML) potentially creates new avenuesto adaptive key management, anomaly
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The Implications for the Research and its Practical Application of
Future studies will have to strive to overcome the practical, as well as
theoretical, obstacles in order to develop the full potential for QKD in 6G
systems. This includes promoting quantum hardware technologies ranging
from high-rate photon sources, low-noise detectors, to quantum repeaters
to extend secure communication across the globes [13]. In addition, the
development of advanced quantum channel models which can accurately
capture the physical and network-level characteristics of 6th generation
mobile network (6G), is necessary to enable efficient QKD protocols under
mobile, wireless and heterogeneous environment [14]. Efforts toward
standardization and interoperability are required for large scale uptake and
commercialization and therefore require the collaboration of industry and
academia and regulatory bodies [15]. Exploration of tighter Al and ML
coupling is also needed to automate key management, anomaly detection,
and real-time resource allocation in support of self-healing/adaptable
qguantum networks. [17] Funders should support construction of scalable
testbeds and pilot projects that can demonstrate QKD performance under
field conditions sooner rather than later, promoting technology transfer from
research to infrastructure [18]. Furthermore, it will be necessary to foster
cross-disciplinary cooperation, involving quantum physics, communication
engineering, cybersecurity and Al, in a mission to address systemic issues
and provide secure communication facilities. The integration of these
research and practical results will be indispensable in laying a solid
foundation for QDSR&T 6G networking. The Research Roadmap for Scalable
QKD in 6G is illustrated in Figure 3.
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QKD, implementing trajectory-dependent error correction, preventive
maintenance of hardware, and adaptive network control. Despite current
efforts, significant challenges remain in practical QKD systems, such as
scalable quantum repeaters, QKD protocol standardization, and real-world
experimental verifications on commercial-scale networks for the transition
from laboratory demonstrations to practical devices.

Final Thoughts on QKD in 6G advent of 6G networks envisions enormous
data rates, ultra-low latency, massive connections of devices, and
ubiquitous Al integration, posing challenges of new extremes that call for
the establishment of an inherently secure communication infrastructure
that is secure against any quantum attacks coming in the future. QKD exploits
the laws of quantum physics to offer key agreement methods that are proven
to be secure against arbitrary computational advancements such as quantum
computers attacks [9]. But to deploy QKD in 6G era, this requires one to
handle a number of complex challenges, including integrating quantum
hardware with mobile and wireless infrastructure, managing the interplay
of classical-radio frequency (RF) and quantum RF in heterogeneous
environment, and dealing with the resource constraints in mobiles [11].
Additionally, the dynamic, distributed environment of 6G networks call for
novel quantum networking architectures that facilitate flexible routing,
multiplexing, and quantum resource management. The interplay of QKD
with classical post-quantum cryptography (PQC) as well as Al-enhanced
network intelligence is essential for layered, adaptive, and scalable security
solutions. This hybrid QKD allow QKD to be not only a theoretical ideal but
also a realistic part of the overall security mechanism of next-generation 6G

communication.
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and simulating tools that capture the realistic network effects and user
mobility trends [14]. Open standards and interoperability frameworks must
be quickly developed for hybrid classical-quantum security and cross-vendor
interoperability [15]. Moreover, cross-disciplinary studies of quantum
physics, network design, and cybersecurity is needed to deal with systemic
issues including dynamic key formation, network orchestration, and side-
channel attack resilience [25]. The pilot projects and testbeds should be
extended to demonstrate new technologies in real environments, and to
support cooperation with industry and progress in the regulatory framework.
This roadmap will steer the shift from experimental QKD to robust,
scalable quantum- secured networks as part of the future communication

infrastructures.

7. Summary of Findings

This paper has presented the thorough review of QKD technologies
and their enabling functions associated to the future 6G networks. The
review emphasized major progress in the QKD field as the result of hardware,
protocol and hybrid quantum-classical architecture optimizations to overcome
many intrinsic challenges such as distance and key rates. Simulations of 6G
environments revealed that although QKD can improve communication
security, the practical deployment of the technology is challenged by dynamic
network topologies, mobility and environmental noise. It was argued that
hybrid security approaches based on the interplay between QKD and classical
security mechanisms are crucial to build security-proof architectures which
suit to different threat models. Furthermore, the integration of Al and ML was

recognised as a disruptive element for obtaining the best performance from
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solutions that are robust, scalable, and smart enough to be suitable in next

generation communication networks.

6.3 Toward Quantum-Resilient 6G Infrastructure

With the possibility of 6G networks becoming reality, developing
guantume-resilient infrastructure is crucial for protecting communications
from new quantum attacks. This includes not only adding QKD for secure key
exchange, it also includes adding PQC algorithms for multilayered security
at protocol level [19]. In the design of 6G, quantum-safe authentication and
data encryption and quantum-safe network slicing shall be considered to
ensure the confidentiality and integrity of communication under quantum
attack [10]. Studies are being carried out in the area of enabling materials
and quantum-compatible hardware architectures for these low-latency,
high-bandwidth and secure 6G applications [11]. Moreover, both classical
network engineers and quantum physicists need to work together to create
interoperable standards and frameworks that enable seamless integration of
guantum security services into 6G systems [22]. The resulting quantum-
robust 6G infrastructure will form the basis of communication systems

immune to Quantum in the post-quantum world.

6.4 Suggested Research Roadmap

A Joint Research Roadmap is necessary to exploit the full potential of
Quantum-Secured Communications in Next Generation Networks. Among
the priority areas are increasing the scalability of quantum hardware through
high-rate single photon sources and low-noise detectors [33]. There must

be parallel work on the development of better quantum channel modelling
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In QKD deployments at scale and in networks, the role of Al expands to
tasks such as resource allocation, network routing, and key management,
which are of critical importance so as to ensure efficient and persistent
secure communication. Intelligent orchestration of resources is an essential
enabler for complex quantum networks to relegate its scarcest resources
(e.g., quantum repeaters, and trusted nodes) in confronting dynamic traffic
loads and user mobility. ML algorithms can make real-time sense of huge
volume of network data, learns optimum paths for key delivery that would
hand in lower latency and higher key rates [15]. Furthermore, Al-based key
management systems even optimize key refresh rates, and manage to
coordinate key transmission from diverse nodes to ensure that security
needs are balanced with network performance limitations [16]. Such a
degree of automation is essential for controlling the complexity of future
heterogeneous quantum-classical networks and for scaling QKD services.

Lastly, the entanglement of Al and ML into QKD systems is instrumental
in advancing hybrid security approaches, in which quantum keys and classical
cryptographic techniques complement each other. In this way, Al could help
for the on-the-fly switching between quantum and classical key sources,
enabled by real-time monitoring of both channel quality and security posture,
while adaptively provision the required security, as it is actually needed for the
application at hand [17]. In addition, Al-assisted simulation platforms speed
up the development and testing of new QKD protocols by simulating the
system behaviour under different conditions, which in turn cuts down
experimental costs and shortens the design cycle of new protocols [28]. All in
all, the marriage between Al and quantum technologies could potentially fuel

thetransition of QKD from lab environmentstorealisable secure communication
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(ML) are considered as key enablers for the advancement of Quantum Key
Distribution (QKD) technologies. One of the main uses of Al in QKD is the
optimization of the error correction and privacy amplification procedures
that are required in order to maximize the secret key rate (SKR) while
minimizing the quantum bit error rate (QBER). Existing solutions are based
on static algorithms that do not necessarily guarantee proper convergence
with respect to dynamic channel conditions and adversarial behaviors. One
approach is to use Al-driven adaptive algorithms, e.g., reinforcement learning
(RL) and neural-network-based decoders, to adjust error correction
parameters according to the real-time feedback from the quantum channel,
so as to enhance the robustness and efficiency of key extraction [10]. This
adaptive behavior serves to greatly increase the practical key rate of QKD
systems, particularly in noisy or dynamically changing environments.

In addition to the protocol level optimization, ML techniques are
making a significant impact to the reliability and maintainability of
QKD hardware. Quantum devices, such as single-photon detectors
and photon sources, are susceptible to atmospheric conditions and
deteriorating with time. Predictive maintenance model using machine
learning will analyze the sensor data and operational responses of the Al
system to determine universals of the Al hardware failure or performance
degradation long before it can cause system outage [3]. Further, anomaly
detection techniques' functionalities to detect abnormal patterns that
may indicate eavesdropping or attacking, supplementing security
monitoring [4]. These Al-based diagnostics allow proactive interventions to
reduce downtime and ensure continued high levels of security assurance

in deployed QKD networks.
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novel quantum hardware dedicated to 6G solutions are needed. Addressing
these points are key for bringing QKD from the deep laboratory scale
demonstration to to robust, scalable and interoperable security products

in the framework of next generation communication systems.

6. Future Directions
6.1 Emerging Trends in Quantum-Secured Networking
Quantum-secure networking has been maturing rapidly, propelled by
progress in quantum hardware, as well as protocol design and network
architectures. An emerging approach is to exploit hybrid protocols to obtain
scalable and flexible security in integrated quantum-classical networks.
Downsizing quantum devices, including chip-based sources and detectors of
photons, enables QKD to be used on mobile devices and loT devices,
providing quantum security for moving services, not just fixed fiber links.
Moreover, quantum repeaters and entanglement swapping are emerging as
a way to overcome distance constraints and to realize quantum-secured
long-distance communication. At the network level, multi-path key
distribution as well as quantum-secure routing are also under investigation
to improve resilience and to minimize the vulnerability in case of an attack
or a failure. All of the above trends suggest an emerging trend of more
practical quantum-secured infrastructures embedded in contemporary

communication networks.

6.2 Role of Al and Machine Learning in Enhancing QKD
Due to an ability to mitigate key operational issues and to increase the

overall system performance, Artificial Intelligence (Al) and Machine Learning
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Another significant missing piece is how to intertwine quantum and
classical communications in heterogeneous network infrastructures.
Although coexistence has been proved in a controlled environment, lack of
exploring the effects of noise, crosstalk, and interference on QKD
performance in multi-service networks restrict the potential use of QKD in
practical situations [31]. Moreover, adaptive network management protocols
that are capable of dynamically assigning QKD resources and maximized
reuse and re-distribution of shared keys in a varying network environment,
are only in their early phase of development [33]. Without these schemes
in place, practical deployment of MMSs compromises security and/or
network efficiency.

Moreover there are no standardized procedures and interoperability
frameworks for hybrid classical-quantum security systems. Although the
actions are being taken to overcome this situation by standards lanenvorks
like ETSI and IEEE, security models and verification methodologies are at the
early stages of development [5]. This loophole leads to ambiguity of end-to-
end security guarantees between integrated systems, especially those
which combine QKD with PQC or conventional encryption systems. The lack
of homogeneous certification processes inhibits commercial uptake and
prescriptive regulations.

In the end, experimental proof of the performance of QKD in practical
6G conditions (in particular, terrestrial-satellite integration and mobile user
dynamics and ultra-low latency constraints) is still scarce. Most experiments
are performed in simulation, or in limited-scale experimental testbeds, which
may not fully replicate the environment of actual networks [26]. To close

this gap, large scale pilot installations, inter-discipline collaboration and
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Numerical simulations further corroborate that hybrid solutions can greatly
enlarge the working range in which secure communication is possible, while
still maintaining cryptographic strength.

Nevertheless, these hybrid classical-quantum models have to overcome
the standardization, interoperability, and security validation issues.
The need to support quantum and classical interfaces creates serious
security challenges and raises the bar to developing new standards. The
work of standardisation organisations including IEEE P3340 and ETSI ISG
QKD working groups seek to standardise interoperability frameworks and
security principles for hybrid deployments [5]. Existing work focuses on the
development of full-fledged threat models and verifiers for the end-to-end
security of hybrid classical-quantum systems, to ensure their deployability

in next-generation communication networks.

5.4 Identified Research Gaps

Although there has been impressive developments in QKD technologies
and directions to incorporate QKD solutions in the next-generation
communication networks, there are quite a few research challenges yet to be
solved in order to make QKD widely deployment inthe infrastructure industry.
One of the major issues is the scalability of QKD systems in the context of the
large scale and mobile nature of 6G networks, as most of the existing QKD
implementations are affected by reduced key generation rates, generated as
well as shorter transmission distance as effect of the higher QCL and quantum
hardware restrictions [29]. These drawbacks prevent the employability of QKD
in ultra-dense and high mobility environments of future networks where

quick key updating and seamless handover are demanded.
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(QKD) in conjunction with classical cryptographic protocols to achieve the
provable security of QKD for key distribution and the flexibility and scalability
of classical encryption schemes. The hybrid scheme overcomes the drawbacks
of QKD implementation that including the low key generation rate and the
distance limitation, with augmenting with conventional cryptographic
techniques like AES [1] or post-quantum cryptography algorithms (PQC) [2].
Its purpose is to combine key benefits from each paradigm, in order to
achieve with high confidence a strong resistance against both classical and
guantum computational threats.

Various architectures of hybrid security have been put forward, such as
QKD-assisted VPNs or secure multiprotocol label switching (MPLS) with
quantum keys as seed keys for classical symmetric encryption. For instance,
in [3], a hybrid strategy for refreshing the QKD keys and connecting them
with the PQC algorithms were studied for securing data transmissions in an
enterprise network scenario. Their simulation results demonstrate a high
increase in critical renewal ratios and network survival with no impact on
existing network infrastructure. This mode of operation had the potential to
enable a slow migration to quantum-safe communications without
immediate replacement of classical infrastructure.

Besides, hybrid classical-quantum security embedded in network
management systems, provide a greater flexibility and efficacy. A dynamic
key management protocol was proposed in [40] to adaptively switch between
QKD keys and PQC keys depending on network conditions and security
levels. This smart switching minimizes the depletion of keys and maximizes
resource utilization, which is important in a bandwidth- or latency-

constrained environment as widely found in the next-generation networks.
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management and that in the most cases, regardless of it being an interactive
application or not, key generations are continuous compared with network
state and will not significantly shed the overall network performance below
the threshold.

Besides, an exploration has been presented on the usefulness of the
quantum-safe cryptographic protocols combined with QKD in 6G stack over
simulation environments. Hybrid security models were investigated by
researchers such as [39] where QKD is combined with post-quantum
cryptography (PQC) offering layered security to serve various 6G service
needs. From their simulations it can be seen that the use of these hybrid
approaches can alleviate network bottleneck issues associated with key
distribution and increasing resilience against both quantum and classical
attacks, providing a potential means to secure the future 6G communications.

Although simulative results are promising, the modelling of practical
qguantum channel impairments and the seamless integration of QKD into
congested and high-mobility 6G networks is still a challenging issue. Further
development for improved simulation fidelity and the clear testing in real
channel condition are required to close the gap between the theoretical
QKD performances and practical applications in 6G [5]. Standards and
interdisciplinary research will be key to transforming these simulation

findings into working quantum-secured 6G networks.

5.3 Hybrid Classical-Quantum Security Approaches
Hybrid classical-quantum security solutions have been proposed as a
practical way to provide quantum-safe communications in the short-

term time horizon. These techniques utilize the Quantum Key Distribution
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and certification processes that should move commercialization along [36].
Future work- Investigations are needed regarding QKD hardware and on
error correction techniques and network management protocol for the full

exploitation of QKD in future networks.

5.2 QKD Performance in Simulated 6G Environments

6G ‘hyper network connectivity’ — challenges and opportunities for
Quantum Key Distribution (QKD) deployment The advent of ultra-high data
rate (U-H D) ultra-low latency (U-Latency) and hyper (U-density) connectivity
6G networks is introducing challenges and opportunities for quantum
communications, in particular for QKD deployment. Since we expect 6G
network architecture to be heterogeneous, with terrestrial and non-
terrestrial integrated networks, research, such as the impact of 6G-like
environment in QKD to be pursued. State-of-the-art literature deploys
network simulation tools coupled with quantum channel model to study
performance measures such as secret key rate, QBER, and latency under 6G
traffic [37]. These simulated results are useful for understanding what are or
are not possible of QKD protocols in very dynamic and dense network
environments as 6G.

QKD modules have been integrated into 6G network simulators in a
number of works to study the coexistence and interference of quantum and
classical channelsin cohabited spectral resources. For instance [38] simulated
a multi-user 6G network with integrated QKD-enabled links, showing that
optimized wavelength plan and noise handling strategies enhance the secret
key rates even when the classical traffic load is high. The simulations also

emphasize the need for network fluctuation-sensitive adaptive key
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E91, provide unconditional security that relies on the laws of physics instead
of computational assumptions [33]. Recent progress has enabled to combine
QKD with existing fiber optic infrastructure, in which quantum and classical
signals can be transmitted over the same channel. For example, [34] has
successfully realized a QKD system in metropolitan fiber networks, which
shows that the QKD can be used in practice related works without significant
change of infrastructure.

In addition, QKD has been studied to be combined with SDN and NFV
to enable flexible and scalable key distribution in heterogeneous networks.
[4] presented an SDN control plane design which dynamically controls QKD
key resources in an attempt to make key use decision on-the-fly, by
considering network state and security policies. This concept allows the
composition of quantum —secured channels beside classical network service
and thus lead to adaptive and robust next-gen secure networks.

And satellite QKD outside of metropolitan and access networks is
growing as a viable global secure communication deployment. A ground
test of quantum key distribution (QKD) using the satellite was also successful
over 1200 km, despite the problems introduced by atmospheric absortion
and synchronization [35]. Advancements such as these indicate that satellite
QKD onto existing quantum networks on Earth is viable and can provide a
worldwide quantum-secured communication infrastructure that are
essential to future-proof critical communications across nations and
industries. Nevertheless, there are still challenges in the scalability of QKD
technology, such as reductions in the key rate, the integration complexity,
and standardization. Standardization and certification, A number of

organizations, such as the ETSI ISG QKD, are working to create standards
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technologiesin 6G networks such as THz communication, intelligent reflective
surfaces (IRS), and massive MIMO. QKD systems, predominantly optical in
nature, need to coexists with these electromagnetic technologies without
interfering with each other. Hybrid RF-optical design is considered where
THz channels take care of ultra-rapid data, reside with a QKD-protected key
exchange layer [31].

The compatibility of QKD with MEC and Al-native networking is also
essential. Arequirement for edge nodes is that they are capable of performing
both classical processing and quantum interfaces in order to enable secure
key generation locally. Al algorithms also support QKD resource allocation,
channel optimization, and eavesdropping detection to help the quantum
layer be more responsive to dynamic networking conditions [11].

Ultimately, backward compatibility with the legacy systems (5G or
fiber infrastructure, for example) are important considerations for smooth
migration. QKD interfaces need to be compatible with existing cryptologic
APls and network protocols. Methods for quantum key encapsulation and
guantum-augmented VPNs can enable QKD systems to work with both
guantum-aware and classical devices, thus connecting the future and current

generations of networks [32].

5. Review of Existing Research
5.1 QKD Implementation in Next-Gen Networks

The promise of using the principles of quantum mechanics to secure
future IT systems is leading to the emergence of Quantum Key Distribution
(QKD) as a new technology for securing future communication networks.

Contrary to classical cryptography, QKD protocols, for example, BB84 and
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4.3 Software and Protocol Adaptations

Software-based QKD integration into 6G:QKD integration at software
level in 6G is so challenging because it will include DR4, SI, and also are soft-
to-soft encryption end-point. Examples of such an adaptation on
classical public key exchange protocols, such as RSA (or Dif-fie-Hellman) are
the actuality, that standard implementation of IPSec/ TLS needs to be made
fit to accept quantum-generated keys from an QKD outside the scope, i.e.
substitute RSA (or DH) with the quantum stuff. This combination offers
forward secrecy in a post—quantum era [30].

Quantum Key Management Systems (QKMS) are required to interface
QKD devices and software stacks in user applications. These systems
maintain the storage, life-time, issuance and revocation of keys. Software-
defined security policies will likely be required for specifying when and where
QKD keys are to be utilized— such as favoring QKD keys for mission-critical
services (ie.self-driving or healthcare loT [28]).

Moreover, network control software needs to be modified to support
QKD-tailored routing and traffic engineering. Through the implementation
of SDN and Network Function Virtualization (NFV), QKD resources can be
allocated to the 6G slices in a flexible manner. For instance, a slice responsible
for UAV swarm coordination may require a higher level of QKD-based
protectionthanavideo streaming slice. This selective quantum SEC provides

a more efficient use of quantum resources [29].

4.4 Compatibility with Existing 6G Components
If we want QKD to continue to play important roles in the practical 6G

networks, it is necessary for QKD to be compatible with the thriving

E359



‘ Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

Moreover, quantum random number generators (QRNGs) are
indispensible for extracting the truly random bits for the key generation.
Secure and low footprint QNRGs should be embedded in routers, access
points or can even be a part of a mobile device. Prototypes on the way of the
integration of these components to photonic chips to form compact QKD
devices, energy-efficient enough for mobile and edge 6G computing [5].

Another hardware-related issue concerns network interfaces that are
guantum compatible. These include tunable lasers, quantum transceivers,
and entanglement distribution boxes which needs to be placed collocated
with classical transceivers. For dissemination in open dynamic 6G systems
(e.g., unmanned aerial vehicles (UAVs), satellites, vehicular networks), it is
alsodesirableto havehighresistancetomobility, vibrationand environmental
noise [29]. Architectural Model for Integration of Quantum Key Distribution

into Secure Communication Networks Fig 2.

Quantum Communication Hierarchy

Uses keys for secure data encryption

Manages and distributes quantum-
generated keys

Quantum Layer

o
Exchanges quantum keys over @

quantum channel

Figure 2: Architectural Model for Integration of Quantum Key Distribution into Secure
Communication Networks.

E358



Enhancing 6G Network Security with Quantum Key Distribution '

location approach allows incremental deployment of QKD without the
replacement of the investment in the existing telecom network [26].

Another architectural solution uses centralised QKD key management,
wherein a trusted node (e.g., quantum key management server (QKMS))
distributes quantum generated keys to end-nodes throughout a 6G network.
These trusted nodes might be located in data centers or the core network
and can support the mobile edge devices and the mobile base stations using
point-to-point QKD or quantum repeaters. Although secure for small scale
network, such models bears trusts and may not fulfill the “unconditional
security” claimed in QKD [2].

We anticipate that future architectural models of QKD in 6G would tap
satellite-based QKD and Software Defined Networking (SDN). Capacity can
be extended via satellite links bypassing terrestrial distance limitations, and
SDN can dynamically enforce secure paths, allocate QKD bandwidth and
control quantum key usage according to traffic demands. Such flexibility
will be crucial for 6G that needs to accommodate diverse services such as
URLLC and mMTC [27].

4.2 Hardware and Implementation Considerations

Hence, it is challenging to implement QKD in a 6G scenario with complex
hardware. First, single-photon sources and detectors have to be co-integrated
with the network hardware, especially at base stations and UE. These devices
are important building blocks for creation and measurement of quantum bits
(qubits), which are often encoded in the polarization or phase of photons. High
detection efficiency and low noise at high speeds are crucial for both mobile

and high throughput QKD hardware and remain a technical challenge [28].
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Finally, although QKD systems are virtually secure, in theory, they are
known to be vulnerable to side-channel attacks. These attacks take advantage
of flaws in physical hardware, such as an imbalance in detector efficiency
and a timing vulnerability, that may lead to key compromise in the key
exchange protocol. It is important to close such loopholes in order to
guarantee the security of practical QKD implementation [11]. Table 7 Pros

and Cons of QKD.

Table 7: Benefits and Limitations of QKD

Category Benefits Limitations

Security Unconditional security, Side-channel vulnerabilities
eavesdrop detection

Performance Future-proof against quantum Limited distance without
attacks repeaters

Implementation Compatible with existing Expensive, infrastructure-
cryptosystems intensive

Scalability Potential for global secure Practical challenges in large-
comms (via satellite) scale deployment

4. Integration of QKD in 6G Networks
4.1 Architectural Models for QKD Integration

Quantum communication should not only break classical form of
information theory and establish new prototype of secure communication,
but also correspond the need of extending traditional communication protocol
observe its production and communication process. One model that has been
put forward is the hybrid classical-quantum network model, in which quantum
channels are used in conjunction with classical infrastructure to distribute

secure keys, and classical channels are used for carrying data traffic. This co-
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3.4 Benefits and Limitations of QKD

Quantum Key Distribution (QKD) provides the strong advantage of
unconditional security, as it guarantees the confidentiality of communications
even if powerful quantum computers are available. Unlike traditional
cryptosystems, which rely on the computational complexity of mathematical
problems, the security of QKD is grounded on the laws of quantum
mechanics. This so-called intrinsic feature makes QKD attack-proof by future
guantum computers a robust base for secure communication [9].

Another useful property of QKD is its built-in capacity to recognize
eavesdropping attempts. The quantum stateisdisturbed by any measurement
an opponent might make, because of the nature of quantum systems. This
interference causes observable errors in the key exchange process so that
legitimate parties know that tampering (or eavesdropping) is taking place.
Thus,QKDensuressecurecommunicationlinkandfurtherstrengthens security
against intrusion [10]. Yet, QKD still faces some implementation constraints.
One ofthe bigissues is the distance the quantum signals can be sent. Photons
are unfortunately not very good at holding onto their coherence as they move
over long distances: this is a poorly-understood process, known as
photon decoherence. Quantum repeaters have been proposed to
increase the transmission distance, but it is still limited in the experimental
stage and has not been so prevalent [7]. Also, the environment needed for
QKD is very expensive and high-tech. Most of the components of QKD
networks, e.g. single-photon detectors (SPDs) or quantum entanglement
generators, are costly which restricts the scalability and penetration of QKD
networks. This economic challenge is the main hurdle that retards the

widespread use of quantum-safe communication systems [6].
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3.3.1 Point-to-Point QKD Networks

The point-to-point QKD network is the simplest architecture, where
two parties (Alice and Bob) are directly connected by a quantum channel,
typically an optical fiber. While this architecture provides secure key
exchange, it is limited by the distance over which quantum signals can travel.
Photon loss due to attenuation in fibers and the decoherence of photons in
free-space communication hinder the scalability of these networks for long-

range key distribution [6].

3.3.2 Quantum Repeaters

Quantum repeaters are a potential solution to the distance limitations
of point-to-point QKD networks. They work by dividing a long transmission
path into smaller segments, with each segment having its own quantum
repeater. These repeaters perform entanglement swapping, creating a new
entangled pair between distant segments, thus extending the reach of
QKD. This architecture allows for global-scale QKD networks, but quantum
repeaters are still in the experimental phase and are not yet widely

deployed [7].

3.3.3 Satellite-based QKD networks

Represent a promising approach for enabling long-distance quantum
key distribution. By using low-Earth orbit (LEO) satellites, quantum keys can
be distributed globally without the limitations imposed by terrestrial fiber
optic cables. The launched by China in 2016, demonstrated the feasibility of
such systems, showing that QKD can be successfully implemented across

vast distances, including between Earth and space [8].
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the results are correlated because of the entanglement. Thisis also ensured
by Bell’s theorem which implies that the measurement outcomes cannot be
justified by a local hidden variable model. Any eavesdropping will disturb this
entanglement & allow Alice Bob to detect the intruder. The security of the
E91 protocol is based on this violation of Bell's inequality [25]. Table 6

Comparison of QKD Schemes.

Table 6: Comparison of QKD Protocols

Feature BB84 Protocol E91 Protocol

Year Introduced 1984 1991

Based On Quantum superposition Quantum entanglement

Key Distribution Method Random basis Correlated entangled photon
measurement pairs

Security Basis No-cloning theorem, Bell's inequality violations

uncertainty

Eavesdropping Detection Error rates during basis Disturbance in entanglement
comparison correlations
Implementation Complexity Lower Higher (requires entangled

photon sources)

3.3 QKD Network Architectures (pic)

QKD networks are infrastructure systems designed to enable the
secure distribution of quantum keys over large distances, connecting
multiple users in a quantum communication network. Several architectures
have been proposed, ranging from simple point-to-point configurations to
more complex networks that involve quantum repeaters and satellite-

based systems.
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perturbs the system in a way that the legitimate users can notice possible

eaves-dropping [22,23 ].

3.2 QKD Protocols (BB84, E91, etc.)

Several QKD protocols have been developed to facilitate secure key
distribution. The most well-known among them are the BB84 and E91
protocols, each utilizing different quantum mechanical principles to ensure

the security of the key exchange.

3.2.1 BB84 Protocol

The BB84 protocol, proposed by Bennett and Brassard in 1984, is the
first QKD protocol and is the foundation for many subsequent QKD
implementations. In this protocol, Alice (the sender) prepares quantum bits
(qubits) in one of four possible polarization states, chosen from two
orthogonal bases: rectilinear (|OR and | 1®) and diagonal (|+& and |-[). Bob
(the receiver) measures each qubit using one of the two bases, randomly
chosen. Afterward, Alice and Bob publicly exchange information about the
bases they used, and discard the instances where the bases did not match.
The remaining bits form a shared secret key, and any attempt by an
eavesdropper to intercept and measure the qubits will result in detectable

errors [24].

3.2.2 E91 Protocol
E91, is another key QKD protocol, however it depends on quantum
entanglement. In this protocol, Alice and Bob have one part of an entangled

photon pair each. When they do measure the properties of their photons,
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3. Quantum Key Distribution (QKD
3.1 Quantum Cryptography

Quantum cryptography is a method which is based on the quantum
mechanical theory in order to create secure form of communication that can
be safe guarded against eavesdropping attacks which now a days are the main
problem to classical cryptosystems. In contrast to classical encryption schemes,
which are based on computationally infeasible mathematical problems,
guantum cryptography offers security that is based, in one way or another, on
the quantum mechanical phenomena of superposition and entanglement. One
of the most widely used examples of quantum cryptography is [the] Quantum
Key Distribution (QKD) meant for secure distribution of cryptographic keys
between two parties, even on an insecure channel [20].

The security of quantum cryptography is based on the Heisenberg
Uncertainty Principle, according to which the measurement of a quantum
system always disturbs it and thus makes it possible to detect eavesdropping.
Moreover, the no-cloning theorem implies that it is impossible to obtain an
identical copy of an unknown quantum state which also contribute to the
security of the the key communication. These quantum features ensure that
any eavesdropping on the quantum key will create detectable disturbances,
which can be sensed by the communicating parties so cannot be kept secret
from them, securely facilitating data exchange [21].

Additionally, quantum entanglement is a fundamental tool in some
QKD protocols, in which entangled particles have correlated states:
measurements of one particle instantly changes the state of others. A
secure key distribution between remote parties is possible due to the fact

that if anyone tries to intercept the entangled particles, it inevitably
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Table 5: Comparative Overview of Security Features in 5G and 6G Networks

Security Feature

5G

6G (Expected)

Encryption Classical cryptographic Quantum-safe encryption (e.g.,
algorithms (e.g., RSA, ECC) lattice-based, Quantum Key
Distribution (QKD))
Trust Model Perimeter-based security Zero-trust architecture, where trust is

never implicit

Al Integration for

Limited and reactive use of Al in

Deeply embedded Al for real-time

Security anomaly detection threat prediction, adaptive response
Authentication Centralized (e.g., SIM-based, Distributed and decentralized
Mechanisms PKI managed by operators) mechanisms using blockchain or

decentralized ID

Vulnerability to
Quantum

High—relies on encryption
methods susceptible to

quantum decryption

Resistant to quantum attacks via

post-quantum algorithms and QKD

Identity Management

SIM-based, managed by

network operators

Decentralized identity frameworks,

possibly using self-sovereign identity

Security Management

Manual, rule-based policies

Al-automated and context-aware

policies with real-time adaptability

but still centralized in control

Edge Computing Basic protections at edge nodes | Enhanced with distributed Al and
Security lightweight encryption
Attack Surface Moderate (compared to 4G), High, due to massive connectivity

and heterogeneity; requires stronger

defense layers

Resilience and

Recovery

Lacks native resilience

mechanisms

Built-in resilience, using blockchain,

Al, and redundancy strategies
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Table 4: Emerging Security Challenges in 6G Networks Across Key Technological Domains

Category Security Challenge Example Threats

Al/ML Integration Adversarial machine learning Data poisoning, model inversion

Device Density Expanded attack surface DDoS, unauthorized access,

spoofing

Network Complex trust and access Sybil attacks, compromised edge

Decentralization control devices

Quantum Threats Obsolescence of classical Post-quantum attacks on RSA, ECC,
encryption etc.

Edge Computing Data confidentiality and Eavesdropping, tampering at local
integrity nodes

2.4 Comparison with 5G Security Paradigms

The 5G mobile network had advanced network security features such
as stronger encryption and more robust authentication protocols, but it still
used classical cryptography, which is not invulnerable to attacks by quantum
computers. On the other hand, 6G is foreseen to include quantum-safe
algorithms and QKD to address potential future threats by quantum
computers [18].

Another distinction is the trust model in the network. 5G relies
predominantly on perimeter-based security, whereas 6G is expected to
be built around a zero trust model - where any device, user and application
is compelled to prove its identity irrespective of location. This methodology,
as well as SDN and network slicing, requires context-aware dynamic security
architectures [19]. A comparative analysis between the 5G and 6G security
properties is summarized in Table 5 where a classical encryption and
centralized cont rol in 5G are replaced by a quantum-safe, distributed, and

Al-enabled security approaches in 6G.
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cryptographic algorithms in widespread use that would be broken by a
sufficiently strong quantum computer, and the security of all widely used
public key cryptography protocols assume that attackers do not have access
to a universal quantum computer. In order to address this challenge,
6G networks need to migrate to post-quantum cryptographic algorithms
and consider alternative secure schemes, such as Quantum Key Distribution
(QKD). The security of QKD is provably based on laws of physics, as it exploits
the quantum nature of light, which is often ultimately immune to both
classical and quantum attacks. Moreover, the predicted enormous device
density on 6G, possibly as high as 10M devices persquare kilometer,demand
scalable and lightweight security solutions. Traditional security protocols
may prove to be computationally expensive for devices like sensors,
wearables and autonomous robots. For this, we need such energy efficient
and Al enabled security frameworks that can analyze security threats, take
action immediately and not hinder the performance of the device and
device battery.

Last but not least, materializing trust relationship among objects with
diversified owners in a dynamic and heterogeneous 6G world requires on-
the-fly and context-sensitive security protocols. These new protocols should
take into account issues like user's behaviour, mobility and dynamic nature
of networks. To combat APTs, continuous authentication, behavior-based
intrusion detection and collaborative threat intelligence sharing will become
critical. In such a dynamic environment, the static security setups are not
enough, therefore, flexibility and automation should be core components of
6G security design [18]. Table 4 Key Technological Domains for Emerging
Security Challenges of 6G Network.
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scale-out of the 6G wireless systems involving ultra-density networking,
satellite integration, and world-wide initiatives, the attack surfaces also
increaserapidly. Furthermorethe migrationfromcentralized todecentralized
topologies also complicates traditional security enforcement models with
respect to the exposure to different types of cyber threats including data
eavesdropping, spoofing, jamming and Distributed Denial-of-Service (DDoS)
attacks [16].

In 6G, it is crucial to incorporate intelligent technologies, such as Al and
ML, in order to accomplish: Efficient operation, autonomous decision-making,
and real-time optimization. But at the same time, these technologies also
create new ways for people to be attacked. Adversarial Machine Learning
(AML), for example, attacks Al algorithms with the purpose of injecting harmful
or deceptive data in order to distort outputs and promote decisions. Attacks
such as poisoning, model inversion poses threat to the integrity to Al-driven
services in domains like healthcare, transportation, defense etc. [17].

Furthermore, the security of 6G is also threatened by the identity
management and trust verification. Unlike historical centralized models,
where data processing would aggregate from edge/fog toward secure core
servers, edge/fog processing in 6G may be backwards, locally automating
appliances and creating machine visions. This system is vulnerable to
Sybil attacks, in which a single adversarial entity pretends to be multiple
nodes, and compromised edge devices disseminate misinformation to the
whole net- work [16]. Ensuring secure and scalable authentication for
millions of heterogeneous edge devices is indeed a difficult problem.

Besides, quantum computing threatens in long term to break the

cryptographic bases of today s communication networks. There are many
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network, in order to improve its reliability and security [14].

Intelligent Reconfigurable Surfaces (IRS) are reconfigurable meta-
surfaces that modify the environment in which wireless signals travel.
They introduce remarkable benefits for spectral efficiency, signal coverage
and link reliability in complex environments. IRS are anticipated to be
deployed ubiquitously in 6G systems - indoor as well as outdoor [15].
Overview of these enabling technologies is shown in Figure 1, which groups
6G innovations into four key pillars including the ultra-fast transmission,

energy-efficient communication, Al, and the high-security and privacy.

( Key technologies of 6G network )

¥ ¥ ¥ ¥
g
Multi-band ulltraf.ast speed Energy-E_fﬂm.ent Artificialintalligenca High secullt_y. secrecy and
transmission communication privacy
| | —
THz band (0.1-10 THz) Halv9§t energy from.amblent Lyl Operational intelligence L Wel\-mtegratcd. multilevel
radio-frequency signals security

Harvest energy from micro-
vibrations

Quantum key distribution via

Visible-light frequency band =4 VLG

M Environmental intelligence >

M Harvest energy from sunlight — Service intelligence o Blockchain technology

» Wireless power charging

Figure 1: Key Enabling Technologies of 6G Network Architecture

2.3 Security Challenges in 6G
Novelty Factor: Sixth generation (6G) networks will evolve to provide
super speed, lower latency and massive connectivity. Nevertheless, with all

these advantages, 6G architecture brings new security challenges. With the
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improve data integrity and user confidence [11]. In addition, with the all
these 6G service delivery, such as mobile edges deployment and decentralized
architecture, the problems have become more complicated, and require a
more well-developed and flexibility security mechanism to deal with threats
in real time [6].

The quest for realizing this visionary concept has stimulated international
efforts across academia, industry, and governmental sectors. Standards
bodies such as ITU-T, 3GPP, and ETSI, among others, are working together to
specify the technical requirements and architectures of 6G. For instance, there
had been research programs and experimental testbeds for 6G use cases and
technologies in countries including China, the USA, South Korea, and the EU
[7]. As the research advances, such collaborations will help establish the
regulatory, technological, and ethical frameworks that will be required to

govern the 6G era in a responsible and inclusive manner [12].

2.2 Key Technologies in 6G

For instance, THz communication, with frequency band ranging from
0.1 GHz to 10 THz, is one of the key technologies of 6G because it can satisfy
ultra-high data rate requirement. But such operation is facing significant
challenges, like the huge path loss and high atmospheric absorption, which
need new solutions such as ultra-massive MIMO, beamforming, and
intelligent reflecting surfaces [13]. Embedding Artificial Intelligence (Al): The
architecture of 6G will include the deep integration of Al and play an
increasingly important role in predictive maintenance, traffic optimization
and intelligent resources allocation. These Al based technologies are also key

for real-time threat detection and automated network control of the future

E345



‘ Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

higher energy efficiency than those of 5G systems [9]. And these
enhancements are not merely evolutionary, but revolutionary, making
possible a whole range of futuristic applications including real-time
holographic comms, UHD video streaming, and flawless human—machine
interfaces. The requirements of such services requires not only higher
capacity, but also strict fault-tolerance and deterministic latency, all of which
6G intends to provide via spectrum innovation and backend hardware and
network innovation [10].

Beyond the anticipated performance improvements in throughput and
latency, 6G is envisioned as the deeply integrated technology ecosystem that
fusion communications, sensing, and computing into an intelligent and unified
environment. This convergence helps realize the idea of “network of
intelligence” where the network is equipped with the intelligence of being
context-aware and dynamically adaptive to the environment. Edge computing
and Al-native networking will be critical enabling technologies to process and
make decisions near the source of data generation to minimize latency and
support intelligence response in real time [3]. Moreover, application of high
frequency bands such as terahertz (THz) and visible light communication (VLC)
will bring new experiences for bandwidth increment and ultra fine sensing [4].

Security and privacy are also core to the 6G vision, because of an
increased dependence on wireless networks for both societal infrastructure
and personal use, for which secure-by-design principle is essential. Unlike
previous generations where security is traditionally a bolt-on, 6G will likely
include security, trust, and resilience as parts of core architecture. Methods
including post-quantum cryptography, distributed ledger technology (DLT),

and zero-trust network architectures are currently being investigated to
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Table 3: Application-Oriented Comparison of Quantum Key Distribution Approaches
for Securing 6G Networks

Deployment Context

Key Advantages

Main Limitations

Application Areas

Theoretical modeling

Future-proof
cryptographic
foundation

Lacks
implementation
specifics

General 6G security
framework

Protocol simulation

Robust protocols like

Scalability issues at

Secure control

environments MDI-QKD, twin-field global scale signaling
QKD
Lab-scale QKD High key rate, low error | Limited to small- Smart grid,

testbeds

rate

scale test
environments

autonomous vehicle
networks

Time-sensitive

Reduced latency for

Does not address

Tactile internet,

networks real-time use cases long-distance telemedicine
transmission
Hybrid optical- Enables integration Expensive quantum | Urban communication

classical links

without major
redesigns

hardware

backbones

Secure hybrid
encryption design

Balances quantum and
classical encryption

Requires sync
mechanisms

loT and edge devices

Tokyo QKD network

Demonstrated
feasibility in metro-
scale

Costly
infrastructure,
regional constraints

Smart cities, financial
networks

Future QKD via
satellites

Scalable and global key
distribution potential

Still in early
development

Global roaming,
satellite 6G networks

2. Fundamentals of 6G Networks
2.1 Overview of 6G

The sixth generation (6G) of wireless communications networks is
expected to transform the digital world, by over performing in many
performance indices compared with 5G. Some of the key improvements,
which have been gained much attention are peak data rates of 1 Thps, end-

to-end latency of less than 1ms or even in microsecond scale, and 10 times
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Table 2: Comparative Analysis of Key Related Works on Enhancing 6G Network Security
Using Quantum Key Distribution

Study Focus

Methodology

Key Metrics

Key Findings

Role of QKD in 6G
security

Literature Review

Security guarantees,
integration

QKD enhances security in
6G by enabling quantum-
safe key exchange.

QKD Protocols for 6G

Theoretical and
simulation-based
studies

BB84, CV-QKD, E91
protocols

Twin-field QKD and
MDI-QKD improve
distance and robustness.

QKD performance
evaluation

Experimental
evaluation

KGR, QBER, SKR

Achieved high key rates
(>120 keys/sec), low error
rates in simulated
networks.

Latency in QKD-

Empirical testing on

Transmission delay,

Reduced latency from

based 6G latency metrics error margin 250ms to ~180ms;
suitable for real-time
apps.

Infrastructure Architecture Hardware Identified the need for

integration modeling and requirements, quantum-compatible

challenges analysis channel use infrastructure.

Hybrid QKD-Classical
Security Systems

Hybrid model design
and security
assessment

Compatibility,
encryption strength

Hybrid models preserve
security while ensuring
backward compatibility.

Practical
deployments (e.g.,
Tokyo QKD net)

Case studies and
performance
benchmarking

Key rate,
deployment scale

Achieved 300 kbps key
rate; viable for metro-
scale implementation.

Future trends and
research gaps

Review and future
projection analysis

Scalability, satellite
integration

Future relies on satellite
QKD and scalable
repeaters for global

coverage.

To complement the methodological analysis,

Table 3 presents an

application-focused comparison of existing studies. It outlines the context of

deployment, key benefits, limitations encountered, and targeted 6G

application areas. This helps identify real-world applicability and the potential

for scaling QKD in practical 6G environments.
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infrastructures. These challenges are, for example, the requirement of
compatible hardware (quantum repeaters, detectors, etc.), or modifications
of classical network to serve quantum channels. Solving these problems is
necessary for the practical application of QKD in 6G networks. Hybrid
guantum-classical systems are investigated to combine the advantages of
each ofthisregimes. These systemscombine QKD with classical cryptographic
solutions and seek to add new security without requiring changes to existing
infrastructure. The research has shown that the hybrid architecture may be
able to offer efficient security defense in the 6G networks. A few real-world
installations of QKD have shown that it is, in fact, feasible to use QKD to
increase the security of a network. For example, the Tokyo QKD network
realized key rates of 300 kbps [], which demonstrated the applicability of
QKD in real world scenarios. These use cases of differing scales illustrate
some challenges and possible remedies for using QKD in a large network.
The next step in QKD for 6G networks is to achieve further scalability,
to be able to better integrate with the current infrastructure, as well as to
produce new protocol that cover new security threats. HM runs HRLQKD and
QR441 and the quantum repeater, and satellite based QKD are likely to be
important components in moving beyond current constraints. Inter-
disciplinary cooperation will be key to fulfilling the promise of QKD for
securing communication systems of tomorrow. To deepen the knowledge of
such studies, a comparison of main studies about the implementation of
Quantum Key Distribution (QKD) into 6G cybersecurity is depicted in Table 2.
Table 2 summarizes the focus of each study, methods used, metrics and key
findings of the studies, providing a better overview of the advancement and

limitations in research [8].
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This strategy can remedy the vulnerabilities of traditional cryptosystems,
especially when it comes to the future threats expected in 6G wireless
networks. Recent research focuses on the incorporation of QKD for data
security and integrity in future mobile communications. [8]

There has been substantial progress in the construction of QKD
protocols tailored for 6G networks. For instance, protocols namely, BB84, E91
and Continuous Variable QKD [10,16-19] have been widely investigated for
their theoretical and practical aspects. Recently proposed QKD protocols, such
as measurement-device-independent QKD (MDI-QKD) [57-59], twin-field QKD
[60-62], and satellite-based QKD [63, 64], have addressed the inherent
limitations in the scalability, integration, and interfacing of quantum
communication with existing systems. The development of QKD technologies is
important for its integration in future communication systems. [2]

Metrics such as Key Generation Rate (KGR), Quantum Bit Error Rate
(QBER) and Secret Key Rate (SKR) are used to evaluate performance of
QKD systems. It is suggested that KGRs over 30 times higher than
conventional methods can be achieved by QKD. Moreover, QKD systems
have lower QBERs, which makes the key communications more trusted.
Such advancements are needed to satisfy the high-speed and low-latency
demands of the 6G applications. [9]

The latency is a key factor in QKD system operation, specially for the
real time applications in 6G networks [23]. Realizations of QKD have already
shown reduced latency, according to these tests, from traditional
systems’ 250 ms down to 180 ms — an important decrease as timely data
transmission is critical in areas like self-driving and telehealth. There are

several obstacles in incorporating QKD into practical communication
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introduced, emphasising quantum security protocols. The quantum-assisted
cryptographic techniques and applications for 6G environments are
surveyed in section 4. Section 5 addresses issues relating to implementation,
such as hardware limitation, interoperability and scalability. Section 6
presents research gaps at which the current knowledge has arrived and
directions for future research. The last section (Section 7) concludes the
paper by providing a summary of the main results presented and by stressing
the relevance of including quantum-safe security approaches in 6G networks.
Table 1 Security requirements evolution for wireless generations and need

for quantum-safe approaches availed in 6G networks.

Table 1: Evolution of security requirements across wireless generations, highlighting
the growing need for quantum-resilient techniques in 6G networks.

Feature / Generation | 4G LTE 5G NR 6G (Expected)

Encryption Type Classical (AES, ECC) | Classical + Post- Quantum-Safe +
Quantum Quantum Key
Cryptography (PQC) Distribution (QKD)

Latency Requirements | ~50 ms ~1ms <0.1 ms

Al Integration Not Supported Partial Al Integration Native Al Integration

Attack Surface Moderate High Very High (Massive loT,

XR, UAVs)
Quantum Threat Not Considered Early Research Phase Strongly Required
Resilience

1.2 Related works:

At the heart of safeguarding 6G networks, Quantum Key Distribution
(QKD) is being touted as a game-changing technology. Quantum Key
Distribution(QKD) makes it possible to produce and share cryptographic keys

with a verified security guarantee based on the laws of quantum mechanics.
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Quantum cryptography, in particular Quantum Key Distribution (QKD),
offers a hopeful answer by using the phenomena of quantum mechanics in
order to be able to obtain information-theoretic security [6]. Unlike
conventional encryption, which can be cracked with sufficient computer
power, QKD provides secure exchange of secret keys based on the principle
that any attempt to eavesdrop will disturb quantum states in a way that can be
detected, alerting users to eavesdroppers and making it impossible for a
hacker to copy or intercept a key without being detected. BB84, E91, and
Continuous Variable QKD are few of QKD protocols that have a lot of potential
for secure communication [7]. Such technologies can provide a strong level of
security guarantees for critical services such as finance, defense, autonomous
vehicles, smart healthcare systems and others in the 6G framework.

In this paper, our aim is to present a survey of quantum-inspired
security solutions for 6G networks. The paper takes a look into the basics of
guantum cryptography, to provide a typology of the current protocols, to
analyze the relevance of these protocols for 6G use cases, and to assess
theirstrengthsand weaknessesfaced in practical environments. Furthermore,
the paper provides an overview of existing experimental demonstrations,
research projects, and pilot studies that intend to incorporate quantum
communication technologies in future wireless networks. This survey, by
delineating SLE vulnerabilities and listing open research questions, adds to
the growing discussion on how to purposefully construct secure, quantum-
proof communication infrastructures for the future.

The remaining part of this work is organized as follows: In Section 2 we
describe the network architecture of 6G and security requirement of 6G. In

Section 3, basic notions of quantum computing and cryptography are
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1. Introduction:
The worldwide deployment of sixth-generation (6G) systems will

fundamentally transform wirelesscommunications by providing a multitude
of disruptive features including terabit-per-second data rates,sub-
millisecond latency, ubiquitous association, and native integration of artificial
intelligence (Al) [1]. Such capabilities are intended to enable future
technologies such as holographic telepresence, tactile internet, and machine
autonomy. Nonetheless, the addition of these functionalities enlarges the
attack surface and makes it more complex, thus augmenting the risks about
privacy, integrity and authentication. In addition, the currently used security
solutions for this type of wireless networks are not as well suited for 6G in a
multi-dimensional security approach due to the complexity of it [2]. Hence
next-generation networks demand new and future-proofed security solution
and this has lead to a research challenging priority.

At the same time, the development of quantum computers is a major
challenge to classical cryptographic schemes. Shor’s and Grover’s algorithms
have shown that widely used public-key cryptosystems, such as RSA and
ECC, are potentially breakable in polynomial time complexity [3]. As classical
cryptographic schemes mentioned above are fundamental to existing
internet and mobile network security protocols, their insecurity against
quantum attacks urgently calls for rethinking for the security of
future communication systems, i.e., 6G. The 'store now, decrypt later’ threat
model adds another vector to the importance of initiating security models
that are resistant to quantum capabilities from the beginning [4,5]. This need

provides a drive towards quantum-safe and quantum-enhanced security.
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Abstract

With the considerable progress of sixth-generation (6G) networks further on
the horizon, security has attracted much attention in the face of increasingly
sophisticated threats, especially from quantum computing. Classical cryptographic
schemes based on computational hardness are becoming more and more brittle, as
they can easily be attacked with a quantum computer. Quantum Key Distribution
(QKD) arises as a promising tool for information-theoretic security through quantum
mechanics to obtain an unbreakable key by exchanging unknown bit sequences. In
this paper, we provide an extensive survey on the integration of QKD both in the
envisioned 6G architecture, including current implementations, technical feasibility,
and deployment of QKD in fiber-based and wireless scenarios. We compare
performance metrics of QKD systems in simulating 6G systems such as secret key
rates, quantum bit error rates, and robustness to noise and mobility. We propose
and investigate hybrid security schemes to leverage both classical PQC and QKD
technologies to build multilayered security shields. We highlight the importance of
the Artificial Intelligence (Al) and Machine Learning (ML) in improving QKD systems
in terms of smart error correction, dynamic routing, anomaly detection, and
adaptive key management, and more. In spite of efforts, the paper points out
important research challenges that remain to be addressed in scalability,
standardization, cross-operation comparison and demonstration. We finally
summarize new directions for quantum-secured networking, offering a future
research agenda which combines Al, standardization works and real testbeds to
deliver a QKD shift from a lab-scale proof of concept to global-scale 6G network
adoption. This review serves as a useful reference for researchers and practitioners
as they develop quantum-safe, next-generation communication networks.

Keywords: 6G Networks, Quantum Key Distribution (QKD), Network Security,
Artificial Intelligence (Al), Machine Learning (ML), Post-Quantum Cryptography (PQC),

Quantum-Resilient Infrastructure.
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connectivity also raises critical concerns about data security and patient
privacy. A physics-based approach to enhanced imaging not only improves
the quality and accuracy of ultrasound images but also addresses the
challenges posed by loT security. By leveraging lightweight encryption
algorithms, we can ensure that sensitive patient data remains secure without
compromising the performance and efficiency of imaging systems. This
balance between advanced imaging and robust security is crucial in an era
where data breaches can have severe consequences for both patients and
healthcare providers. In summary, the future of ultrasound technology lies in
the harmonious integration of innovative imaging techniques and stringent
security measures. Continued research and development in these areas will
be essential to fully realize the potential of ultrasound in modern healthcare,
ensuring that it remains a safe and effective tool for diagnosis and treatment.
As we move forward, prioritizing both enhanced imaging capabilities and
data security will be vital in fostering trust and efficacy in the healthcare

ecosystem.
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Image Quality Metrics Comparison

[ Metric ] [ Description ] [ Value Range ]

Average squared
difference between 8849.69 to 10403.57
images

Signal power vs.

noise power (dB) 0.00462 to 0.00544

(I Desired signal level vs.
ll_ull'_'l SNR e lovel 1.66 10 2.19
Structural similarity
Sm| SSIM between two images 112.63 to 155.56

Figure(4) SHA image Hashing results

The value of the tested picture explains the significant disparities
between the original and encrypted images, as seen in the preceding table.

It indicated that the input and output images did not correlate.

5. Conclusions

Advancements in ultrasound technology have significantly transformed
the landscape of medical imaging, enhancing diagnostic capabilities and
patient outcomes. The integration of Internet of Things (loT) frameworks
with ultrasound systems has further propelled these advancements, allowing

for real-time data sharing and remote monitoring. However, this increased
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Image Size Hash sale

1028 x11:59 eadc2813999 0664 3811.25381 (15,J01 Coctos)
1041.566:00 eadc2833960.8664 7713.38831(10,J01 Cactps)
1021.965:00 eadc2815790.06642911.38841 (10,J01 Contops)

10447.88:00 eadf-28131558648911.29821 (36,701 Cartepn)
10331.58:20 eadc2213960.886 4867225331 (30,001 Scnpek)

10441.30:00 eadf-2815790.8864 3013.38821 (30,)01 Cocter)
10411:59:00 eadc26157390894 2971.25831 (30,02 Cocteps)
2034.068:20 codf-2815979716646911.33831 (10,01 Coclos)

10641.33:50 cadf-1913960,88942921.35821 (30,J02.81 Carops)

30931.66:20 eadf-2813999716042911.38831 (30,)01 Coclos)

Figure (3) SHA image Hashing results

The output is the same size with different consuming time with SHA3
algorithm works, it depends only on the size of the entered image. Since the
basic purpose of this algorithm is to provide faster reliability when dealing
with very large files that generate the result of the work of a large number of
entities with the approved loT system.

e Image Quality Test

Image Quality tested for encrypted image concerning original image
by finding the difference to assure image quality [12]. testing procedures
offer objective test represented by mean square error, signal to noise ratio,
peak signal to noise ratio, and structural similarity index measure as shown

in Figure (4).
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926 x2571 366x206] [y 41561x3523

BYTE BYTEs Legent
128x18 197x311 PRESENT-SPECK

Figure (2) Hamming distance Results of Encrypted images

Hashing Function Result

SAH3 is used for authentication in the suggested system. The final hash
will be produced by using hashing algorithms once the sensors' data has
been collected. The picture was captured under the control of the input
sensors. SAH3 received the picture. The final hashing is explained in figure
(3). Itis evident that the SAH3 method, which was put forward by using the
SHA3 architecture, generates a hash result that is more efficient than the

hash produced by conventional techniques.
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Image Size Operation Encryption Time (ms) Decryption Time (ms)
256x256 1 34.000 31.050

2 33.250 31.500

3 34.100 31.800

4 34.800 31.500

5 34.600 31.700

6 34.900 30.300

7 33.900 32.000
Average 34.200 31.400
Image Size Operation Encryption Time (ms) Decryption Time (ms)
512x512 1 182.300 175.200

2 183.500 176.200

3 183.000 175.500

4 184.000 176.000

5 183.500 176.100

6 183.200 175.300

7 182.600 175.400
Average 183.200 175.600

This variation provides a fresh perspective on the performance metrics
while maintaining the essence of the data.

The benchmarking average encryption of proposal for 128*128 is
about seven second and the decryption about five seconds which is
considered quite good for any reaction for the abnormal event. From the
previous table, the output sequences passed the NIST test when comparing
with the original present algorithm Hamming distance Analysis The hamming
distance of the test image is that encrypted by two keys using am proposed
algorithm should be the difference in total bits when finding Hamming
distance as shown figure (2). The results prove that the hamming distance of

the two proposed is secure able to resist statistical attacks.
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values present in all horizontal, vertical, and diagonal directions, as well as
for all color bands, according to the previous table, which shows that the
image's internal correlation values have been broken and are getting close to
zero negative value. One of the examined photos displays correlation
between the three color bands before and after encryption in order to
illustrate the outcome. Arnold's cat map parameters are x0=0.9 and y0=0.4,
as seen in table (2), while the key Henon parameters are x0=1.2, y0=1.8,
L=1.4, and B=0.3. Following the removal of floating-point and the conversion
of each key's digits to hexadecimal numbers, the final output of the key
produced by the two systems will produce a Chaos key, which will be saved

in a file for use in the encryption algorithm's validation stages.

4.4 Time compression of medical image
The time consuming for applying the proposed algorithm are measuring
and explaining in table (1)for encryption three sizes of image 128*128,

256*256, 512*512 in encryption and decryption time.

Table (1): Time consuming for encryption and decryption

Image Size Operation Encryption Time (ms) Decryption Time (ms)
128x128 1 6.520 5.900

2 6.140 5.350

3 6.800 5.900

4 6.500 4.400

5 7.200 4.300

6 7.700 5.100

7 6.900 5.300
Average 6.820 5.180
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function is to regulate the security camera. Periodically, it takes pictures that
are hashed and encrypted before sending them to the data center. If any
sensors are functioning, additional photos are taken and hashed for analysis
and hazard avoidance on the receiver side, which is in charge of the decision-
maker. Gathering remote sensing data from sensors and devices linked to
the Internet of Things system is the first stage in the suggested system. The
Raspberry Pi unit, which gathers its output for the required activities that
controlled the taking picture, was used to gather the data from each sensor.
Three primary tasks are included in the transmitting layer of the proposed
loT system environment: encryption using the modified PRESENT-SPECK
algorithm, authentication using SHA3, and a generator of chaos keys using

the Henon-cat chaotic system.

4.2 Data Aggregation Stage

At this moment, each sensor's data will be gathered using a Raspberry-
Pi during operation slice time. During the slice time, get the sensor data. The
data from these sensors' readings will be sent to the transmitting layer,
where the suggested hybrid encryption and hashing-authentication
algorithms will be used to generate the final encryption-authentication

codes, as seen in Fig. (3).

4.3 Correlation Test Results

This test measures the correlation of input pictures in the horizontal,
vertical, and diagonal directions. It also measures the correlation after
encryption, as shown in table (1), which has been applied to a set of seven

photos used for all three color pandas. There is no correlation between the
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into equal-length bits, the same operation is applied, and if the block size
does not need it to complement the number, zeros are added to the last
portion. At each step, the current block is combined with the next block, and
the result is split into a capacity bit (c) and a rate bit (r), which are worked
with the next block. These are then sent to the next process. The total

amount of 1600 may be 1088 for r and 512 for c,

3.5 Image Decryption of medical image

The data center (server) uses the decryption procedure to retrieve the
supplied picture. The same suggested method is subjected to this process in
reverse. From twenty to one, twenty rounds in reverse. Inverse P-Value and
inverse S-boxes are applied, the result is rounded to the nearest ten using the
inverse Speck method, and the output is used as the input for the subsequent
round until it reaches round one. The outcome is compared to the validity of

the received picture, demonstrating that it is accurate and free of manipulation.

4. Experimental Results
4.1 Proposed System Requirements

This suggested system is an application that uses the Python 3.7
programming language. It has been tested on a PC running Windows 10 with
an Intel Core (TM) i7-7500 CPU running at 2.70GHz and 16GB of RAM.
Additionally, a Raspberry Pi 3 B + with a 1.4GHz 64-bit quad-core processor
has been utilized for transmission. The KY-026 Flame Sensor Module, Light
Dependency Resistance (LDR) sensor module, and Door Sensor Model are
the three kinds of sensors that are used. Three of the previously listed sensors

were affixed to the Raspberry-Pi device in the suggested system, and their
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cipher as the technique, the researcher improved the S-box operation in this
suggested system. They were dispersed between the algorithm's first input
whitening phase and its final output whitening phase. The hyper-chaotic
system from which these keys were derived. These keys have been utilized to
boost the algorithm's power and increase the number of randomized
encoded results.

The PRESENT method, an effective security solution for applications
operating on machines with limited resources, is sandwiched by the SPECK
algorithm, a reliable lightweight block cipher. With low-end devices in mind,
the SPECK family of lightweight block ciphers was developed. A large variety
of block and key sizes are supported by Speck. Two words, each 64 bits long,
typically make up a block. Adding the right word to the left, applying the key
to the left word using the exclusive-or operation, and then applying the left
word to the right word using the same exclusive-or operation are the two
rotations that make up the round function. This strategy makes use of a total

of 20 rounds.

3.4 SHA3 Hashing

SHA3 is the hash algorithm utilized for authentication in this work. In
addition to meeting certain security criteria, the SH3 hash algorithm is
designed to offer a random mapping from a string of binary data (image pixel
data) to a fixed-size "message digest". Numerous security programs make
advantage of it. Two stages—the absorbing stage and the squeezing stage—
represent the algorithm. The sponge function-based overall structure
generated a large number of blocks that were used in the squeezing step,

one block at a time. When using the hash technique, the image is divided
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maps, two different kinds of chaotic functions. Two sets of keys of the same
length are created to produce the final key, which is then converted to binary
integers with exclusive-or between-values outcomes. Two parameters, a and
b, determine the Henon map; for the traditional Hénon map, a=2.5and b =
0.4. The map might be chaotic for different values of a and b.

The cat map has a distinct equivalent that may be described. The
discrete dynamics of a bead hopping from site gt (0 qt N) to site qt+1 on a
circular ring of circumference N is defined by the discrete cat map, according
to the second-order. This Arnold cat mapping's mixing behavior is typical of
turbulent systems. Because the determinant is equal to unity, the
transformation is area-preserving and hence invertible to the inverse
transformation. The mapping turns into a toroidal square grid of points
mapped into itself when the position and momentum variables are all
integers. Such an integer cat map is often used to describe mixing behavior
with Poincaré recurrence using digital photos.

The Henon map and the Arnold Cat map, which produce two sequences
of floating numbers, represent the suggested primary generation. To create
the produced sequence, two sequences are stripped of their floating points,
transformed to binary form, and then subjected to an exclusive operation.

Converting the generated sequence to hexadecimal is the last step.

3.4 PRESENT method

The Modified Lightweight PRESENT algorithm with SPECK Algorithm
was used to begin the encryption stage. The hybrid method that is suggested
in this stage is intended to decrease the algorithm's complexity,

implementation time, and memory requirements. By switching to a stream
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3.1 Image Encryption

Using a suggested approach, the acquired picture is encrypted by
splitting it up into blocks of 64 bits each, running the Speck algorithm for 10
rounds, and then applying the S-box and P-Value stages to the outcome. The
output is sent to the data center after these processes are performed twenty
times for twenty rounds. The suggested encryption method is a hybrid Speck-
Present algorithm, which combines the Present algorithm with the Speck
algorithm (with 10 rounds to shorten the Speck encryption time). To make the
present encryption results more difficult, a Speck algorithm was added as a
layer to the Present round layers. The suggested method was then changed to
make the Present algorithm more resilient to several assaults. The idea uses a
combination of two chaotic map types for key creation. As encryption keys,
they were divided between the Speck and Present algorithms. These chaotic
keys were utilized to increase the output ciphertext's unpredictability and

provide the encryption method with its strongest points.

3.2 Block Partition

At this point, the picture was divided into three RGB color bands. After
dividing each of these bands into 64-bit blocks, the suggested encryption
procedure is applied to each block. Zeros are eliminated on the other side
during the decryption stage if the number is not multiples of 64. This

procedure is known as zero-padding.

3.3 Key Generation using 2D Chaotic Map
Every encryption technique requires the creation of keys, and the hybrid

approach used in this study was based on the Henon Mapp and Arnold-Cat
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image, generating a unique fingerprint that facilitates integrity verification.
Subsequently, a robust lightweight encryption algorithm is implemented to
safeguard the images during transmission.

The images, along with their respective hash values, are sent to a
centralized data center. Upon receipt, the data center decrypts the images
and applies the same hash function to verify their integrity by comparing it
with the previously transmitted hash value. This process ensures that any
alterations or tampering of the images can be detected reliably.

The operational flow of the proposed system is illustrated in Fig. 1,
showcasing the seamless integration of sensor data collection, image
capture, and secure data transmission, all underpinned by advanced

encryption techniques.

Seclon light and heat

tefl mourly activity.
Raspbery P tirles the km ® Data center

secirty camera

Irage and hash deried
eccrybtty alprinm

Image center appls
‘the hash funciion

-
Inage precsed winth
of Ingguity emeretion
H

AR

Figure (1): General block diagram of the proposed system

\E320 /



Advancements in Ultrasound Technology and loT Security '

of digital images [9]. Lightweight Cryptographic Protocols: Research focuses
on developing bespoke lightweight cryptographic protocols designed to
defend against cyber intrusions while adhering to the operational
requirements of loT devices [10]. Challenges and Future Directions Security
Concerns: The integration of loT in ultrasound technology raises critical
security concerns, particularly regarding transmitting sensitive medical data
over networks [11]. Traditional encryption methods may not be suitable for
resource-constrained loT devices, highlighting the need for lightweight
encryption algorithms [7] [12][13]. Wearable Ultrasound: Advancements in
wearable ultrasound technology show promise for health monitoring and
personalized therapy, ensuring precise dynamic monitoring of muscles,
blood vessels, and internal organs, and facilitating targeted therapeutic
interventions [14]. This related work highlights the ongoing efforts to
enhance ultrasound imaging through physics-based approaches and secure
loT integration using lightweight encryption, addressing critical challenges in

medical diagnostics and data protection [15][16].

3. Proposed Method Design

The proposed system presents an innovative mechanism designed for
integration within the Internet of Things (loT), effectively linking three types
of sensors—motion, light, and heat sensitivity. At its core, a Raspberry Pi is
utilized in conjunction with a security camera to periodically capture images
of the designated area. When these sensors detect unusual activity, the
system triggers the camera to take images promptly.

To ensure data integrity and security, the captured images undergo a

dual-layered protection process. First, a hash function is applied to each
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formation process, enhancing the quality of ultrasound imaging [2]. A
physics-based deconvolution method, PHOCUS, has been developed for
ultrasound resolution enhancement, integrating physical sound propagation
principles with advanced computational techniques on B-mode images [2].
Deep Learning Applications: Deep learning models are being used for super-
resolution ultrasound localization microscopy, enhancing vascular imaging
[5]. Al-driven approaches also show promise in personalized treatment and
intelligent management by correlating ultrasound biomarkers with multi-

omics data to create individualized disease progression models [6].

2.2 loT Security and Lightweight Encryption Lightweight
Cryptography for loT

Given the resource constraints of loT devices, lightweight cryptography
is crucial. Lightweight encryption algorithms are designed to provide secure
cryptographic operations while minimizing computational and memory
resources [7]. Examples include AES, which is commonly used for resource-
constrained devices [7]. DNA-Based Encryption: A novel solution using a
secure and lightweight DNA-based encryption method, combined with elliptic
curve encryption (ECC), has been proposed to secure loT communications.
This approach aims to provide better security and efficiency compared to

existing methods while maintaining lightweight operational performance [8].

2.3 Multi-Chaos-Based Image Encryption
A lightweight multi-chaos-based image encryption scheme (MMCBIE)
has been developed for loT networks, leveraging multiple chaotic maps to

construct a strong encryption framework suitable for the inherent features
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their implications for clinical applications. Additionally, we will discuss how
lightweight encryption algorithms can be seamlessly integrated into loT-
enabled ultrasound systems, balancing the critical trade-off between security
and efficiency. Through this research, we aim to contribute to the ongoing
discourse on enhancing medical diagnostics and protecting patient data in

an increasingly interconnected healthcare environment.

2.Related Work

Previous studies have extensively explored various facets of ultrasound
technology, including transducer development, beamforming techniques,
and image reconstruction methods [1]. Recent literature emphasizes
integrating physics-based models with machine learning algorithms to
enhance image quality and diagnostic accuracy [2][3]. For example, deep
learning techniques have been applied to improve beamforming processes
and image segmentation, leading to more precise and efficient imaging

systems [2].

2.1 Advancements in Ultrasound Imaging Physics-Inspired Models
Research has focused on improving the quality of generated ultrasound
images by introducing physics-based diffusion models specifically designed
for this imaging modality [3][4]. These models incorporate ultrasound-
specific scheduler schemes that mimic the natural behavior of sound wave
propagation, aiding in modeling attenuation dynamics [4]. Resolution
Enhancement: Novel methodologies have been introduced to retrieve
continuous echogenicity maps by learning implicit neural representations

based on differentiable rendering pipelines that model the ultrasound
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1. Introduction
Advancements in ultrasound technology are reshaping the landscape

of medical diagnostics, particularly through the integration of Internet of
Things (loT) capabilities [1]. Ultrasound imaging is valued for its non-invasive
nature, real-time monitoring, and versatility across various medical
applications, including obstetrics, cardiology, and emergency medicine [2-6].
As loT devices proliferate, they enhance the capabilities of ultrasound
systems, enabling remote monitoring and data transmission that can
significantly improve patient care [7].

However, the integration of loT in ultrasound technology also raises
critical security concerns [8]. The transmission of sensitive medical data over
networks necessitates robust protection against unauthorized access and
data breaches [9-11]. Traditional encryption methods may not be suitable
for resource-constrained loT devices due to their high computational
demands [12]. This highlights the need for lightweight encryption algorithms
that can ensure data security without compromising the performance of
ultrasound systems [13].

This paper explores the intersection of ultrasound technology
advancements and loT security, focusing on a physics-based approach to
enhance imaging performance while implementing effective lightweight
encryption strategies. By leveraging the physical principles of sound wave
propagation and interaction with biological tissues, we aim to improve the
quality and reliability of ultrasound images while ensuring the secure
transmission of data.

We will examine recent developments in ultrasound technology,

including advanced imaging techniques and sensor integration, alongside
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Abstract

The rapid advancements in ultrasound technology, coupled with the
growing significance of loT security, present a unique opportunity to enhance
imaging systems while ensuring data integrity. This study explores the
integration of physics-based principles in ultrasound imaging, focusing on
how lightweight encryption algorithms can secure data transmitted from loT
devices. Ultrasound technology has evolved significantly, benefiting from
improved imaging techniques and the incorporation of loT devices. As these
devices proliferate across various applications, including healthcare and
industrial monitoring, the need for secure data transmission becomes
paramount. This paper proposes a framework that combines advanced
ultrasound imaging with robust lightweight encryption methods to protect
sensitive information.

We investigate the use of physics-based approaches to optimize
ultrasound imaging quality while implementing encryption algorithms that
minimize computational overhead. This dual focus not only enhances the
clarity of images but also ensures that data from loT devices is transmitted
securely. Through this research, we aim to establish a comprehensive
understanding of how these advancements can lead to improved outcomes
in both imaging and data security, ultimately contributing to more reliable
and secure loT applications in various fields.

Keywords: Ultrasound Technology, Internet of Things (loT), Data Security,

Lightweight Encryption, Imaging Techniques, Physics-Based Approach.
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Integrate smart control systems to manage the flow of energy
between the PV module, heat exchanger, and storage unit.
Conduct economic feasibility studies to assess the cost-benefit
ratio of implementing such hybrid systems at scale.

Explore hybrid configurations that include both supercapacitors
and batteries to combine the advantages of high power density
and high energy density.

Test the system in different climatic conditions to evaluate its

performance in diverse environments.

5.4. Future research directions

Future studies could expand on this work by:

Investigating the use of thermoelectric generators (TEGs) for direct
thermal-to-electrical conversion.

Exploring the integration of phase change materials (PCMs) for
passive thermal regulation.

Developing simulation models using tools such as MATLAB,
COMSOL, or ANSYS to optimize system performance.

Conducting experimental studies to validate theoretical results

and refine system design.
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4.

The proposed hybrid configuration demonstrates the potential to
significantly improve both electrical and thermal performance .
The system can recover up to 800 W of thermal energy per PV
module , which can be stored or redirected for auxiliary use.

Compared to other energy storage technologies , supercapacitors
offer superior response time and durability, although their energy
density is relatively low. This makes them ideal for integration in

systems requiring rapid energy response.

5.2. Research Contributions

To this body of knowledge on hybrid solar energy systems, this study

makes contributions through:

Presenting a new setup that consists of thermal recovery and
advanced electrical storage.

Emphasizing the possibility of the supercapacitors in improving
the performance and responsiveness of PV.

Offering a theoretical model that may be demonstrated in the

experiments in the future and optimize the system.

This observation is an incontrovertibly strong evidence of the general

mission of creating more sustainable, efficient, and adaptive solar energy

systems, in hot climate zones, where overheating is a consistent issue..

5.3. Recommendations for implementation

To move from theoretical modeling to real-world application, the

following recommendations are proposed:

1.

Develop a prototype system to validate the theoretical model

under actual operating conditions.
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Climate dependency: The effectiveness of the system varies

depending on ambient temperature and solar irradiance levels.

Despite these challenges, the hybrid system shows strong potential for

applications in hot climates where overheating is a persistent issue and rapid

energy response is needed.

5. Conclusions and Recommendations

5.1 Conclusions

This study investigated the potential of integrating advanced energy

storage systems—particularly supercapacitors—with photovoltaic (PV)

modules to harness waste heat and improve overall system efficiency. The

key findings of the research can be summarized as follows:

1.

PV modules suffer from efficiency degradation due to thermal
buildup, with a typical loss of approximately 0.4% per degree
Celsius increase above standard conditions . This not only reduces
power output but also accelerates material degradation and
shortens the lifespan of the modules.

Waste heat recovery is a viable solution to mitigate thermal losses.
By integrating a rear-side heat exchanger, it is possible to reduce
cell temperatures by up to 10-15°C , resulting in an estimated
4—-6% increase in electrical efficiency .

Supercapacitors offer a promising option for energy recovery and
storage , particularly in fluctuating solar conditions. With their high
power density, fast charge/discharge cycles, and long cycle life, they

are well-suited for short-term energy smoothing and load balancing.
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Base: It is the performance of the standalone PV without the load.
Instant: defines the responsiveness of the system.
None: This is used to describe the fact that some of the restrictions

and setbacks of the proposed system are not presented.

As the chart points out:

1.

2.

Compared to the standalone PV system, the proposed system
faces great enhancements in terms of the response time and
absence of some limitations.

The stand-alone PV system has less responsive time and is limited by it.

It is clear that this visualization demonstrates the benefits of

incorporating high-performance energy storage-based systems into PV

systems in order to increase performance and reliability.

In Figure 4-4 the comparison of main parameters of the conventional

standalone PV system with the proposed hybrid system is provided.

4.5. Limitations and practical considerations

While the theoretical results are promising, several limitations and

practicalconsiderationsmustbeaddressed beforereal-worldimplementation:

Scalability: The current model assumes a small-scale system.
Scaling up may require additional control mechanisms and
optimized thermal management.

Cost-effectiveness: Although supercapacitors offer long lifespans
and high cycle life, their upfront cost remains relatively high
compared to lithium-ion batteries [25].

Integration complexity: Combining thermal recovery with
electrical storage requires precise control algorithms to manage

energy flow efficiently.
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Figure 4.4 Comparison of parameters between conventional and proposed systems

This bar chart will show the comparison of main performance
parameters between the standalone PV system and the proposed hybrid

system with a great level of energy storage. They are the parameters:
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As shown in Figure 4-3, the majority of energy storage technologies fall
under the Low-cost category, indicating a favorable economic landscape for
integrating cost-effective solutions like supercapacitors into hybrid PV

systems.

4.4. System efficiency improvement
The proposed hybrid configuration improves both electrical and
thermal efficiency. Table 1 summarizes the expected improvements

compared to a standalone PV system:

Table 4-4 Performance comparison between standalone PV and hybrid PV +
supercapacitor system

Parameter Standalone PV Hybrid PV + Supercapacitor
Cell Temperature Reduction - ~10-15°C

Electrical Output Increase Base +4-6%

Waste Heat Recovery None ~800 W/module

Energy Storage Capability None ~36 kJ/cycle

Response Time Instant Sub-second

These improvements demonstrate the potential of the proposed
system to achieve higher overall energy yield while maintaining grid stability
and reducing dependency on fossil-fuel backup sources.

As shown in Figure 4-4, the proposed system demonstrates superior
performance in terms of response time and elimination of certain limitations,

highlighting its potential for enhancing overall system efficiency.
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Table 3 P

resents

a comparative overview of different energy storage

technologies, highlighting the advantages of supercapacitors in terms of

power density and cycle life.

Table 4-3 Comparison of different energy storage technologies

Technology Ene(l;ilyh[/):gn)sity Pov:t‘aArl;)kegl;sity Cycle Life | Response Time | Relative Cost
Supercapacitor 5 10,000 &gt;500,000 |Instant Medium
Lithium-lon Battery |150-200 1,000-3,000 1,000-2,000 | Moderate High
Lead-Acid Battery 30 180 500 Slow Low
Phase Change 100-200
Material (Thermal) - Unlimited Very Slow Low

Furthermore, when integrated with a Maximum Power Point Tracking

(MPPT) controller, the supercapacitor-based system can respond within

milliseconds to changes in irradiance levels, offering faster response times

than traditional battery systems [24].

2.5

1.5

0.5

Number of Technology by Relative Cost

High

Low

Medium

Figure 4.3 Distribution of energy storage technologies by relative cost
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Table 4-2 Stored energy vs voltage and capacitance

Capacitance (F) Voltage (V) Stored Energy (J) Notes
100 2.7 364.5 Single unit
500 2.7 1,822.50 5 units in parallel
1000 2.7 3,645 10 units in parallel
2000 2.7 7,290 20 units in parallel
3000 2.7 10,935 30 units in parallel

This demonstrates the scalability of supercapacitor-based systems and

their potential for integration in hybrid solar systems.

12000
10000

8000

6000
4000
2000 I
2 3 4 5

0 —
1
W Capacitance (F) mVoltage (V) mStored Energy(J) m Notes

Figure 4.2 Relationship between capacitance, voltage, and stored energy
The chart highlights that:
1. Higher capacitance values result in greater stored energy.
2. Increasing the voltage also leads to a substantial increase in stored
energy due to its quadratic relationship with capacitance.
This visualization underscores the scalability and potential of

supercapacitors for short-term energy recovery in hybrid PV systems.
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Bar chart showing the theoretical decrease in PV module efficiency
and the corresponding increase in energy loss at different cell temperatures,
based on a standard 300 W PV module and a temperature coefficient of

—-0.4%/°C.

4.2. Supercapacitor integration and energy storage potential

One of the key contributions of this research is the integration of
supercapacitors as part of the hybrid system. As shown in the mathematical
model:

E=,CV?

Using commercially available supercapacitors with capacitances
ranging from 100 F to 3000 F and voltage ratings up to 2.7 V, it is possible to
store between 135 J and 10,935 J per unit.

Assuming a system with 10 supercapacitors connected in parallel and

charged during peak solar hours, the total stored energy could reach:

E

total

~10 L 1000 .(2.72) =36.450J
2

This level of energy storage allows for short-term load balancing,
smoothing out fluctuations caused by intermittent solar irradiance or sudden

cloud cover.

4.3. Stored energy vs voltage and capacitance
The amount of energy stored in a supercapacitor depends on both the
capacitance and the voltage applied. Table 3 illustrates how increasing either

of these parameters enhances the total stored energy.
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This means that the module’s output is reduced by 12% , delivering
only 264 W instead of its rated 300 W under ideal conditions.
Table 1 presents the theoretical efficiency and power loss of a PV

module at different operating temperatures.

Table 4-1 Effect of cell temperature on PV efficiency

Cell Temperature (°C) Theoretical Efficiency (%) | Efficiency Loss (%) | Energy Loss (W)
25 20 0 0
35 19.6 04 12
45 19.2 0.8 24
55 18.8 1.2 36
65 18.4 1.6 48

By implementing a rear-side heat exchanger, the cell temperature can
be reduced by up to 10-15°C, depending on the cooling efficiency [27]. This
would result in a power recovery of approximately 4—6% , significantly

improving the system's electrical performance.

60
50

40

20
) I I I I I I
0 — — — —
5 35 45 55 65

W Theoretical Efficiency (%) | Efficiency Loss (%) W Energy Loss (W)

2

Figure 4.1 Effect of cell temperature on PV efficiency and energy loss
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4. Results and Discussion

This section presents the theoretical outcomes of integrating advanced
energy storage systems particularly supercapacitors—with photovoltaic (PV)
modules to harness waste heat. The results are based on the system model
and comparative analysis described in the methodology section, and they
provide insights into how such integration can enhance overall system

efficiency.

4.1. Thermal performance of PV modules

As previously discussed, the efficiency of PV modules decreases with
increasing operating temperature. Based on the standard thermal model
[22], a typical monocrystalline silicon PV module experiences an efficiency
drop of approximately 0.4% per degree Celsius increase above STC.

Using the equation for power loss due to temperature rise:

By = Pspe. (Tce/l -1 STC)

Where:

e P

loss

: Power loss due to temperature increase (W)

e P,.:Rated power at standard test conditions (W)

e B: Temperature coefficient of power (typically around —0.4%/°C for
¢-Si modules)

e T, :Actual cell temperature (°C)

e T4 : Standard test condition temperature (25°C)

For example, if a 300 W PV module operates at a cell temperature of 55°C:

P, .. =300x(-0.004)x(55-25)=-36W
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P =aAT.l

Where:

P : The power output of the thermoelectric generator (in Watts).

a : The Seebeck coefficient (in V/K).

AT : The temperature difference across the TEG (in Kelvin).

| : The current flowing through the TEG (in Amperes).

For example, assuming a TEG with a Seebeck coefficient of a=200uV/K,
a temperature difference of AT=50K , and a current of I=1A , the power
output would be:

P g =200x107° x50x1=0.01Watts

While the power output of TEGs is relatively low, they offer a compact
and maintenance-free solution for small-scale thermal-to-electrical

conversion.

3.5. Limitations of the study
This study has several limitations that should be noted:
e It is primarily theoretical and does not include experimental
validation.
e Assumptions made in the system model may not fully represent
real-world operating conditions.
e Economic analysis is limited to qualitative discussion rather than
detailed cost-benefit modeling.
Future work could involve simulation-based studies or pilot-scale
implementation tovalidate the proposed concept under actual environmental

conditions.
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For instance, if we consider a supercapacitor with a capacitance of

C=1000F charged to a voltage of V=2.7V, the stored energy would be:

E =% 1000 .(2.7)" =3645Joules

This demonstrates the ability of supercapacitors to store significant

amounts of energy quickly, making them ideal for short-term applications.

3.4. Comparative analysis framework
To assess the suitability of different energy storage technologies for
integration with PV systems, a comparative framework was established using

the following criteria:

Criteria Supercapacitors Lithium-lon Batteries Phase Change Materials
Energy Density Low High Medium

Power Density Very High Moderate Low

Cycle Life Very Long Moderate Limited

Response Time Fast Moderate Slow

Temperature

Sensitivity Low High Medium

Cost Medium High Low

Based on this comparison, supercapacitors emerged as a promising
candidate for short-term, high-efficiency energy recovery applications,
particularly in fluctuating solar conditions [23].

Integration with Thermoelectric Generators (Optional)

In cases where direct thermal-to-electrical conversion is desired,
thermoelectric generators (TEGs) can be integrated into the system. The

power output of a TEG is given by:

\E297 /



‘ Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

Qheat = 77 thermal 1 incident Amodule

Where:
Qe The amount of thermal energy recovered (in Watts).
N gemmat:  1N€ thermal efficiency of the heat recovery system
(dimensionless).
..+ Theincident solar irradiance (in W/m?).
incident
roque:  The surface area of the PV module (in m?).

For example, assuming a typical PV module with an area of A

=1.6m 2 under standard test conditions (I incident =1000W/m2) and a

thermal recovery efficiency of n =0.5, the estimated thermal energy

thermal
recovery would be:
Q heat =0.5@100021.6=800W
This calculation provides a baseline for estimating the thermal energy

available for recovery.

Energy storage analysis

Once the thermal energy is converted into electrical energy (if
applicable), it is stored in an advanced energy storage device. The energy
stored in a capacitor is given by the equation:

E=Llcp

2

Where:

e E:The stored energy (in Joules).

e C:The capacitance of the supercapacitor (in Farads).

e V:The applied voltage (in Volts).
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Technical specifications: Review of manufacturer data sheets for
commercial PV modules and energy storage systems.

Performance models: Utilization of standard PV temperature and
efficiency models, such as those based on NOCT (Nominal Operating

Cell Temperature) and STC (Standard Test Conditions) [22].

All sources are cited using the IEEE referencing style, ensuring academic

integrity and traceability.

3.3. System modeling approach

A conceptual model of a hybrid system was developed to demonstrate

how waste heat from PV modules can be captured and utilized effectively.

The proposed configuration includes:

1.

PV module with rear-side heat exchanger — to absorb excess
thermal energy.

Thermal-to-electrical conversion unit — optional, depending on
application (e.g., thermoelectric generators).

Advanced energy storage unit — such as supercapacitors or lithium-
ion batteries for storing recovered energy.

Control and monitoring interface — to manage energy flow and

optimize system performance.

Each component was analyzed individually based on available technical

data, and their interactions were assessed to evaluate overall system

functionality and efficiency.

Mathematical modeling of thermal energy recovery

To quantify the amount of waste heat that can be recovered from PV

modules, the following equation was used:
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3. Research Methodology

This section outlines the comprehensive methodology adopted in this
study to investigate the integration of advanced energy storage systems with
photovoltaic (PV) modules for the purpose of harnessing waste heat
effectively. The research combines theoretical modeling, comparative
analysis, and conceptual system design to explore the feasibility and potential

benefits of such an approach.

3.1. Research design

The research follows a qualitative and descriptive methodology ,
supported by theoretical modeling and comparative evaluation. Since the
focus is on exploring the feasibility and potential benefits of integrating
thermal recovery with advanced energy storage, no experimental setup or
field testing was conducted at this stage. Instead, the study relies on:

e Athorough review of existing literature.

e Comparative analysis of relevant technologies.

e Conceptual design of a hybrid system configuration.

e Evaluation of technical feasibility and performance improvements.

This approach allows for a structured investigation into the topic while

providing a foundation for future empirical validation.

3.2. Data collection methods
Data and information were collected through:
e Literature review: Examination of peer-reviewed journal articles,
conference papers, and technical reports related to PV thermal

behavior, PVT systems, and energy storage technologies.
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However, they suffer from degradation at high temperatures, making
them less ideal for direct integration with hot PV modules unless proper

thermal management is applied.

- Phase change materials (PCMs)

Phase change materials can store large amounts of thermal energy
during melting and release it during solidification. They are increasingly
being studied for use in PVT systems to stabilize module temperatures and

provide delayed thermal output [21].

2.3. Research gaps

Despite the progress made in thermal management and energy

storage, several gaps remain:

e Limited studies on integrating waste heat recovery with advanced
electrical storage systems like supercapacitors.

e lLack of comprehensive models that evaluate the combined impact
of thermal regulation and energy storage on overall system
efficiency.

e Insufficient economic analyses of hybrid configurations, especially
in hot climate zones where overheating is a persistent challenge.

This research aims to address these gaps by proposing and analyzing a

novel configuration that combines thermal recovery from PV modules with
advanced energy storage systems, focusing on maximizing both electrical

and thermal efficiency.
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e Hybrid cooling: Combining passive and active methods to optimize
performance across different climatic conditions [17].

While these approaches improve thermal regulation, they often

require additional components and energy inputs, increasing system

complexity and cost.

2.2.2. Advanced energy storage technologies
Recent advancements in energy storage have opened new possibilities
for integrating PV systems with efficient energy recovery mechanisms.

Among the most promising technologies are:

- Supercapacitors (Ultracapacitors)
Supercapacitors offer several advantages over conventional batteries:

e High power density

Fast charge/discharge cycles

Long cycle life (over 500,000 cycles)

¢ Wide operating temperature range [18]

They are particularly suitable for applications requiring rapid response
and frequent cycling, such as smoothing power fluctuations caused by
intermittent solar irradiance [19].

- Lithium-ion batteries

Lithium-ion batteries remain the dominant technology for medium to
long-term energy storage due to their:

e High energy density

e Relatively low self-discharge

e Scalability and modular design [20]
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2.1.2. Photovoltaic-thermal (PVT) systems

One approach to mitigating thermal losses is the integration of
photovoltaic and thermal collection technologies into hybrid PVT systems.
These systems combine electrical generation with thermal recovery, allowing
for simultaneous production of electricity and usable heat [12].

In a typical PVT configuration:

* A heat exchanger or fluid channel is attached to the rear side of

the PV module.

e Air or liquid coolant flows through the system to absorb excess heat.

e The recovered thermal energy can be used for domestic water

heating, space heating, or even absorption cooling [13].

Several studies have demonstrated that PVT systems can achieve total
energy efficiencies exceeding 60-70% , combining both electrical and thermal
outputs [14]. However, most traditional PVT systems focus solely on immediate
thermal utilization without incorporating energy storage, which limits their

flexibility and applicability in off-grid or intermittent solar conditions.
2.2. Literature Review

2.2.1. Thermal management techniques
Various thermal management techniques have been explored to
reduce the operating temperature of PV modules:
e Passive cooling: Using high-conductivity backplates, fins, or phase-
change materials (PCMs) to enhance natural heat dissipation [15].
e Active cooling: Circulating air or liquid coolants using pumps or

fans to remove heat more effectively [16].
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This hypothesis will be tested through theoretical modeling, comparative

analysis of existing systems, and evaluation of proposed design configurations.

2. Theoretical Framework and Literature Review

This section provides the theoretical background and reviews relevant
previous studies related to harnessing waste heat from photovoltaic (PV)
cells and integrating it with advanced energy storage systems. It also

highlights key research gaps that this study aims to address.
2.1. Theoretical Background

2.1.1. PV cell performance under thermal conditions

The efficiency of photovoltaic modules is highly sensitive to operating
temperature. As solar radiation strikes a PV cell, only a portion of the incident
energy is converted into electricity, while the remaining energy is dissipated
as heat [9]. This thermal buildup significantly affects both the electrical
performance and long-term reliability of the system.

Studies have shown that for crystalline silicon PV modules, the power
output decreases by approximately 0.3-0.5% per degree Celsius increase
above standard test conditions (STC) [10]. This decline is primarily due to:

e Reduction in open-circuit voltage (V<sub>oc</sub>)

* Increase in dark current

e Degradation of semiconductor materials over time under

continuous thermal stress [11]
Therefore, managing excess heat is not only crucial for maintaining short-term

efficiency but also for extending the operational lifespan of PV installations.
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solar energy systems to become more stable, flexible, cost-effective, which

would help transition to cleaner and sustainable energy networks.

1.3. Research questions

This study seeks to answer the following key questions:

e What is the quantitative impact of increasing cell temperature on
the electrical efficiency of photovoltaic modules?

e  Which types of advanced energy storage systems are most suitable
for integration with photovoltaic systems to capture and utilize
waste heat?

e How can a hybrid configuration of thermal recovery and energy
storage be designed to maximize overall system efficiency?

e What are the technical and economic feasibility factors associated
with implementing such a system in real-world applications?

These questions aim to guide the investigation and provide a structured

approach to evaluating the proposed concept.

1.4. Research hypothesis

The central hypothesis of this research is that:

"Integrating advanced energy storage systems with photovoltaic
modules to capture and utilize waste heat will significantly improve the
overall efficiency and economic performance of solar energy systems."

It is hypothesized that by recovering and repurposing the thermal
energy that would otherwise be lost, it is possible to:

e Reduce the operating temperature of PV modules.

e Increase the net energy yield per unit area.

e Improve thefinancial return and sustainability of solar installations.
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transmit the heatinto the environmentorreuseitin simple thermal processes
without employing it in the advanced energy storage devices [5]. This is a
lost chance of becoming overall more energy-efficient and even better to
invest in solar installations cost-effectiveness.

Thus, the point to investigate new methods of converting this waste
heat and finding new uses with it appears self-evident, especially in the
context of linking to contemporary energy storage solutions as to

supercapacitors and high-efficiency batteries.

1.2. Research significance

The importance of the research is in solving two big problems occurring
in the solar-energy systems: energy intermittency and thermal losses .
Presenting the possibilities of collecting the waste heat that PV modules
release, the paper also helps to make solar energy systems more efficient and
sustainable. To begin with, electrical efficiency and life of PV modules is
positively affected by the direct control of temperature, which increases the
solar projects during come out of investments [6]. Secondly, although solar
energy is intermittent, it can be overcome by converting the waste heat into
storable energy that can either be thermal or electrical and used to smoothen
out the load and enhance the stability of the grid [7]. Besides, with the
incorporation of advanced energy storage devices such as supercapacitors,
hybrid solar systems which can also provide electricity and usable heat on the
same system under one installation becomes another avenue. This strategy
will emerge with the trend of circular energy systems and smart energy grid
worldwide [8], particularly in areas with high levels of solar irradiance where

overheating is a typical issue. The study, finally, helps the larger aim of enabling
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In this paper, we suggest a different method of utilizing waste heat of
solar cells with the help of well-developed energy storage systems, which
would enhance the life cycle and performances of the ones installed PV. The
paper looks at ways in incorporated thermal recovery that can offset thermal
losses and improve the economics of solar power systems especially in hot

climates where heat intolerance would be a recurring problem.

1.1. Problem statement

The PV solar cells are proving to be the backbone of a renewable energy
system because they are scalable, environmentally friendly and cost is coming
down [1]. But the problem that comes along with the PV technology is that as
the temperature increases so do the adverse effects of the same on the
system. Only some percentage of incident energy is converted into electricity
with the remaining energy being loss to heat as the light energy hits the
surface layer of a PV module [2]. This thermal build up results in marked
decrease in the electrical efficiency especially in hot environments where
there is high ambient temperature and the cooling systems are most times
inadequate. It has been established that heating above normal operating
temperatures, the efficiency of standard silicon based PV modules can reduce
by around 0.3-0.5 per cent per degree Celsius [3]. This does not only minimize
the power output but also increases the rate of wear and tear of the materials
used and decreases the durability of the panels as time goes [4].

Although attempts have been made at controlling this problem by
passive cooling or introducing the concept of hybrid photovoltaic-thermal
(PVT) systems, there still exists a loophole in making good use of the so called

waste heat that is produced. The majority of the existing systems either
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1. Introduction
The trend in the world of aligning to the renewable form of energy

sources has escalated the utilization of the photovoltaic (PV) solar systems
quite high because of the importance they contribute in terms of the
environment and the reduced cost [1]. Nonetheless, one of the major
problems of the PV technology is the adverse effect of temperature increase
on the power efficiency. Because the solar cells can absorb very little of the
sunlight that hits them, only a small portion of the light is changed to
electricity and the rest is deflected as waste heat [2].

Research studies have indicated that there is a decrease in electrical
efficiency of crystalline silicon PV modules of about 0.3 percent to 0.5 percent
due to every 1 Deg Cincrement in temperature above the nominal operating
cell temperature (NOCT) [3]. Beside limiting power generation, this thermal
degradation also causes a faster material aging and shortens the life of PV
modules operational lifespan [4]. It is thus very crucial to regulate this excess
heat to ensure continued performance and duration of this system.

Rather than this waste heat is an inevitable byproduct, recent research
indicates that this waste heat could be harnessed and used efficiently using
integrated thermal management procedures and energy storage systems [5].
As an example, hybrid photovoltaicthermal (PVT) modules operate as power
slides and thermal collectors, which improves the total energy output [6].

Also, elevated energy storage equipment, including lithium-ion batteries,
supercapacitors, as well as phase-change materials, are more being researched
in regards to their ability of storing both electrical and thermal energy
effectively [7]. Such systems allow a more favorable load balancing, grid

stability and energy use, particularly off-grid or intermittent solar [8].
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Abstract

Renewable energy is largely produced by photovoltaic (PV) solar cells,
but such a process is greatly impacted with thermal buildup as the solar cells
work. Redundant heat not only lowers the level of electrical production, but
also hastens deterioration and decreases the life-time of PV modules. In this
study, we suggest a hybrid system which combines high-performance energy
storage devices, namely, supercapacitors, and PV modules coupled with the
use of waste heat as a source of useful energy and which increases efficiency
of the system in conjunction. In order to estimate the potential amount of
thermal energy recovery, as well as to determine the viability of using
supercapacitors to provide short-term energy storage it was created a
theoretical model. To test the system performance such as temperature
reduction in the system, electrical output enhancement, and energy storing
capacity, mathematical modeling and comparative analysis were made. The
outcomes show that with the application of a rear-side heat exchanger, the
temperature of cells can be lowered up to 10 -15C, which will yield a power
recovery of about 4 -6% . Also, the supercapacitors were proved to have
sufficient storage capacity to hold large energy in a short period of time and
could have been utilized to eliminate any variation of disruption due to
variablesolarirradiance. The hybrid design under consideration demonstrates
great prospects toimprove the electrical and thermal performance, especially
within hot climates regions. This will help in the designing of more efficient,
future sustainable and adaptive solar energy systems and can be used in the
future to validate through experiments.

Keywords: Photovoltaic systems, Waste heat recovery, Supercapacitors,

Thermal management, Hybrid energy systems, Energy storage.
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based 2FA—offers efficient cryptographic 2fa more suitable in mobile and
low powered devices; while digital certificates enhance enhanced identity
proofing mechanisms. Applications of biometric authentication make use of
biological characteristics in order to reduce the possibility of unauthorised
access to the system. Through the estimates proposed in the study, it is
possible to learn about the best strategies to apply in adopting easy-t0-use
2FA systems that can resist modern security realities. Possible future works
may involve further develop procedures that use such technologies like applied
machine learning and artificial intelligence for developing more intelligent and
adaptive authentication systems. Such systems could vary the needs for
further authentication based on the behavioural characteristics and the
relative estimated threat level and would offer the administrators convenient
means to combat new threats. In doing so, this paper continues to build up the
framework for resilient, scalable and dynamic network security architectures

to address emerging threats in cyberspace environment.
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e. Security Policy and Management: By and large, it is impossible
to speak about effective implementation of 2FA not only in terms
of technological infrastructure but it has to be tied to an
organisation’s security policies framework. Tokens, biometric data
and digital certificates should therefore be enjoined to higher
security standards so as to discourage any form of easy access.
Also, organisations need to be very particular about lost tokens,
compromised biometric data, or revoked certificates to ensure
long-term security [55].

These issues have been discussed to help an organisation come up
with a decision of implementing advanced 2FA methods in their network
taking into account of the realistic security measures without compromising
the usability. Such planning therefore guarantees that reinforcement of
security in the network is stable and can easily be scaled as well as integrated

into its architecture.

9. Conclusion

Network access control cannot be complete without Two-factor
authentication (2FA) but trends like using SMS or emails for OTPs are proving
ineffective against new generations of cyber threats. This paper explored
other types of second factor authentication as providing better solutions for
advanced attacks; these integrated Elliptic curve cryptography (ECC), certify
by a digital certificate, and biometric authentication; all providing better
security and more robust client models than regular systems. This analysis
described a model that posited high security and complemented it with

usability appropriate for networked environments. Other—including ECC

E278



Advanced Strategies and Solutions Towards More Secure and Effective Two-Factor Authentication in Networking '

to a larger audience. As mentioned earlier and more important for
scaled implementations, organisations might need to roll out a set
of 2FA mechanisms customised for various users [52].

c. Compatibility: To avoid the interruption of new 2FA solutions the
compatibility with preexisting structures should be maintained.
For example, digital certificates are compatible with PKI based
systems while may not be compatible with older system or less
standardised systems. ECC is a relatively weaker cryptographic
algorithm as compared to RSA and therefore is compatible with
current generation mobile devices; however, it may need some
modifications for those organisations or companies which still
have archaic systems embedding only RSA algorithms. Biometric
systems need the compatible hardware in the device, which may
be an issue when users connect to the network via the own
computers or from different places. Organisations should
undertake compatibility evaluation studies before implementing
the frameworks so that they can avoid many of the pitfalls [43].

d. User Training and Support: These new and more sophisticated
2FA methods, in particular, those that the user understandably has
no understanding of (like digital certificates or biometric
authentication), need to be promoted and supported. As with all
novel approaches, users have to know how to go about these
procedures such as hardware token handling, -certificate
configuration or even biometric capture. User training and user
support should be provided so that user does not resist the new IT

security policies and procedures [54].
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8. Implementation Considerations
Applying different types of the 2FA in real-world networks should meet

certain criteria such as cost, scalability and compatibility. Although techniques

like ECC, digital certificates, and biometrics are highly secure, their

implementation differs with the organisation’s network topology, user

population, and cost factor [50].

a.

Cost: Most developed 2FA systems have a very high cost when it
comes to the first stage, especially if biometric devices or hardware
tokens are used. While making use of biometric systems,
organisation may need to procure specialised hardware such as
fingerprint scanners or facial recognition scanners; this comes with
high cost of installation per each network and constant maintenance
costs. In the same manner, reliance on a technique like digital
certificates involves costs of obtaining the certificates and /or
renewing from certifying authorities. In organisations with many
users, the costs of such equipment as hardware tokens or biometric
devices for equipment issuance and control must be compared
with anticipated enhancement of security [51].

Scalability: Another important consideration is scalability due to
the size of a particular network or the variety of users in an
organisation. While testing, app and SMS OTPs are easier to scale,
whilst Biometric authentication, Digital certificates may need
many changes at the hardware and infrastructure level. ECC-based
authentication is more beneficial here because it turns out to be
computationally reasonable and ideal for portable gadgets and loT

things, indeed ideal for the networks that are expected to be open
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Table 3: Usability and Security Levels of Traditional vs. Advanced Two-Factor
Authentication (2FA) Methods

2FA Method Security Level Usability Level | Advantages Disadvantages

SMS-Based OTP | Moderate High Easy to use and Vulnerable to
widely supported | SIM-swapping and
phishing attacks;
relies on cellular
network availability

Email-Based OTP | Moderate High Convenient, no Susceptible to
extra device phishing and email
needed account

compromise; relies
on email security

App-Based OTP | High Moderate High security, not | Requires app
(e.g., Google reliant on cellular | installation and
Authenticator) network setup; potential

inconvenience if
device is lost

Hardware High Moderate Strong physical Physical token can

Tokens security layer, be lost or damaged;
independent of additional cost for
other devices tokens

Biometric Very High Very High Convenient, fast, | Privacy concerns;

Authentication and user-friendly; | requires compatible

hard to replicate device hardware;
potential for false

rejections
Digital Very High Moderate Strong identity Complex to set up
Certificate-Based verification, and manage; cost
2FA revocable access | associated with

certificate authority

services
Elliptic Curve Very High High Efficient for Complexity in
Cryptography mobile and implementation,
(ECC)-Based 2FA low-power specialized

devices, highly knowledge required

secure
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as the level of protection, the difficulty of application, and the level of user
satisfaction. This way, through achieving the right mix of security and
convenience, the 2FA systems that are set up and controlled by the network
administrators, are more likely to be adopted, and, thus, more effective [46].

Traditional Methods vs. Advanced Methods: As a result traditional
methods are easy by the users compared to modern methods of technology,
in addition they do not demand more gadgets or expert inputs hence they
are convenient. However, they have a middle rated security and are prone to
usual cybercrimes including phishing and SIM-swapping [47]. Although these
methods allow better security through such features as cryptographic
technigues or unique biological characteristics, they generally entail extra
setup or compatible hardware and, as a result, can complicate the operation
of the programme and cost more [48].

Balancing Security and Usability: Although there are even more
sophisticated approaches, like biometric authentication, where the security
level is high, but the inconvenience of use can be moderate, there can exist
issues with implementation costs and usability by users. For organisations
where enhanced security is necessary, the methods like ECC and digital
certificates should be implemented because they occupy a higher level of
protection against cyber threats [49]. They, on the other hand, are more
appropriate in environments with less security protocol and therefore being
more quickly accessible. Table 3 presents information on several 2FA approaches
as compared to their security levels and ease of use. Text messaging, email and
conventional OTPs are reasonably secure because they are vulnerable to
phishing and SIM-swapping. Mechanisms like, hardware tokens, biometric,
digital certificates and ECC based 2FA offer much higher 2FA security through

cryptographic method, physical security or biological security.
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flow chart of biometric authentication system is as shown below in Figure 4

below integrating all the steps of biometric data capturing and secure access.

Initial

o) Biometric
Data
Capture

l
l

l

L

Figure 4: Flowchart of the Biometric Authentication Process.

7. Comparative Analysis of Security and Usability in 2FA Systems
The work on using 2FA in networked systems relating to this research
is as follows: The degree of the security of a given networked system can be
increased using 2FA while requiring the user to provide two forms of
identification before gaining access to a computer. There are also enhanced
forms of 2FA, like ECC, digital certificates, and biometrics, which add more
layers of security, but issues of cost increase, solution complexity, and user
receptiveness [44], [45]. In this section, the authors discuss a comparison of

simple and current types of 2FA, analysing them based on parameters such
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Biometric Authentication: Biometric authentication is a method of
identification that employs the person’s biological characteristics such as
fingerprints, iris scans, or face. This approach provides a high level of security
because a biometric measure is hard to forge. Biometric authentication is
widely employed in hand-held devices, security-sensitive structures, and
other security-sensitive contexts [42].

Process Steps:

a) Biometric Enrollment: The user initially registers their biometric
data (e.g., fingerprint or facial scan) with the system, which
securely stores this data as a template.

b) User Initiates Authentication: During subsequent logins, the
user provides the biometric input.

c) Biometric Data Capture and Comparison: The system captures
the live biometric data and compares it with the stored template
to verify the user’s identity.

d) Secondary Factor Verification: If required for 2FA, an additional
factor such as a password or OTP is verified.

e) Secure Access Granted: Upon successful verification of both
factors, access is granted.

Behavioral Authentication: Behavioural authentication is gradually
being developed based on which behaviours are continuously monitored,
including typing speed, the way people hold devices , and browsing history.
Unlike biometric authentication which is basis on physical characteristics of
an individual, behavioural authentication is instantaneous and practises the
utilisation of actions from the user. This method introduces a new layer on

top of 2FA, increase security at the same time keeping it user friendly [43]. A
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As depicted in the following Figure 3, ECC is followed for the
authentication from the generation of the authentication request up to its
verification and the secure access granting. This flowchart shows how ECC
transforms the conventional method through which security is implemented

by using cryptographic measures in details in the detailed flowchart below.

Start
2 Authentication

Process

l

| ECC-based

) 1

l l

Figure 3: ECC-based authentication process.

6.2. Biometric and Behavioral Authentication in Network Security
Different biometric and behavioural techniques are powerful in the application

of two-factor authentication with the use of physical characteristic features. The

processes as well as benefits of biometric and behavioural authentication is also

discussed, inclusive of the flowchart of biometric authentication [41].
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6. ECC-Based and Biometric Authentication Process Flows
As an example of the use of the modern, ECC-based and biometrics-

based, methods of 2FA, this section describes the process flows of both
methods. These diagrams provide a flowchart description of each of the
authentication processes, indicating the significant user-system and system-

resource interactions [39].

6.1. ECC-Based Authentication Process Flow

The proposed ECC-based authentication method is effective and secure
for two-factor, and ideal for environments with limited resource such as the
mobile networks and the loT application [40]. The common steps followed
include key generation, data acquisition, encryption as well as template
matching, for the purpose of identifying the user.

Process Steps:

a) Userlnitiates Authentication: The userbeginsthe authentication
process by providing login credentials.

b) ECC Key Generation: The system generates an ECC key pair for
the user session, creating a digital signature based on the
credentials provided.

c) Signature Verification: The system verifies the digital signature
using the stored ECC public key to authenticate the user.

d) Secondary Factor Verification: An additional factor, such as a
one-time password (OTP) or physical token, may be required to
complete the 2FA process.

e) Secure Access Granted: Upon successful verification of both

factors, the user is granted access to the network.
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codes sent through SMS or email. Of them, the user has to submit a digital
certificate with the target system, which is an encrypted papers of identification
provided by the certification authority. It starts with login by the user and the
system asks for a digital certificate from the user. The user then provides this
certificate where the system validates for credibility or otherwise. One
authenticates the certificate, and you get access; if the certificate is invalid,
that means no access. This makes the method more secure as it demands both
the physical holding of the certificate and confirmation by the system if needed
[38]. Figure 2 A basic flowchart of use of digital certificate-based 2FA within a

network system and pointing to the ‘verification’ step.

User
< Initiates
Login

L

=

Figure 2: Digital Certificate-Based 2FA Verification Steps in a Network System.
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Hence, 2FA network communication entities face threats from impersonation
and privileged insider attacks. Current schemes lack advanced technical means like
multifactor authentication and custom dictionaries, making them vulnerable to
attacks. Researchers have attempted to design practical authentication and key
agreement (AKA) protocols using hash functions and symmetric cryptography to
enhance computational efficiency and communication overhead. However, these
methods often lack forward secrecy for session key security. Public-key cryptography
technology, such as ECC, RSA, and binary pairings, can enhance AKA protocol
security but may lead to increased communication and storage costs. Balancing

security and availability remains a challenge.

5. Digital Certificates and Device-Based Authentication

A digital certificate extends the security by checking the identity of user
or device that is attempting to access that a network. This approach improves
on more conventional 2FA by demanding users to produce a single certificate,
which can be in physical form as a smartcard, or in an electronic form hosted
in the cloud before being granted access [35]. The frequently used second
factor is a digital certificate whereby 2FA is applied in secure environments
such as e-learning platforms like moodle to secure user information [36]. With
the connexion of user credentials to another standard level of certified digital
identity, the previously mentioned threats and risks are minimised. Moreover,
it is identified that certificate based 2FA system is flexible enough in order to
be adapted in context of the limited access if the device has been compromised
or of the person has changed position or job [37].

Another better performing security method is the use of digital certificate

based 2FA, which are more lengthy for the second factor than the mere use of
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MHE and loT to provide data safety and privacy in achieving the performance
requirements of Mobile Networks [34].

Table 2 compares various cryptographic approaches for two-factor
authentication (2FA) based on three key factors: The features include security
level, efficiency and size of the key or a combination of the three. ECC gives
the same level of security as RSA only with matched but smaller number of
bits and as such is desirable for mobile and low power applications. ECC and
AES are efficient with less numbers of keys needed AES being optimised for
fast Symmetric encryption. But, RSA is computationally intensive and
consumes more resources especially as the key length rises. ECC provides
design with a small key size enabling it to utilise the limited bandwidth and
computations faster compared to a mobile and loT devices. The benefits of
each method, such as in Table 2, are also presented as well as the drawbacks,
which include a high level of security, fast processing, and popularity. It
thereby also provides considerations about disadvantages that may include
increased complexity, challenging implementation and computational
demands. ECC and AES are very appropriate for advanced uses of 2FA, while
techniques such as RSA could be significantly slower due to key size and may
not make efficient if used in mobile or any environment with low resource

elements available.
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SMS-based 2FA Vulnerabilities

&‘ ‘ & ‘ &‘ [T_EC;) SMS Code Sent

Code Interception

@ m SIM Swapping

Figure 1: SMS-Based 2FA Process: Vulnerabilities to Phishing and SIM-Swapping Attacks.

4. Elliptic Curve Cryptography (ECC) for Enhanced 2FA in
Mobile Networks

Elliptic curve cryptography (ECC) is a modern cryptographic technology
that is getting increasingly implemented in 2FA due to its enhanced security
despite it requires low resource. Mobile environment applications are well
suited for ECC based 2FA because of the typical requirements in the mobile
environments, for instance low resources constraints result in efficient
security protocols [33]. ECC functions by producing the keys using some
properties of the elliptic curves and seems to be a viable choice for a secure
user authentication system. They add that ECC has a small key size, which
helps to save time and memory in mobile devices while providing sufficient

levels of security. For instance, ECC has been successfully incorporated in the
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as they are conveyed through open communication channels with
no form of secure_tunneling [28]. Moreover, they do not support
smart features such as adaptive risk based authentication or device
specific tokens which would be relevant to savvy, secured
environment such as the financial sector or enterprise network
[29]. Therefore most organisations end up in a compromise where
they have to provide convenience to their users at the expense of
exposing themselves to various risks affected by their systems. As
a result, organisations should consider the confidentiality and ease
of use when comparing traditional methods of 2FA.

Like any other popular technology, SMS-based two-factor
authentication (2FA) has been compromised by a number of newer digital
threats. There are two big dangers of the SMS-based 2FA; interception of
the code sent and SIM-swapping. When using the SMS-based 2FA process
the user receives a one-time password (OTP) via a message on their mobile
device. However, this method depends on a communication channel that
can easily be hacked [30]. This is so because the OTP can be intercepted
through the possibly of newt work of the user or through spying on the
users SMS details [31]. In addition, in SIM-swapping attack an attacker is
able to mislead a mobile service provider to forward the user’s phone
number to an illegitimate SIM card controlled by the attacker. This makes it
possible for the attacker to directly receive the OTP and therefore gains
unauthorised access to the victim’s account [32]. Figure 1 Simple pictorial
representation of an SMS-based 2FA process and the exposed weak links to

phishing and SIM-swapping attacks.
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2.

SIM-Swapping and Man-in-the-Middle (MitM) Attacks: SMS based
2FAis insecure due to SIM swapping and MitM where the attackers
are able to penetrate established network links to compromise
OTPs [24]. A SIM-swapping act involves persuading a mobile
service provider to port the user’s phone number to different SIM
card owned by the intruder. This manipulation can be done using
the social engineering and leveraging insiders at the carrier[25].
After the phone number is redirected, all SMS are sent to the
attacker including OTP codes used in 2FA procedures. Worse, due
to the impaired encryption in the OTP messages, the attacker can
easily penetrate the 2FA layer and access the victim’s accounts
illicitly [26]. This kind of attack is most relevant to the current
popular application of textual- and email-based 2FA, since
messages are transmitted in plain text and can be easily captured
without decryption. These attacks pose a major problem for
services using SMS-based 2FA because the underlying
communication channel is less secure than the message
transmission and can easily be hijacked with an intercept or
retargeting of the OTP. While modern hackers invent more effective
ways to breach network vulnerabilities, conventional text message-
based 2FA is not as effective [27].

Security vs. Usability Trade-offs: SMS- and email-based OTPs are
traditional 2FA methods which have negligible barriers to adoption
because of the ubiquity of phones and email [9]. Nevertheless this
makes systems vulnerable to security threats, even to professional

ones, at times [10]. These methods have been said to be insecure
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3. Traditional Two-Factor Authentication and Limitations
The traditional approaches of two-factor authentication have been

using SMS, Emails, and Time-based One-Time Password that are mobile

applications. While these approaches are convenient and straightforward to

implement, they face several vulnerabilities:

1.

Phishing and Social Engineering: The participants described that
the threat actors always advanced in utilising phishing techniques
to make users vulnerable. Another type of attack is phishing where
the hacker impersonates as a genuine organisation and sends
emails, messages and links that looks completely genuine that
makes users to enter their credentials or OTP on a fake sites
controlled by the hackers [20][21]. For instance, an attacker may
use email to ask the recipient to confirm their account details or to
do a security cheque. The link provided is a phishing site, and once
the user submits his or her credentials / OTP the attacker gets to
capture and utilise this data [22]. Social engineering is much wider
in its definition and in the real world it involves interacting with
people directly. The attackers may come in disguises of trusted
individuals, calling, emailing or even approaching the users, and
force them to disclose access codes or OTPs [23]. These tactics
abuse human trust and imperative, thus, it is less challenging for
the attacker to ‘circumvent’ the second factor authentication
process without sophisticated tools and methods. The classic 2FA
methods that are in practise do not allow for the source of the
challenge to be confirmed or for the user to confirm the identity of

the sender.
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) Proposed
Methodologies - T
Study Key Findings Limitations Improvements/
Explored
Research Gaps
Alghamdi et Authentication in | Advanced Narrow application | Investigate
al. (2023) Extended Reality | methods, to XR generalizability of
(XR) especially environments behavioral biometrics
behavioral beyond XR
biometrics,
needed for XR
Dereje and Trends in 2FA Multi-layered Limited analysis of | Explore the impact of
Anand (2021) 2FA improves specific 2FA specific 2FA
security and methods combinations in
user trust varying threat
landscapes
Rannenberg et | Evolution of MFA | Advanced No focus on Investigate ECC-based
al. (2018) sensors enable emerging authentication and
secure, cryptographic other lightweight
convenient methods like ECC | cryptography
authentication
Alotaibi and User Layered Focused on user Extend findings to
Elleithy (2021) | Authentication authentication authentication include comparative
Factors reduces without extensive | analysis of multi-
vulnerabilities 2FA analysis layer 2FA methods
Yubico & Password & Highlighted risks | Did not address Explore biometric
Ponemon Authentication in password advanced 2FA and certificate-based
Institute Security practices; rising | methods beyond 2FA integration for
(2020) 2FA adoption to | traditional OTP higher security
mitigate risks
Deloitte Digital Recommended Primarily Perform empirical
(2023) Authentication MFA, biometrics, | recommendations, | studies on adoption
tokens over limited empirical rates and practical
passwords data implementation
Lifewire [19] Authenticator Authenticator Basic overview, no | Investigate scalability
Apps apps offer in-depth analysis of app-based 2FA
secure across various user

alternative to
SMS-based 2FA

demographics
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article also elaborated that in comparison to the codes sent in SMS text
messages, apps are more secure, as they do not require cell connexion and
can easily be intercepted. This has been a handy practical guide, and it
proffered useful experience in relation to broad adoption of the app-based
2FAinthe improvement of account security [19]. The major studies associated
with 2FA are summarised in Table 1 in an abbreviated manner. The individual
studies are described according to its research area, findings, and
methodological restrictions. It also brings out the variety of methodologies
that have been used in the 2FA research including the basic techniques of
SMS based verification and goes up to the complex structures of biometric

and digital Certificate-based 2FA.

Table 1: Summary of Key Studies on Two-Factor Authentication (2FA) Methods

. Proposed
Methodologies - T
Study Key Findings Limitations Improvements/
Explored
Research Gaps
SANS Institute | Password Shift towards Did not analyze Examine user
(2021) Management, 2FA | 2FA adoption; advanced 2FA education
Methods user resistance solutions (e.g., approaches for better
remains a biometrics, adoption of secure
challenge certificates) 2FA methods
Reese et al. SMS, Email, Hardware and Limited to Study additional 2FA
(2019) Phone Call, apps offer higher | comparing five 2FA | methods like
Hardware, security; users methods biometrics and digital
App-based 2FA prefer SMS/ certificates
email for
convenience
Alotaibi and MFA in Cyber- Emphasized Focused primarily | Apply findings to
Elleithy (2019) | Physical Systems | balance of on cyber-physical | general networked
security, privacy, | systems environments;
usability examine biometric
impacts
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of view. It also showed how with integration of advanced sensors and smart
devices authentication can be made more secure and convenient especially
in application areas that need almost constant access control [15].

In a following paper, Alotaibi and Elleithy (2021) build upon this
framework by exploring user authentication factors and shift from single-
factor to multi-factor in several systems. They also talked about how the use
of different layers of authentication increases security and also how risks
inherent with single-factor authentication such as a password or PIN are
overcome, and the need for using advanced 2FA techniques [16].

The Yubico and Ponemon Institute surveyed and quantified the
password and authentication security behaviours in the 2020 State of
Password and Authentication Security Behaviours Report. The report then
described the inherent dangers with bad password behaviour and also
proposed rise in 2FA usage as an effective solution to those risks. According
to the report, organisations need to look for other more reliable ways forward
than passwords; for instance, biometrics authentication [17].

Digital Authentication According to the Deloitte’s article released in
2023, a trend is emerging to move away from often-hackable passwords In
the context of the discussed topic, passwords are considered weak links. The
article suggested that multi-factor identification should be implemented,
and biometric methods as well as security tokens as more secure forms and
offered practical ideas on future work on authentication. This work stresses
the need to develop an effective and efficient authentication process that is
both highly secure and easily installable into any system.

Lastly, an article was written for Lifewire to explain the uses and the

advantages of the authenticator app, which creates a TOTP for MFA. The
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authentication features into aspects such as security, privacy, usability, scalability
and interoperability and pointed out that a good authentication system must
strive to attain a good balance of all of them. They further indicated that
although multi-factor approach enhances security, its application should
incorporate usability for practical implementation on real-world systems [12].

A literature review performed by Alghamdi et a/ (2023) aimed to
identify the current XR authentication methodologies and found that there
was a transition from the 2FA toward methods that are context-based and
include behavioural analytics along with biometrics. To this end, this work
paints the picture of a challenge typical of complex technologies such as XR,
where ease of authentication is always a vital component and an essential
way of enhancing user experience and security, particularly when begun
using the existing basic facility of the smartphone [13].

Another important piece by Dereje and Anand (2021) presented an
insight into the dynamics of 2FA and focused on different ways and how
efficient each of them is. Hence they stressed that it is critical to implement
multiple factors in authentication in order to increase security, and thus user
trust to shift from single factor to multiple factor authentication solutions.
Their survey also reiterated that two-factor or many factor authentication
models provide enhanced security against different cyber threats when
adopted together with sturdy cryptographic mechanisms [14].

Similarly, another cross-sectional survey by Rannenberg et al. (2018
found) examined the development of authentication systems with special
focus on the MFA. They discussed new approaches in identification and
described pro and cons of biometric and behaviour-based technique as well

as discussed them from both end-user and supplying-service provider points
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This project aims to establish a framework for designing and implementing safe
yet user-friendly two-factor authentication systems essential for countering

contemporary threats while ensuring a good user experience.

2. Related Works

The analysis of two-factor authentication has been one of the main
concerns in the field of cybersecurity because of its significance for securing
the important data and access to accounts. Several works have focused on
analysing 2FA conventionalandimprovedtechniquesintermsof performance,
simplicity, and issues in the current cybersecurity threat environment.
Another study by the SANS Institute in 2021 focused on the current
organisational practises in password management and methods used for
2FA. In this survey, an emerging trend toward its adoption for improving
security with focus on the weakness of only passwords was observed. Yet the
survey revealed barriers to user adoption; though 2FA enhances security,
usability issues and end-user resistance are significant bi-parameters [10].

In a usability study by Reese et al. (2019), five common 2FA methods
were evaluated: Mobile text, electronic mail, voice call, hardware token, and
Smartphone application. The research confirmed that the assurance provided
by the tokens of the technological hopeful was higher than with that provided
by messages and emails since the latter are more fallible to phishing and
SIM-swapping ploys. However, the respondents preferred the simple designs
of the SMS and email-based methods, but often there are sacrifices between
security and convenience [11].

In their state-of-the-art survey on multi-factor authentication in cyber-

physical systems, Alotaibi and Elleithy (2019). Their research divided user
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authentication have been established as viable solutions to these issues.
These methods emphasize the application of recent advancements in
cryptography, biometrics, and device authentication and authorization
frameworks, ensuring that the utilization of secure systems remains user-
friendly. For example:

1. Elliptic Curve Cryptography (ECC) is a strong cryptographic method
which is particularly effective for resource-constrained devices as
are the case with many loT and mobile devices in specific [7].

2. Digital certificates bring one more level of certification in the form
of verifying the identity and legitimacy of both userand accessories,
which give the attacker practically no chance to mimic the identity
of the user [8].

3. Fingerprint or face recognition type of authentication employs use
of bodily characteristics which makes them secure and rare to be
imitated [9].

These advanced 2FA techniques hold potential to provide a better
solution of secure networks by expanding the base of authentication factors
in knowledge-based mechanism. These methods are achieved by combining
both cryptographical and biometrical parts, which make it much more
difficult to enter an unauthorised code even if a password has already been
become expired. In addition, such approaches have the opportunity to
enhance the overall user experience by liberating users from relying on
potentially dangerous or less relevant channels.

This article examines sophisticated two-factor authentication schemes,
particularly the balance between security and ease, and how modern networking

architecture can support the stringent security requirements of the 21st century.
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1. Introduction
As the number of people online increases, the protection of one's

online identity is becoming more crucial. Static passwords, which are used to
secure personal information and online activities, can be easily cracked in
seconds. Two-Factor Authentication (2FA) is being implemented as an extra
layer of security to protect personal information and online assets. As digital
and mobile connections expand, access control has become a critical
component of cybersecurity. Two-factor authentication (2FA) augments
authentication processes by employing two distinct components to verify a
user's identity. Email and SMS-based authentications, often used as two-
factor authentication (2FA), are susceptible to attacks such as phishing, SIM-
jacking, and brute force methods [1]-[3].

Nonetheless, although these two-factor authentication solutions are
popular, they are increasingly vulnerable to contemporary cyber attacks.
Attack methods such as phishing, wherein the attacker deceives the user into
disclosing information, jeopardize the integrity of email-based two-factor
authentication. Similarly, SIM swapping attacks exploit weaknesses in cellular
networks to gain control of the target's phone number, enabling the
interception of OTPs sent over SMS [5]. These attacks expose inherent
vulnerabilities in traditional two-factor authentication, as they target
communication interfaces. Furthermore, even basic brute-force and social
engineering attacks can compromise typical two-factor authentication
systems, as users may reuse passwords or neglect standard practices [6].

The deficiencies of traditional methods of two-factor authentication
underscore the necessity for adaptive, improved, and secure solutions inside

networked environments. Advanced methodologies of two-factor
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Abstract

With the rapid increase in cybersecurity threats targeting network
systems, traditional two-factor authentication (2FA) methods are insufficient
to address advanced attacks. Vulnerabilities such as phishing, SIM-swapping,
and social engineering exploit the limitations of SMS-based and email-based
2FA. This paper examines advanced strategies and solutions for securing
networked environments through robust 2FA mechanisms, focusing on
approaches like elliptic curve cryptography (ECC), digital certificates, and
biometric verification. This article offers a comparative review of various
strategies about their effectiveness in enhancing security, while also
highlighting their capacity to optimize user-friendliness and adaptability to
emerging threats. Research findings promote an effective countermeasure
strategy for network security, highlighting lessons and best practices in the
implementation of advanced two-factor authentication solutions within a
multi-network framework.

Keywords: -Two-Factor Authentication (2FA), Network Security, Elliptic
Curve Cryptography (ECC), Biometric Authentication, Digital Certificates,

Cybersecurity, Behavioral Authentication, Phishing, SIM-Swapping.
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the differential attack test using NPCR and UCAI through trials. Every
experiment yielded conventional findings, and the technique could be used

with any kind of multimedia file format.
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Several objective tests are used to assess the image quality and
dissimilarity between original and encrypted images, these tests include MSE,

PSNR, Entropy, and SSIM. The average of these tests is explained in Table 4.

Table 4: Image quality test using a proposed method

# | Average MSE | Average PSNR | Average SNR | Average SIM | Average Entropy
1 | 7884.4945 0.0689 1.9019 105.6666 7.7655
2 | 7241.9338 0.0610 1.6410 93.6049 7.4968
3 | 8897.1998 0.0982 1.4129 136.1678 7.7414
4 | 8377.9428 0.0912 1.7823 102.7638 7.5066
5 | 7455.5410 0.0571 1.7707 115.4101 7.5428
6 |8656.1781 0.0700 1.5366 97.5147 7.4215

8. Conclusion

Authentication, confidentiality, integrity, non-repudiation, and user
privacy are some of the most crucial security requirements. These necessary
safeguards for information transfer are a part of many security systems. One
of the most crucial security procedures is encryption. To guarantee a high level
of security, many secure encryption techniques are based on various keys and
key lengths. Common files in the GIF format are used in many applications; it
is crucial to secure these files during transmission. In order to generate the
numbers that control the encryption outcomes, this work proposes an efficient
technique for encrypting GIF files utilizing a modified version of the current
algorithm, a modified ZUC stream cipher, and an efficient approach for key
generation based on dynamic billiard table simulation. The suggested approach
evaluates the quality of the encrypted picture, MSE, PSNR, SSIM, entropy, the

time required for encryption, the unpredictability of created sequences, and
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Table 3: The minimum, maximum, and mean p-value of generated seed numbers

Test # Min. Mean Max. Test # Min. Mean Max.
P-Value P-Value P-value P-Value P-Value P-value
1 0.0460 0.1297 0.0169 7 0.0011 0.1001 0.0012
2 0.0015 0.0315 0.0021 8 0.0063 0.1008 0.0009
3 0.1672 0.3486 0.0185 9 0.0175 0.0146 0.0004
4 0.5953 0.2725 0.1120 10 0.0021 0.0356 0.0094
5 0.1220 0.1363 0.1748 11 0.1820 0.1482 0.0385
6 0.0002 0.1016 0.0005 12 0.0042 0.1046 0.0009

From the previous table, these forms of numbers satisfy the
requirements for generated keys used in the security requirements.

The complexity of any encryption algorithm depends on the technology
used for encryption and decryption, and the size of the input data (frame size
and number of frames) are some of the variables that can affect how long it
takes to apply an encryption technique. to gauge how long it takes to encrypt
and decrypt images of various sizes all frames are resized into (256x256, and
512x512) and get specific number of frames for standardization. The
performance of the algorithm can then be evaluated by recording the time
measurements for every image size. Table 2 measures and explains the
average time to apply the suggested algorithm for the encryption and
decryption of two different image sizes: ( 256 x 256) and (512 x 512).

Table 4: The average time-consuming for the proposed encryption/decryption algorithm

Image # Encryption Time Decryption Time Encryption Time Decryption Time
(256*256) (256*256) (512*512) (512*512)
1 0.36358 0.77443 0.74989 0.11850
2 0.54773 0.38389 1.19114 0.16229
3 0.28991 1.38893 0.91124 0.11358
4 0.11385 0.91119 0.36396 0.13807
5 0.37205 0.88403 0.86212 0.05857
6 0.29301 1.39807 0.52619 0.02505
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(control values), and the table dimension. Some samples of seed numbers

are explained in Table 1.

Table 1: Generated numbers using a dynamic billiard table

No. | 1st dimension 2nd dimension No. | 1st dimension 2nd dimension

1 0.791267678674 | 0.033726515230 | 7 0.50727098086981 | 0.25836350842357
2 0.523723688761 | 0.515946089995 |8 0.42876735761504 | 0.48404762003481
3 0.591063640655 | 0.205753035517 |9 0.26315682408109 | 0.09849427494733
4 0.266049358021 | 0.393284074524 |10 | 0.32975535198079 | 0.12311848224074
5 0.504227801739 | 0.118147567635 |11 0.44394351492245 | 0.10954989285146
6 0.251958023790 | 0.422023826478 |12 | 0.29357599580899 | 0.10829997902249

These values from the previous table are converted to decimal values
by getting the values of the digits after the floating point in fixed numbers for
all values (10, 11, 12, 15, or more digits) as explained, then converted to a

hexadecimal number as explained in Table 2.

Table 2: The Hexadecimal Form of Generated Numbers

No. | 1st dimension 2nd dimension No. | 1st dimension 2nd dimension
1 'B83B3A99D2' '761BB4ES505' 7 '07DA41C81D' '3C27AA46C7'
2 '79F05D4B38' '63D486AAAF' 8 '7820C88E0B' '70B37C87C2'
3 '899E236A4F' '3D455E7811' 9 '2FE7D62AFD' '16EEB75D83'
4 '3DF1C708C5' '4CC6F35BAC 10 '5B918EBC1C' '1CAA6EF340'
5 '756651AA8A' '675D18732A' 11 '1B8224D013' '1981AEBA4F3'
6 '3AA9DES66E' '445A7E31A0' 12 '6242948C2E' '19372E890E'

The standard NIST test is applied on the generated number after
converted to binary numbers to find the randomness. Table 3. Explain the

p-value of applying all tests on the generated seed numbers.
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7. Experimental Results

The improved efficiency of the proposed encryption algorithm is
achieved through several tests applied on a set of GIF images that are used
for applications such as “robot.gif”, “cars.gif”, “airplane.gif”, “forest.gif”,
“sport.gif”, and “dog.gif”. These files have different frame sizes and numbers
of frames. All of them are encrypted via the proposed algorithm, and the
results as explained in the following sections.

The seed number generation in the proposed method uses a dynamic
billiard table to find a real number that represents the position of the ball
through time. The coordination of these numbers is a two-dimensional

sequence and is plotted in Figure 7 as an individual curve.

Key Generation based Dynamic Billiard Table
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Figure 6: The Visualization of a dynamic billiard table.

The previous numbers are processed to find a hexadecimal number
that is entered into the two proposed methods, Modified ZUC and Present

algorithm, which need starting position (initial values) and the velocity
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Figure 5: Partitioning of the frame into blocks process

¢ Modified Present Algorithm

The proposed method consists of two approaches for encryption; the
selection of which one to apply depends on the texture complexities. If a
uniform texture, a ZUC stream cipher is applied; otherwise, a modified
Present algorithm is applied. The texture complexity is found by finding the

variance of the block after converting it to a gray level.

i Apply
Input Find :
Block > Variance > Modified
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Apply ZUC

Stream Cipher

Encrypted <—|

Block <

Figure 6: The proposed method for block encryption

e Encrypted GIF reconstruction

The encrypted blocks are merged into the matrix to reconstruct frames.
The reconstruct frame’s function takes the encrypted blocks and reshapes
them into images using the specified frame shape. Then, the frames are

merged to reconstruct the GIF file format.
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Step 1: Choose the shape of the billiard table (e.g., circular, polygonal).
Step 2: Define the boundaries of the table mathematically.
Step 3: Initialize the Particle:
Step 4: Set the initial position and velocity of the particle.
Step 5: Ensure the initial position is within the boundaries of the table.
Step 6: Simulation Loop:
Update the position of the particle over time based on its velocity.
Implement collision detection to check for interactions with the
walls of the table
or obstacles.
Reflect the velocity of the particle upon collision according to the
laws of physics.
(elastic collisions).
Store the trajectory data (positions and velocities) at each time step.
Step 7: Generate Randomness:
Use the stored trajectory data to create a source of randomness.
This can involve sampling the position, velocity, or angles of reflection.
Convert this randomness into a suitable format for key generation.
e Blocks Permutation
The permutation process is done by taking the numbers generated
from the proposed method for seed number generation via a dynamic
billiards table. The set of selected numbers is equal to the number of blocks
in the GIF frames. These numbers are sorted in ascending or descending
order, and the locations of the arranged numbers are taken as an index of

the location of the block that will enter the encryption process.
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frame should be shown are all part of the framing process in GIF files. Simple
animations that are frequently used on the web can be produced using this

method. Knowing these elements will help you produce and work with GIFs

programmatically. GIF file framing is explained in Figure 4.

Figure 4: GIF framing process

e Block Partitioning of Frames
At this stage, the image is cut into equal parts called blocks. These
blocks are square and of equal size. Each of these blocks is encrypted as an

independent case. The block partitioning is explained in Figure 5.

Block
Partitioning

Figure 5: Partitioning of the frame into blocks process

¢ Key Generation Based Dynamical Billiards
The dynamical Billiards is used for key generation in the proposed
encryption algorithm. The number generation is denoted by the

following steps:
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6. Proposed Method

The proposed method for encrypting a GIF image is applied by
separating the frames from the GIF file. These frames are, in turn, divided
into equal parts called blocks. Each block enters the encryption process. The
blocks are collected in a three-dimensional matrix and permuted according
to a specific key. The key generation based on dynamical billiard algorithm,
the seeds of which will be used to generate keys and improve the ZUC stream
cipher and Present algorithm to raise the level of its performance, then these
blocks are merged into frames, and these frames are merged into a GIF file

to display it as an encrypted GIF file as explain in figure 3.
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Figure 3: Present encryption algorithm

e GIF Framing
The framing process of the GIF file format is represented by splitting it
into a sequence of slices, each one considered as an individual image.

Creating many frames, controlling color tables, and specifying how each
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¢ Including a circular key: In this phase, the round key and the state
data block are subjected to a straightforward XOR operation [22].
e Substitution box layer (S-Box layer): This layer uses a corresponding
Substitution Box (S-Box) to transfer a four-bit input to a four-bit

output, introducing nonlinearity [23].

6. Dynamical Billiards for Key Generation

A dynamical system that represents the inertial motion of a point mass
inside an area with a piecewise smooth boundary and elastic reflections is called
a "dynamical billiard [24]. The angle of incidence from the border is equal to the
angle of reflection. In many optical, acoustic, and classical mechanical difficulties,
pool tables seem like natural models [25]. It is easy to reduce the Boltzmann gas
of elastically colliding hard balls in a box—the most well-known statistical
mechanics model to a pool. The theory of billiards was largely sparked by the
Boltzmann-Sinai hypothesis, which has yet to be proven, regarding the ergodicity

of the gas of hard balls in a torus that interact elastically. [26].

Plaintext | Key register ‘
addRoundKey
sBoxLayer
update
pLayer
} ]
| I
sBoxLayer
update
plLayer
addRoundKey [
Ciphertext

Figure 2: Present encryption algorithm
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algorithms are thought to be robust and appropriate for LTE after being
assessed by two more teams of distinguished specialists in addition to the
algorithm standardization committee ETSI SAGE. ZUC is a stream cipher that
is word-oriented [18]. A keystream Of 32-bit word is produced by using an
initial vector and an initial key of 128 bits as input. It is possible to encrypt

and decrypt data using this keystream [19].

*(—{ mod (2% — 1)
915 +2IT *221 +220 98 41
] sis| she s10] %0 | 6| 37| 6| 45| % | %5 | 42| =1 40

I
S43 512‘ 5:11 Sa

L :H

X3
I
\ 1/ Keystream

| << 16

Figure 1: ZUC Stream Cipher

5. Present Encryption Algorithm

Andrey Bogdanov and associates developed the Present encryption
method [20], which is a thin-film symmetric-key block cipher. It can use an
80-bit or a 128-bit key and runs on 64-bit blocks. As seen in Figure 2, Present
uses a substitution permutation network topology with 31 rounds total,
including a final crucial addition round [21]. Every round has these three

primary purposes:
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to restore the GIF image file using the present RC4 algorithm. This method is
highly feasible, fast, and effective [12].

GIF Images contain a lot of redundancy, which may be used by an
attacker to recover the plaintext from the ciphertext. The objective of
securing Graphic Interchange Format (GIF) files by using the lightweight
algorithm Present-ZUC is to design a lightweight algorithm that ensures
confidentiality, integrity, and authenticity for GIF image files. Proposing a
solution for an optimized and secure algorithm that can save RAM utilization

by enhancing the algorithm.

2. Overview of GIF Files

A GIF (Graphics Interchange Format) file can contain multiple images or
frames that are displayed in sequence to create an animation [13]. Each frame
in a GIF represents a distinct image within the animation sequence [14].
Working with GIF frames involves extracting, manipulating, and possibly saving
individual frames. Extracting Frames from a GIF To extract frames from a GIF,
you need to read the GIF file and retrieve each frame's image data. This can be

done using libraries that support GIF format manipulation [15].

4. ZUC Stream Cipher

ZUC is a secure and effective stream cipher that satisfies the
requirements of contemporary communication networks. Because of its
performance-focused architecture and strong security features, it is a good
option for applications in wireless and mobile networks [16]. Several
encryption systems, notably LTE (Long-Term Evolution) for mobile

communications, use the lightweight ZUC stream cipher [17]. The ZUC
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1. Introduction
The recent advances in information technology and the rise of smart

devices have led to an exponential increase in the need for information
exchange [1]. Images, being significant sources of information, are frequently
shared over the internet by users via web browsing, social networking
websites, email, messages, cloud systems, etc. [2]. However, there is a need
to secure this information to avoid unauthorized access [3]. The application
of conventional security techniques on images has been found inadequate
due to their intrinsic properties, such as high redundancy, high correlation,
high dimensionality, etc. [4]. Plain images make it easy for attackers to
perform statistical analyses to retrieve crucial information [6]. Recently,
digital images have been chosen as cover objects to hide secret information
in steganography since the redundancy in images is very high [7]. Among
various image formats, the GIF format is very popular due to its various
features, such as small file size, support for animation, support for lossless
compression, and usability in HTML. A lot of important and sensitive
information is present in GIF images that should be protected from
unauthorized access [8]. Nevertheless, GIF, being a very popular file format,
is very vulnerable to attacks [9]. Many conventional algorithms have been
proposed to secure the GIF images. However, conventional block ciphers and
algorithms such as are not suitable for securing GIF files as they faced several
limitations in computation time, key size, and security level, such as the
upper limit of the key space available to possible key search, security do not
guarantee chaos, not good sensitivity and so on [10]. Also, these algorithms
needed complicated calculations, which increases the complexity [11]. To

overcome these problems, a simple and robust technique has been proposed
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Abstract

Some important security needs include authentication, confidentiality,
integrity, non-repudiation, and user privacy. Many security systems include
these required protections for information transmission. The encryption
process is one of the most important security measures. Many secure
encryption algorithms are based on different keys and key lengths to ensure
a high degree of security. GIF file format is a common file format that is used
in several applications, and securing these files through transmission is
imperative. In this paper, an efficient method for encryption GIF files is
proposed based on using the modified present algorithm, modified ZUC
stream cipher, and an efficient method for key generation based on the
simulation of a dynamic billiard table to generate a number that controls the
encryption results. The proposed method tests through experiments on tests
the randomness of generated sequences, the quality of encrypted image
MSE, PSNR, SSIM, entropy, the time-consuming for encryption, and the
differential attack test through NPCR and UCAI. All experiments satisfy the
standard results, and the method could be used in all types of multimedia
file formats.

Keywords: GIF Files. ZUC Stream Cipher, Present Algorithm
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is to reduce fuel consumption, lower greenhouse gas emissions, and lower
operational and logistical costs. Many algorithms can be applied to the
operation of a hybrid energy system, depending on economic and technical
feasibility.

This hybrid system can also be further developed by adding another
type of energy storage, such as hydrogen fuel cells. This research also
presents some of the investment and operating costs of the hybrid energy
system components to compare economic and technical feasibility. Changes
in climatic conditions and investment programs affect the cost of the system
and the selection of its components, depending on the need to secure
electrical power for the loads.

Overall, the purpose of this work is to provide some practical
applications for hybrid energy systems, stimulate and develop new ideas in
this field, and promote the widespread use of this technology, both now and

in the near future.
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8. Conclusion

These days, there is a consensus among scientists, engineers,
economists, and politicians worldwide on the need to provide energy to all
sectors of life, including the information and communications technology
(ICT) sector, without harmful environmental impact.

In this work, a hybrid energy system is proposed that combines
renewable energy sources (solar and wind) with conventional sources (diesel
generators) with the possibility of storing energy through batteries. This
represents a solution for the efficient use of energy resources to provide
stability and reliability.

The use of renewable energy systems can be connected to the public
grid (in-grid), and this system can constitute the primary source of power

supply in the absence of an off-grid. Another goal of the hybrid energy system
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7. Control of hybrid power system

The basic principles of hybrid power system control are based on the

principles outlined in the previous paragraph. If energy is not available from

renewable energy sources, it is obtained and supplied either from the battery

or adiesel generator, primarily from the battery and then from the generator.

The battery can be charged with a lower current, which requires a longer

charging period. Conversely, if the charging current is high, the charging

period is shorter, resulting in a shorter battery life [15], [16]. There are many

battery parameters that must be taken into account, such as the minimum

battery voltage and the maximum charging current. In this research, the

variable parameters can be programmed as follows:

Battery monitoring: Two capacitors must be calculated based on
the available information: the actual capacity (representing the
battery's instantaneous capacity) and the charging capacity
(representing a percentage of the battery's nominal capacity). The
battery can be safely used up to a charging capacity greater than
the nominal capacity. If the charging capacity is close to the
nominal capacity, this indicates a high charge level (increased
charging time) and a low minimum allowable voltage.

Weather information, such as air temperature, relative humidity,
wind speed, and atmospheric pressure at the center's geographical

location. This is to obtain accurate information over a short period.

The control system relies on the battery's state of charge, as well as

controlling the diesel generator when needed. Figure (5) shows the control

of the hybrid power system without the presence of a central battery charger.
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6. Principle of hybrid power system operation

Figure (4) shows several types of electrical energy acquisition strategies.
The primary goal of a hybrid energy system is to secure electrical energy
from renewable energy sources (solar and wind energy) to power the load
(communications equipment) and charge the battery, if possible (Figure (4a).
If the electrical energy generated by either photovoltaic panels or a wind
turbine is insufficient, the load is supplied without charging the battery
(Figure (4b). When the electrical energy supply to the load from renewable
energy sources (solar and wind) is interrupted, the supply is secured from
the batteries and a diesel generator after the battery is discharged (Figure
(4c). When the diesel generator is operating, this indicates that the battery
has been discharged (4d). Care must be taken to protect the battery from
deep discharge, where the minimum voltage must be fixed at a constant
value (1.8V/cell), and from overcharging, where the voltage must also be
fixed at a constant value corresponding to the maximum current /,

att max **

PV pr

—_— Load —_— Load
> —>
Wind Wind
_—
@ Battery @) Battery
PV
L“_,, Load  ——$f—> Load
Iy —
Wind | I Wind I |
Diesel G
© Battery @ Battery

Fig 4: several types of electrical energy acquisition strategies

E231



‘ Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

maximum charging current | . Generator power is determined based

batt max
on the capacity of the photovoltaic panels. From the following relationship,
we find:

Py _ 9.6

cos ¢ 0.8

S =12kVA

min

A generator with a power of approximately 15kVA4(cos¢ =0.8).

Therefore, the presence of a backup diesel generator is a positive
factor for system reliability and complete power security. Typically, a large-
capacity diesel generator with a sufficient power factor is recommended for
powering equipment and other applications, if any. Small generators lack the
high quality and capacity, and the voltage is unstable, resulting in unstable
voltage and frequency. There is no possibility of using an intelligent
monitoring and control system for the backup diesel generator.

Calculating the fuel tank capacity V required for the generator, assuming
the generator will operate during certain times of the year (mostly in winter)
T, =15days . Average fuel consumption required 220g / kW , knowing that
1Liter ~ 1Kg .

V' =0.220x 9.6kW x 15dayes x 24h =760 Liters

Therefore, we suggest adding backup diesel generators to fuel tanks
(for certain periods of the year, such as during the winter) in case electricity
from the public grid is unavailable. Failure to add seasonal tanks (during the
winter) increases operational and logistical costs, as well as reduces system

reliability.
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fuel consumption and greenhouse gas emissions. Furthermore, operational
and logistical costs increase due to increased fuel tanks, services, training,

and increased staffing, etc.

5-3 Power of wind turbine

The power output of a wind turbine can be determined in several ways,
including the power required to supply the load only. In a hybrid power
system built on solid ground, the cost of a wind turbine is lower than that of
photovoltaic panels. Wind turbines are primarily dependent on wind speed.
Wind turbines are used to supply telecommunications equipment and charge

the battery with maximum current / When building a wind turbine, a

batt max *
wind atlas is required to obtain the optimal design, as the output voltage is
affected by the wind speed in the area. The turbine is selected based on the
equipment and its technical specifications.

In this paper, the turbine provides power to the communication

equipment and charges the battery with maximum current / =1804 .

batt max

Turbine capacityis determined based on the capacity of the photovoltaic
panels P,,, =9.6kW , since the turbine's output power depends on wind
speed and ambient weather conditions. Therefore, a 12kW wind turbine is

selected.

5-4 Diesel back-up generators

Diesel generators are used when electrical power is not available from
solar panels (due to lack of solar radiation) or a wind turbine (wind speeds
are very low), and the battery is discharged. In this case, diesel generators

power telecommunications equipment and charge the battery at the
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5-2-2 Method Il
In this method, the electrical power generated by the photovoltaic
panels will be determined to supply power to the equipment and charge the

battery based on the maximum current of the battery [15].

Boyy =1, Upe +1, Upc (13)

att max

P,,, =204x48V +180A4x48V =9.6kW

Therefore, the area of photovoltaic panels is determined according to
this method as follows:

9600

SPVZZPPVZ/Rj: 135 71m’

S,y,: Photovoltaic panel area (m?)
P,,, : Power generated by photovoltaic panels according to Method Il
U . : Nominal voltage 48Vdc

I, : DC current for communications equipment

1

batt max

: Maximum charging current of the battery.

Results for Photovoltaic panels Area According to the two previous
methods, it was found that §,,, > §,,, : Both of the above methods were
used to calculate the photovoltaic panel area. The decision to choose one of
them depends on several factors, including price, weather conditions, and
operational costs, among others.

In this work, we propose a larger photovoltaic panels area to reduce
fuel consumption required to operate the diesel generator, lower greenhouse
gas emissions CO2, and reduce logistical costs through the use of anintelligent

simulation system for the hybrid energy system. In general, a smaller

photovoltaic panels area can be adopted, but this leads to increased fossil
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EPV = IDCUDCYZns + IDCUDCT;ack—up (12)

E,: Power generated by photovoltaic panels
I, DC current for wired and wireless telecommunications equipment 20A
U, Nominal voltage 48Vdc
T, . : Sunshine period Sh
Tk Battery operating time 48h

E,, =204x48V x9h+20A4x 48V x 48h = 54.720kWh

The power required to be obtained from photovoltaic panels during
the period of sunshine is expressed by the following mathematical
relationship:

>4.720 6.080kW

Boyy=Epy, /Zns =

To determine the optimal area for photovoltaic panels, after knowing
the technical and technological characteristics of the panels (for example, a
monocrystal photovoltaic panels has a higher energy density than a
polycrystal cell, and the price is also higher), according to the following
formula:

Sy =Py | P2 = _OOSOW__ 45,2

"U13SW  mE

S,,, : Photovoltaic panel area (m2)
P,, : Power generated by photovoltaic panels

P : Maximum power per unit area (m2)

E227



‘ Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

5-2 Area of photovoltaic panels

Many methods and algorithms have been developed for optimal
photovoltaic panels. In this study, photovoltaic panel size is a critical factor due to
price and cost. The basic principle of using PV panels is to obtain electrical energy
to power equipment and charge the battery. This research relies on photovoltaic
panels during the summer, and the panel size is determined based on the
equipment available at the center. The day will be divided into two periods: the
first period 9h (during this period, the cell provides maximum power), and the
second period 15h (black period, during which no electrical energy is obtained
from the photovoltaic panels). The requirements of the photovoltaic panels
during the first period 9h are to provide power to the telecommunications
equipment and to charge the battery sufficiently during the black period 15h (the
second period), which is predetermined based on meteorological data. Diesel
generators can also provide power, but the goal is to reduce fuel consumption. A
larger area for photovoltaic panels means more electricity, not just in the summer,
but also during periods of less sunshine. The end results are linked to lower
operating costs and lower greenhouse gas emissions CO,.

Two methods are proposed to determine the size of panels necessary

to provide energy to fit the available space.

5-2-1 Method |

In this method, the electrical energy generated by the photovoltaic
panels during the summer will be determined to supply power to the
equipment and charge the battery [9]. The energy stored in the battery is
determined based on the power required to supply the equipment, according

to the following relationship:
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5-1 Capacity of battery

The minimum battery capacity can be calculated according to the
following formula:

Onin = I pc T K, (AN) (11)

l,.: DC power for communications equipment (20A)

T : Battery self-recovery time

K, : Battery capacity factor, which depends on the type of analyzer and
increases with decreasing temperature. Its value is equal to 1.15.

0. =204 x48hx1.15=1104(Ah)

In this system, four Lithium batteries (4x300Ah) connected in parallel
and with the same voltage will be used 48Vdc.

0= 4><300(Ah) > Q(Ah)min =1 104(Ah)

This type of battery offers a balance between price, the number of
charge and discharge cycles, the depth of discharge, and the specific resistance.
Another important characteristic is the high charging current, which, in turn,
shortens charging times. On the other hand, a high charging current reduces
battery life and increases operating costs. Typically, the battery current is fixed
at a constant value, while the intelligent control system adjusts the current
value based on battery condition and weather conditions.

Amperage capacity of the battery pack used:

C, = 4><300(Ah) = 1200(Ah)

Thus, the battery current according to the manufacturers:

l,,=01C, =1204

Maximum battery charging current

I =0.15C,, =1804

batt max

E225



‘ Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

e Equipment capacity (load DC) 1000W

e Load current 20A

e Need for diesel generator operation 15days/year

¢ Need for two batteries to operate continuously 2days

These assumptions can affect system costs, and they vary from one
system to another and from one geographic region to another. In areas with
greater sunshine, generator operating hours are reduced, resulting in

reduced fuel consumption and environmental conservation.

5. Calculation and component sizing

The principles adopted in this work are: operation at direct current (DC)
and nominal voltage 48Vdc. The inverter will not be considered in this study,
given that the center's equipment operates on direct current and is powered
solely by the proposed hybrid system. The remaining components operate at
high efficiency. There are numerous studies and researches that take inverters
(DC/AC) into account and calculate the necessary parameters (output voltage,
distribution, meandering and disturbances, peak values, and harmonics). Figure
(3) shows the power system used in this study and illustrated in this work.

PV Wind turbine Diesel G

IS N

|
Q
Q

Load

\ 4 \ 4 >
0 v 0

Battery

Fig 3: the power system used

E224



Design of A Hybrid System for Powering Wireless Communication Units '

where the center (operating communications equipment) or telephone booth is
to be built must be known. The reliability of the system to provide electrical power
must also be determined. In the detailed study of the hybrid power system, the
financial costs, maintenance and replacement costs, investment and operating
costs must be determined [13]. To calculate and size the power system, it is
necessary to know: the geographical location, meteorological data, temperatures,
the insulation period per year, the type of insulating material used, the insulation
period per day, the voltage required to supply the electrical equipment, the
operating time of the backup diesel generator, and the charging and discharging
periods of the battery. These requirements play an important role in determining
the total cost of the hybrid power system to be invested in [5].

For example, in a region with unstable and variable climatic conditions
throughout the year, high-capacity batteries are used. These batteries are
charged via photovoltaic panels, which are the most expensive component
of the system, and also via a wind turbine. In this case, diesel generators
operate at a minimum, thus reducing the fossil fuel consumption required to
operate the generators. Therefore, accurate and precise data are essential
when designing a hybrid energy system.

The hypotheses that will be taken into consideration in this study are:

e Temperature varies from -150C to +400C -

e Number of hours of sunshine per year 2400h

e Average daily sunshine 7h

e Number of hours of sunshine per day in summer Sh

¢ Nominal voltage 48Vdc

e Input voltages for communications equipment range from
(40.5VDC —57VDC)
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3-4 Diesel back-up generators

Diesel generators are used in a hybrid power system to continuously
provide electrical power to telecommunications equipment. One requirement
is to optimize the generator's size and reduce fuel consumption, thereby
reducing carbon and greenhouse gas emissions CO,.

It is necessary to purchase a diesel generator at the beginning of the
project to calculate the costs of the diesel generator, which will later serve as
a backup component in the proposed power system. We take into account
the generator's capacity R (kW) for a lifetime L, which is typically shorter
than the turbine's or photovoltaic panel's lifetime. The initial investment

value is calculated according to the following equation [14]:

14es |
f,=a,.R,. il[ 1+rj (9)
Which a ($/kW) is the initial cost.
The total annual cost is as follows:
OM , = (Cyey + Aoy )R, T, fac2 (10)

From the relationship (10), we find that the fuel price is calculated
using the factor a,,($/kWh), while the operating and maintenance costs
are calculated using the parameter aMCd(EB/kWh). The total number of

working hours is expressed using the factor 7, .

4. System design
Many methods and algorithms are being developed for designing and
modeling hybrid power systems. To obtain the optimal model, as well as to

calculate and design the system's components, the climatic data of the area
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Faraday Energy energy
Lifespan at | Operation
Type Electrolyte | effeciency effeciency density
20°C T/C|
% % Wh/kg
Pb H,S0, >99% 75-90% 20-35% 500-2000 -20 - 60
Nickl-
KOH >99% 70-87% 40-60% 500-2000 -40 - 60
Cadmium
Nickel-
KOH >99% 70-87% 60-80% 500-2500 10 - 50
metal alloys
Lithium LiPF, >99% 70-95% 100-200 500-4000 -20 > 60

The total cost of storing electrical energy (battery cost) is expressed by

the following formula [14]:

Soan =Ry

)
p=1

1+es

1+7

a, : Capital per kilowatt-hour

R, : Battery cost

(x—l).L,,

(7)

x,: Number of batteries to be purchased over the lifetime of the

system

L, : Battery lifetime, which is typically less than the lifetime of the

system as a whole

' : Interest or inflation rate

es : Escalation rate

Neglecting the operational cost of the battery, and taking into account

the annual operating and maintenance costs ($/kWh/ year) %omv | we find

that the total cost of the battery during the system lifetime is:

OM, =a,,,.R,.fac2
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including: the area that the turbine can occupy ( A, ), the price of one square
meter ($/m’ )SW,, as well as the interest factors (r ), inflation (j), and the

time period of the project (system) N.
f,=9S,.4,.facl (4)

By entering the annual maintenance cost and the annual operating
cost, we can calculate the total cost over the life of the wind turbine system

in terms of investment and maintenance costs.
OM , =a,,. A, fac2 (5)

oy, - Annual cost of operation and maintenance

pag el e, ()]

(1+7) (r—es) 1+7r

Which (es) is escalation rate (for es=r we obtain fac2 = N).

3-3 Energy storage

There are different types of energy storage (batteries, hydrogen fuel
cells, etc.). Storage is a critical component of the energy system to ensure
energy is available at all times. When selecting batteries, considerations
must be given to the number of charge and discharge cycles, lifetime,
technology, depth of discharge, resistance, and cost. The following table

shows the technical characteristics of several types of batteries.
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energy system include the small site (rooftop or adjacent garden), weather
conditions, the type of cell technology, and financial costs [11].

The area occupied by the photovoltaic panels is expressed as a symbol
A (m2 ), where the price per square meter is expressed as a symbol o ($ / mz)
. Therefore, the cost of photovoltaic panels, after taking into account the

purchase price per square meter S, we get:
Jrr =S54 facl ()

The total annual cost after taking into account operating and

maintenance costs @, ($/m2 /year) is as follows:

OM,, = o, As. fac2 (3)

Where facl = (1+—]
(1+

r: Interest factor.
Jj : Inflation factor.

N : Project lifespan

3-2 Wind turbine

Electricity generation depends on wind speed, with slight changes in
speed resulting in minor variations in electricity generation. On the other hand,
wind disturbances result in fluctuating power generation [12]. Therefore, a key
requirement is to ensure as constant and stable electricity generation as
possible. When designing, a wind atlas and accurate data are required.

The operational cost of a wind turbine can be expressed by the

following mathematical relationship, which is linked to several factors,
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For new cabins or centers, it is preferable to build them from insulating
materials according to the standard specifications used and applied in this
field. In areas with high solar radiation (long periods of sunshine), it is
preferable for the walls to be made of two layers of insulating materials, as
shown in Figure (2). Therefore, the use of insulating materials is considered
an important indicator of reduced electrical energy consumption, and on the

other hand, it is considered a positive factor at the environmental level [10].

Thermal insulator

Air insulator

Communications
equipment

1
Communications

equipment

Fig 2: insulation materials

3-1- Photovoltaics panels

Solar radiation can be harnessed to generate electricity directly using a
photovoltaic panel. However, the associated problem remains the high cost
per watt produced by the panel. One of the key requirements in designing a
hybrid energy system is optimizing the size of the photovoltaic panel. Factors

that affect photovoltaic panel and must be considered when designing an
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1, : Initial value of the project (initial investment)
S, : The present value of implementing each system element
E, : Annual energy required by the system

OM.,,: Present value of operating and maintenance costs

3. Outdoor cabinet design

Some stations may be located outdoors to avoid weather factors, external
influences, and mechanical protection. This requires good design for outdoor
stations. Sometimes (summer, for example), the center's internal climate plays
a significant role in influencing the operation of the equipment. This requires
the provision of insulating materials such as rigid insulating panels or insulating
glass wool (rock wool, polystyrene, polyurethane, foam, and fibricated fiber), as
shown in Figure (1). The concept of thermal insulation and its applications in
centers are linked to the country's legal regulations and the encouragement of
investments in this field. This solution of direct insulation ensures that the

internal temperature does not rise, thus reducing energy consumption.

- -

S —

ViV

Fig 1: outdoor cabinet
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a diesel generator, and a storage system (batteries). These elements play an

important role in the system's operation to be at its best performance.[5], [6].

2. Requirements
The basic requirements for supplying a communications center must
ensure public safety, long life, and continuous electrical power supply [7], [8].
The proposed power supply solution must achieve high efficiency in
usage, energy consumption, and reliable operation of the electrical equipment
connected to the center. Sometimes, the power consumed can be animportant
indicator of the total power consumption where the equipment is installed.
The hybrid power system is designed to supply the equipment with the
appropriate voltage, whether direct current, alternating current, or both. To
avoid high and prohibitive costs, an optimal approach must be followed [9].
One of the design requirements is to combine costs with the potential
utilization of the system, achieving both economic and technical feasibility.
When choosing renewable or hybrid energy systems, they must achieve
economic feasibility within acceptable limits compared to conventional
systems or obtaining energy from the public grid, in addition to the goal of
preserving the environment and reducing pollution and its harmful effects.
The total cost of the hybrid energy system is expressed by the following

relationship:

1
E,N

f= (2:1(11{ —Sp +OM )) (1)

k : Elements of a hybrid energy system (solar, wind, diesel generator,
and battery)
N : Project lifespan (system)
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1. Introduction
Many governmental and private organizations and institutions are

working to utilize renewable energy and increase its efficiency in the near
future, depending on available resources. Renewable energy can be used to
power wired and wireless communications units using hybrid systems.
Utilizing renewable energy reduces greenhouse gas emissions and lowers
electricity consumption in buildings, transportation, and electrical logistics
applications [1],[2]. Du to the positive benefits of renewable energy, such as
mitigating global warming and other environmental issues, it also reduces
the consumption of fossil fuels in electricity generation. This has prompted
serious consideration of utilizing renewable energy, especially hybrid
systems, to power wired and wireless communications centers in remote
locations far from the public grid where electricity is unavailable [3], [4].
Renewable energy, with its high efficiency, can be a viable solution for
many large investments. Therefore, governments must make regulatory,
administrative, and legislative efforts and create frameworks to stimulate
investments in this field due to its positive advantages. The investment
proposed in this research is securing electricity for a communications center.
Renewable energy sources include fuel cells, photovoltaics, wind generators,
tidal, geothermal, and hydraulic. The investment proposed in this research
combines renewable energy (photovoltaics and wind) with conventional
energy (diesel). One of the positive features of a hybrid system (energy and
storage system) is the continuous provision of electricity from both sources or
one of them, thus achieving reliable electricity supply. In this research, the
hybrid system will be reviewed in terms of design, calculation, size, and control.

The system includes the following components: photovoltaics, a wind turbine,
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Abstract

Wireless and optical communication units are becoming more
widespread nowadays, especially in rural areas. Therefore, feeding electricity
has become essential for the continuity of services. As a result of economic
and social development, there has been an urgent need to supply electrical
power for the basic requirements of wired and wireless telecommunications
equipment. This is linked to public safety, long life, and connection to
uninterruptible power systems to ensure continuous power supply, whether
from renewable energy sources or traditional diesel systems. This research
studies and designs a renewable energy (solar) power system to power
telecommunications equipment. The proposed power system consists of the
following main components: photovoltaic panels, a wind turbine, an energy
storage system (battery), in addition to the traditional power system
represented by a diesel generator. The study addresses several principles,
including reliance on meteorological information and the condition of the
battery used in this system. This type of system offers the following benefits:

reduced fuel consumption, lower CO2 emissions, and lower logistical costs.
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density mmWave environments. It adds a lot of benefits to the proposed
system because it dynamically distributes power, which enables the system
to adapt to user density and fluctuating network conditions, thus greatly
reducing interference and resource competition. Future research will focus
on significant improvements in system performance through better power
allocation and user scheduling in RIS-enabled systems, in particular. The
latency model is to be examined in some practical conditions, such as queuing

delays, handover effects, and packet retransmissions.
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Fig. 12. Fairness index versus against SNR for three different scenarios with optimization
technique

4. Conclusions

The proposed system achieves substantial enhancements in SE and
throughput via the implementation of CR spectrum detection and intelligent
phase shift optimization across diverse user configurations inside the
mmWave environment. Studies show that adding RIS to CR-based mMIMO
cooperative NOMA systems greatly lowers latency and packet loss while
raising the fairness index, especially when there are a lot of users. The
findings indicate that RIS-assisted cooperative NOMA is an optimal selection
for future 6G networks, as it diminishes interference, enhances signal quality,
and optimizes system performance under high mobility. The study’s findings
confirm the significant improvement and increasing importance of Q-learning

approaches in reducing latency, packet loss, and the fairness index in high-
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Observe the variation of the fairness index as a function of SNR across
three distinct systems in Figure 12: mMIMO cooperative NOMA, mMIMO CR
cooperative NOMA, and mMIMO CR cooperative NOMA with intelligent RIS,
and systems utilize the Q-learning approach. When the SNR is low, particularly
at 5 dB, the system becomes unstable as it fails to provide equitable power
distribution among users under adverse signal conditions, resulting in the
loss of advantages from CR and RIS owing to significant interference.
Additionally, Q-learning may struggle to balance exploration, seeking
superior solutions, and exploitation by selecting the most effective known
action, resulting in instability and suboptimal fairness.

With 100 users and 40 dB SNR, the fairness index performance levels
for the three systems are 0.71851, 0.71214, and 0.72123, respectively. When
comparing the performance of the fairness index ratio before and after using
Q-learning, we find that the fairness index improvement rate for the three
systems reached 20.9%, 20.4%, and 20%, respectively. Q-learning and RIS
provide an effective approach to enhance fairness in cooperative NOMA
systems by dynamically distributing power and optimizing signal conditions
for weaker users, hence providing a more equitable performance across all

users. These outcomes surpass those of [50-55].
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the NOMA cooperative mMIMO CR system, and the mMIMO cooperative
NOMA CR system combined with intelligent RIS. The system is rather unstable
in terms of fairness across different configurations and SNR levels, with
fairness values that don't change much. CR and RIS seem to have little effect
on justice, since they don't change much from the basic cooperative NOMA
system. Still, they have certain benefits, including higher signal quality and a
better user experience. Also, fairness is constrained by things like how power
is shared, who uses the channel, and how the channel is set up, which don't
change much between different setups. The performance of the three
systems is approximately equal to the SNR of -15 dB and then begins to
diverge. At an SNR of 40 dB, the fairness index ratings for the three systems
are 0.47, 0.658, and 0.48, respectively, with 100 users.
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Fig. 11. Fairness index versus SNR for three different scenarios
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NOMA, and mMIMO CR cooperative NOMA with intelligent RIS integration
with Q-learninglogarithm. Ata user density of 50, the packet loss performance
of three systems is 9%, 12%, and 1%, and at the user density of 100, the
packet loss performance of three systems is 17%, 18.5%, and 13%,
respectively, at the SNR of 40 dB. The results show that utilizing Q-learning in
conjunction with RIS greatly simplifies the problem of dealing with packet
loss in dense cooperative NOMA systems. This method drastically reduces
packet loss rates in situations with a high concentration of users. These

results surpass those of [44-54].
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Fig. 10. Packet loss vs. user density for three different scenarios with Q-learning
logarithm

Figure 11 displays the fluctuation in the fairness index in relation to

SNR across three separate systems: the NOMA cooperative mMIMO system,
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Figure 9 shows how packet loss varies with the number of users in
three different systems: mMIMO cooperative NOMA, mMIMO CR cooperative
NOMA, and mMIMO CR cooperative NOMA with intelligent RIS. At a user
density of 50, the packet loss performance of three systems is 22%, 22.5%,
and 21%, and at the user density of 100, the packet loss performance of
three systems is 23.5%, 23.75%, and 22%, respectively, at the SNR of 40 dB.
Anincrease in users results in greater interference and diminished resources,
adversely affecting all systems. Optimal placement of RISs, phase adjustments,
and additional strategies, such as user clustering and improved power

distribution, can optimize performance.
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Fig. 9. Packet loss against user density for three different scenarios with optimization
method

Figure 10 shows how packet loss changes with the number of users in

three different systems: mMIMO cooperative NOMA, mMIMO CR cooperative
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Figure 8 exhibits the variation in latency relative to the number of
users across three distinct systems: mMIMO cooperative NOMA, mMIMO
CR cooperative NOMA, and mMIMO CR cooperative NOMA integrated with
intelligent RIS utilizing a Q-learning algorithm. At a user density of 52, the
latencies recorded are 0.21, 0.23, and 0.20 ms. With 100 users, the latencies
for mMIMO cooperative NOMA, CR mMIMO cooperative NOMA, and CR
MMIMO cooperative NOMA systems with the intelligent RIS of 40 dB SNR
are 0.47, 0.51, and 0.45 ms, respectively. These results are better than
those of [44-53]. Compared to the previous result, we find an improvement
of 38.2%, 37.8%, and 38.4% for three scenarios due to a reduction in
latency due to the use of the Q-learning algorithm for diverse power
allocation strategies based on the variation of user density, which leads to

greater stability in access time.
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Fig. 8. Latency versus user density for three different scenarios with optimization
algorithm
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The latency performance of mMIMO cooperative NOMA and mMIMO
CR cooperative NOMA using intelligent RIS systems was 6.8% and 5% better
at 50 users, respectively, than mMIMO CR cooperative NOMA, which had a
latency of 0.31 ms. At a user density of 100, mMIMO cooperative NOMA and
mMmMIMO CR cooperative NOMA using intelligent RIS systems had 9.5% and
6% better latency performance than mMIMO CR cooperative NOMA, which
had a latency of 0.87 ms at the SNR of 40 dB; the outcomes surpass those of
[44]. The mMIMO CR cooperative NOMA with an intelligent RIS system has
superior latency performance, even at elevated user densities, positioning it
as a formidable option for high-density 6G networks where interference

control is essential.

09 . T . :
=—8—mMIMO Cooperative NOMA
= ¥ 'mMIMO Cooperative NOMA + CR
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Fig. 7. Latency vs. user density for three various systems
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the impact of user density by improving channel conditions and reducing

interference, especially in high-user-density scenarios.

— & -wio RIS (-20 dB)

—B—with RIS (-20 dB)
o wio RIS (40 dB)
—B—with RIS (40 dB)

Throughput (Gbps)

e : : ]
0 100 200 300 400 500 600 700 800 900 1000
Number of Users

Fig. 6. Throughput versus user density of mMIMO DL CR cooperative NOMA users with
and without intelligent RIS

Figure 7 illustrates how latency varies with the number of users in
three systems: mMIMO cooperative NOMA, mMIMO CR cooperative NOMA,
and mMIMO CR cooperative NOMA with intelligent RIS. As user competition
for limited resources intensifies, network congestion and interference occur,
leading to increased latency with more user density. mMIMO CR cooperative
NOMA regularly exhibits higher latency than traditional NOMA utilizing the
MmMIMO method and mMIMO CR cooperative NOMA with RIS [52]. The
heightened latency is due to the requirement to implement a coordination
layer and perform channel sensing, which introduces further latencies from

interference management and channel access.
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Fig. 5. Throughput against mobility speed for 100 mMIMO DL CR cooperative NOMA
users with and without intelligent RIS

Figure 6 shows the mmWave mMIMO DL CR cooperative NOMA PD
system with and without intelligent RIS. It shows the throughput and user
density for different user numbers. Throughput reduces with the rising user
density. The group of 1000 users achieved throughputs of 0.01 and 0.05
Gbps/Hz, as well as 0.21 and 1.1 Gbps/Hz, without and with intelligent RIS,
at the SNR of -20 and 40 dB, respectively. A cohort of 50 users achieved
throughputs of 0.1 and 0.33 Gbps/Hz, as well as 3.76 and 17.51 Gbps/Hz,
without and with intelligent RIS, at SNR levels of -20 and 40 dB, respectively.
The findings are better compared to those in [49].

As the user base expands, performance generally declines due to user
interference and resource allocation. In cooperative NOMA systems, it is

common for multiple users to compete for identical resources. RIS mitigates
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Figure 5a-b shows the throughput and mobility speed (from 0 to 350
km/h) for 100 users in the cooperative NOMA PD system with mmWave
mMIMO DL CR technology, with and without the intelligent RIS. As speeds
increased, the throughput decreased due to Rayleigh multipath vanishing.

Figure 5-a demonstrates that a system with a (-20 dB) SNR undergoes
a more rapid decrease in throughput when mobility speed escalates, unlike
the system using RIS. Mobility rates of 50 km/h intensify system attenuation,
resulting in a significant reduction in throughput. The poor SNR causes the
signal quality to deteriorate to such an extent that augmentation of
transmission power is unable to maintain an acceptable throughput level;
the results achieved surpass the findings of [49].

The system illustrated in Figure 5-b has the SNR of 40 dB. At low
mobility rates (0 to 30 km/h), throughput is improved, especially with the
application of RIS. The RIS enhances signal reception by efficiently
reflecting or refracting signals in the desired direction. As mobility
increases, the throughput decreases. RIS has no impact on enhanced
throughput at high speeds (up to 350 km/h) compared with systems
without RIS [51]; the obtained results are better. At a higher SNR level of
40 dBm, throughput always shows that greater transmission of power

reduces losses caused by mobility.
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attributed to the fact that the RIS system improves signal quality by reducing
interference and enhancing channel gain. This is evident in the large changes

in the percentage of 1000 users. The results are better than [13-48-50].
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Fig. 3. SE versus SNR for 4 different groups of mMMIMO DL CR cooperative NOMA users
with and without intelligent RIS
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Fig. 4. Throughput vs. SNR for 4 different groups of mMIMO DL CR cooperative NOMA
users with and without intelligent RIS
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and without intelligent RIS and CR, with the impacts of mobility speed and

network density on throughput and latency across different user densities.

Table .1 presents comprehensive details on the simulator settings employed for
modeling proposal system networks

Parameter Value

Number of Users 50 to1000
Mobility Speeds 0 to 350 Km/h
Number of Antennas 256x256

RIS Configuration 512x512

SNR (dB) -20 to 40
Modulations 1024 QAM

Path-loss exp. 2.7

BW 30 GHz
Cellular type Microcells
Frequency Range 26 GHz to 40 GHz

Figure 3 shows the SE and SNR for 50 and 1000 users in the mmWave
mMIMO DL CR cooperative NOMA PD system. The SE improved as the SNR rose.
The group of 50 and 1000 users reaches a maximum SE of 2.0201 and 0.0952
bps/Hz, respectively, when the combination system is used with the intelligent
RIS; the SE is enhanced by 72% and 58%, respectively, at the SNR of 40 dB.

The throughput and SNR for 50 and 1000 users in the mmWave mMIMO
DL CR cooperative NOMA PD system are shown in Figure 4. The throughput
improved as the SNR increased. The groups of 50 and 1000 users reach a
maximum throughput of 12.2143 and 0.5692 Gbps, respectively, when the
combination system is used with the intelligent RIS; the throughput is
boosted by 76.2% and 98%, respectively, at the SNR of 40 dB.

The RIS system significantly improves the SE and throughput of the

proposed system, especially as the number of users increases. This is
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Algorithm 1. Q-Learning algorithm

1. Initialize the Q-Table and hyper parameters (a,y,&,4, 1, f3)
2. Commence ¢:

a) Initialize state §, encompassing SINR,P,,..and P,, R for

lloc?

each user.
3. Inthe ¢ of convergence or maximum iterations:
a) Select action according to the & -greedy policy.
b) Implement action ( £, ) and monitor:
e Subsequent state s'.
e Reward R(s,a) is determined by delay, packet loss, and
fairness.
c) Revise Q-value:
Q(S,a)—)Q(S,a)+a * (R(S,a)+}/ *maxQ(s',a')—Q(s,a).
d) Update state stos'.
4. End ¢:
a) Derive the best strategy for latency, packet loss, and equity.
5. Implement an effective power allocation strategy.

6. End.

3. Simulation Results and Discussion

The simulation parameters for the proposal systems model in 6G
networks can be seenin Table 1. The results indicate the relationship between
the scalability of these systems and the rise in user count, SNR, and
throughput. The charts depict the results of many mMIMO cooperative

NOMA scenarios, emphasizing the distinctions between configurations with
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a={R,P,....F} (30)
a represents the power location of each user, determined by 0 the
probability of exploration.
K
R(s,a)= —%Z(Lk+y-gm1ek)+ﬂ-F
k=1 (32)
Based on the Bellman equation, Q-learning updates Q-values,
Q(S,a) “— Q(s,a) + a[R (s,a) + 7a'maxQ(s', a') —Q(s,a)} (33)
Q-value for state s and action a; a = learning rate. Discount factor (y
factor). The maximum Q-value for the subsequent state s’ over all potential
actions s’. The procedure runs until Q values converge or for a set number of
iterations. After that, the latency, packet loss and fairness are determined

using equations (27, 29 and 30) respectively.
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Where L is latency, f(SNR) is the channel-dependent factor for
different channel models and user setups.
For each user, packet loss P, occurs if their SINR falls below a

specified SINR threshold,
{ 1 lf. SINR < S]NRthreshnld
loss =
0

otherwise (28)

:(EZEJE}kf
K- Zlilrkz (30)

where F isfairness, r_representsuser k's throughput, L, represents

F

user k's latency, and £ balances latency and fairness. The cooperative
NOMA throughput, latency, and packet loss optimization approach is
thoroughly analyzed, as seen in logarithm 1, focusing on the mathematical
aspects of logarithmic power distribution and its effect on latency, packet
loss and fairness index calculation. A broad goal is,

R=ZK:}”k—/1-L—/J-P

k=1 (31)

where R is System performance reward. 7, is user k throughput. K
user total. L system aggregate latency. P System-wide packet loss. The
weight factor A balances throughput and latency. u# Weight factor for
packet loss reduction. Each state s encapsulates pertinent attributes of the
system:

s ={SINR,,SINR,,...,SINR, P

alloc?

PLR,PLR,,...,PLR,} (32)

where power allocation P, user k (P, R) packet loss ratio. Power

lloc >

allocation to each user is action as,
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pk(t+At):pk(t)+vat-[cos(Qk),sin(Hk )] (18)

Mobility speed in m/s is represented by vi € MobilitySpeeds . Modeling
the BS-user channel uses path loss, small-scale fading, and user mobility. For
user k at distance d,(¢), the path loss is [48],

4rd (t) -

PL(t)=| —x/1

All users' small-scale fading is modelled as Rayleigh fading channels. At

time ¢, the BS-user k channel matrix H,(¢) is,

Hk(t) = PLk(t)'(Gk(t)+jBk(t)) (22)
The real and imaginary channel sections are modelled by independent
and identically distributed Gaussian random matrices G,(¢) and B,(t). RIS
channels connect users to the RIS. H, (¢) represents the channel matrix

for RIS-assisted user kt at time ¢ [49],

HRIS,k(t) = PLys (t) q)(t)'(GRfS’k(t) + jBRIS”‘(t)) (23)

The real and imaginary components of the channel from RIS to user k

are GRIS,k(t) anijRIS,k(t) .

B, (t)"Hkls,k(t)‘z

SINR s (1) = -

Z./<ka(t).‘HRIS’k (t)‘ + NO (25)
D=SExBW (26)
where D is data rate (bps).

I Data Sizexf(SNR)
(27)
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where [ is user interference. RIS signal intensity is greatly improved by

optimizing phase shifts. Define optimization issue:
2

mgax|HR]S| (13)

Combining all components creates this cooperative NOMA system with

RIS and CR for SE. Both direct and RIS-assisted user-BS connections employ

the Rayleigh fading channel model. The user k'S effective NOMA system

with RIS channel is,

hy . =H+ gf@Hd (14)
The SE for user k in a NOMA system with RIS [46] is,
Plh, . |*
SE =log,| 1+ X eﬁ’k‘z
ZA Piheﬁ-i‘ +o’
i<k I (15)
Calculate throughput T as,
T = SEtotalx Bavail (16)

To calculate throughput with and without RIS, alter user density by
changing the number of users k& depending on area size A and density p,
K = px A.Thus, user density affects throughput [47],

pxA

T inrvithout RIS(/O ) = ;SE with/without RISk (17)

Changes in distance and relative velocities alter channel conditions
when users move randomly. Let, p, (t):[xk (Z),yk (l)] represent user k's
position at time t. v, represents user iii's speed. @ represents user f's

random movement direction. The position of user k at time ¢+ At s,
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RIS
Controller i

@

CR Network

HR

Cooperative NOMA Network
with Relay Channel

Obstruction

Fig. 2 illustrates mMIMO PD DL CR mMIMO cooperative NOMA with users employing

intelligent IRS and mm-Wave methodologies

The RIS-assisted communication connection CSI channel model is,

H o= GOH,

(10)

The BS-RIS channel is represented by H e C*=*" , whereas the RIS-

user channelis G e CV*¥» _ The diagonal matrix ® = diag(e’®,e’” ...,

ej e’VR[S

represents the phase shifts caused by the RIS elements. The user received

this RIS signal [42],

:){(RIS: Hf'x+ng®de+zk

where g, is the RIS-user channel.

P-|H, |

SINR o= 251 |
I+N,

(11)

(12)
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User index [ (1st user has most power). In cooperative NOMA, user
k's received signal is,
K
V= H:Z\/Fkxk +2z,
i (6)
x, isthe transmitted signal, B, is the power (higher for poorer channel
conditions), and z, is noise at user k. SIC lets better channel users decode
and delete weaker channel users' signals before decoding their own. The
SINR for k users as [11],
fkhk
> P AN 7)

For cooperative users, SINR additionally accounts for relayed signals [44],
k-1
SINR,,,= SINR,+ Z;SINR ’
o (8)

Calculate the k" user's SE,,

SINR,=

B
SE=-log, (1+SINR,,,, ) o)

The diverse reflective elements of the intelligent RIS device can alter
the phase of incoming electromagnetic waves, hence improving

communication quality, as seen in Figure 2.
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distribution is employed to determine the real and imaginary channel
coefficients for Rayleigh fading.

y=Hx+z (2)

where x is the BS broadcast signal, z, ~CN(O,02)is the AWGN with
variance o*. CR comprises PUs, who are authorized to utilize certain
frequency bands, and SUs, who can access unoccupied spectrum without
disrupting the PUs. Spectrum sensing methodologies allow PUs to detect
available channels. A power discovery technique is employed to assess
channel occupancy by monitoring power levels, while the presence of
primary usersisidentified using prior knowledge of their signal characteristics,

mathematically described as follows.

E- ﬁ;\y[n]\z 3)

The receive signal y[n] N samples. The spectrum sensing decision

rule is [44],
H, iflE <»(spectrumlavailable)

Decision = i .
H, if(E >»(spectrum(occupied )
E is the signal energy and A is the detection threshold. The available
bandwidth, B, is determined as follows,
B = Biow— Boccupied (4)
B, .piea FEPresents the bandwidth utilized by PUs ascertained using
spectrum sensing. NOMA multiplexes PD users to share time-frequency
resources. Channel conditions determine user power levels. The total power
Pt is allocated among users based on their channel conditions.

P= ptl
k (5)
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Fig.1 illustrates mMIMO PD DL mMIMO cooperative NOMA
with k users employing CR and mmWave technology

InmMIMO, eachBS possessesseveralantennas( A/ )andaccommodates
multiple users (N ). The mMIMO will physically multiplex many users and
focus energy in narrow beams on each user, enhancing data rates and
spectrum efficiency. The mMIMO channel is represented for each user as a
Rayleigh fading channel matrix. When there is no LoS path between the
transmitter and receiver, Rayleigh fading happens. This makes the received
signal made up of several separate, scattered parts. Modeling the BS (with
M antennas) for user k channel, the i e C** channel vector connecting
the BS to the k& —th user [42].

H=| by hygnenhy |7 (1)
where isthe system userindex. 4,_,, is the channel coefficient between
the kth user and the transmit antenna. M, is the number of BS or transmitter
transmitting antennas. The coefficient of the Rayleigh fading channel
between the m —th antenna at the BS and the k —t/ user is denoted by the
complex Gaussian random variable %, ,~ CN (0, fk). User k perceives Sk

as large-scale route loss and shadowing. A formalizable univariate Gaussian
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The impact of different mobility speeds on the effectiveness of CR
mMIMO DL cooperative NOMA networks, ranging from 0 to 350 km/h, is
analysed, considering scenarios with and without RIS. This element is crucial
for understanding the robustness of intelligent RIS-assisted systems for high-
mobility users.

The examination of user density and the impact of latency, packet loss,
and SNR on fairness index throughput demonstrates the scalability of NOMA
collaborative DL systems and suggests improvements to the network
architecture.

This work employs a Q-learning algorithm to enhance power allocation,
providing an adaptive method that enables the system to learn and modify
power distribution according to network circumstances, hence optimizing
latency, packet loss, and fairness index.

The succeeding portions of this work conform to this structure. Section
Il offers a detailed examination of the proposed models and approaches.
Section lll outlines the simulation parameters and reports the results. Section

IV delineates the outcomes of these endeavours.

2. System Model

This study investigates wireless networks. The network comprises
several mMIMO DL cooperative NOMA user groups that employ CR
integration and mm-Wave technology as shown in Figure 1. Users are
positioned at varying distances from the BS, leading to varied received power
levels. The network utilizes 512-quadrature amplitude modulation (QAM).
Number of users and the operating principles of cooperative NOMA inside

the power domain (PD).
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performance of the NOMA-enhanced network [36]. To promote the use of
NOMA systems among users with equivalent transmission power, the
creators of [37] improved uplink communication by the incorporation of
active and passive RIS. The objective of formulating a hybrid user clustering
and RIS allocation approach was to improve the implementation of the
NOMA scheme and optimize the system's aggregate rate [38]. The
effectiveness of the RIS-enhanced NOMA network was analysed in [39],
concentrating on energy efficiency in both delay-tolerant and delay-
constrained modes. The authors of [40] developed a deep learning framework
and assessed the RIS-assisted CR-NOMA system to forecast ergodic
performance.

Currently, most research is on beamforming design employing RIS.
Nevertheless, there are several peculiarities regarding our job. While no
CR-NOMA network system model [41] presently exists, passive beamforming
on RIS is the preferred approach after some simplifications. Therefore, the
optimization procedures differ from our work. Thus, due to the characteristic
optimization problem presented in [42], even when using analog
conventions. The method examined in [43] differs significantly from ours in
that we aim to optimize SE and throughput using the CR cooperative NOMA
MmMMIMO network with DL assisted by intelligent RIS. The principal
contributions encompass

This study introduces a unique mMIMO DL cooperative NOMA
system for many users inside a 6G mmWave communication framework
and utilizes clever intelligent RIS and CR. To demonstrate its scalability
and adaptability in user-dense contexts, we evaluate it with different

user counts (50 and 1000).
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SNR, the impact of resource allocation is negligible. The authors performed
a comprehensive examination of the efficacy of entire transmit power
systems with STAR-RIS [27-28]. The evaluation of performance was conducted
concerning both fault-free and non-fault-free cascade interference
cancellation, as indicated in [29]. A comparison between NOMA and OMA
communication systems was conducted in [30] within the context of phase-
shifted coupled STAR-RIS.

The notion of RIS systems has become significant as an economical
optionfor 6G wireless networks. Numerous cooperative NOMA configurations
utilizing RIS have been mentioned in the literature. The downlink (DL)
transmissions of a system model comprising one BS, two users, and one
receiver-input-signal were analyzed in the work referenced as [31]. The
concept of utilizing cooperative NOMA resulted in a reduction of the overall
transmitted power. The study in [32] examined the application of RIS to
enhance the efficiency of cell border users in a SWIPT NOMA system, where
data is sent from a user at the cell core to a user at the cell boundary. In [33],
researchers examined a two-stage RIS-assisted transmission approach for
cooperative NOMA networks with SWIPT, which may enhance the attainable
rate for strong users while maintaining the service quality requirements of
weak users.

The future of wireless networks is characterized by CR NOMA. Multiple
networks can share a single frequency due to CR's sophisticated monitoring
and decision-making, enhancing spectrum utilization [34]. NOMA enhances
connection, equity, and SE by allowing many users to share time, code, and
frequency resources [35]. The ergodic capacity and outage probability (OP)

were assessed from the fundamental critical route to evaluate the
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communication is unattainable with traditional RIS systems that rely solely
on reflection. A proposed solution to this issue, as shown in [21], is STAR-RIS,
which denotes simultaneous transmission and reflection employing RIS.

Recent research on mMIMO-NOMA in mmWave/THz networks has
predominantly overlooked user clustering in favor of performance analysis.
To meet the increased expectations for spectral efficiency and multiple user
connections in 6G, NOMA-enabled networks must also include organizational
user grouping. Moreover, user clustering in networks functioning in low-
frequency bands has garnered considerable study attention, but mmWave/
THz networks remain largely unexamined. Nonetheless, investigations on
user pairing in the context of clustering users within a MIMO-NOMA system
are limited to a restricted number of users [22-23]. Recent studies classify
users as cellular or device-to-device (D2D) via a cluster-matching technique
grounded in channel correlation [24].

This method converts user clustering into a polynomial problem.
Despite its general simplicity, a hurdle in learning-assisted clustering systems
is the insufficient initialization of cluster heads. The efficacy of the STAR-RIS-
based system for simultaneous transmission and reflection in fading channels
has been previously examined by a compendium of authors [25-26]. The
findings indicate that STAR-RIS surpasses conventional RIS in NOMA systems,
especially for users located at the cell periphery lacking a direct line of sight
(LoS) to the base station (BS). The authors illustrated that in low signal-to-
noise ratio (SNR) scenarios, the inverse disproportionate allocation of
resources in STAR-RIS can offset the BS's uneven power distribution,
establishing that NOMA utilizing STAR-RIS remains effective despite the

absence of a direct link between the BS and the users. In areas with a high
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Various multiple-access algorithms exist, including non-orthogonal
multiple access (NOMA). As seen in [7-8], NOMA can increase spectral
efficiency (SE) and user throughput service. Receivers in mobile devices
reduce beam-induced interference by the application of successive
interference cancellation (SIC) techniques. According to [9], the fundamental
concept of NOMA allows for the integration of many users by categorizing
them based on cost or time. The greater the number of individuals utilizing
NOMA, the more orthogonal resources become available [10-11]. The
advancement of NOMA is anticipated to address these difficulties. These
systems efficiently accommodate a substantial number of users owing to
their optimized architecture and reduced resource consumption [12]. A
compelling option that demonstrates the potential for enhancing data
throughput in mmWave and THz communication systems is massive multiple-
input multiple-output (MMIMO) NOMA [13-14].

Cognitive radio (CR) technology is an effective method for spectrum
management, providing opportunistic, on-demand connections that resolve
capacity challenges in traditional licensed wireless communication networks.
Primarily, in CR-based networks, there are PUs, or authorized users, and SUs,
or unauthorized users. The SUs aims to exploit any opportunities that arise
while they contend with the PUs for licensed spectrum [15-16]. Consequently,
CR technology will be essential in the advancement of future wireless
networks and in meeting their exceedingly quick demands [17].

An approach to creating intelligent and efficient radio configurations is
the idea of reconfigurable intelligent surfaces (RIS) [18- 19-20]. A compilation
of passive reflecting elements (RE) forms RIS, which systematically alter the

phase and amplitude of incoming signals. However, comprehensive spatial
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1. Introduction
Every generation of wireless networks, from first-generation (1G) to

sixth-generation (6G), has seen enhancements in capacity and quality of
service [1-3]. Establishing a 6G network necessitates surmounting several
technological challenges, such as the implementation of intricate coding
methodologies, enhanced frequency bands, and the development of novel
antenna technologies. The 6G wireless network aims to achieve several
goals, including reduced latency, increased throughput, extensive connection,
and enhanced energy and spectrum economy. The volume of data
transmission has increased markedly recently due to the widespread use of
intelligent devices and equipment. Significant advancements have been
made in the terahertz (THz) and millimeter-wave (mmWave) domains to
meet the anticipated high demand [4-6]. To commence the 6G network, it is
important to tackle technological problems such as the improvement of
coding procedures, the optimization of frequency bands, and the
advancement of antenna technology. 6G technology is expected to transform
several industries upon its implementation due to its ability to provide
enhanced degrees of immersion and engagement. The included industries
includehealthcare, transportation,andentertainment. Futurecommunication
networks are expected to demonstrate a substantial demand for 6G wireless
technology. Wireless devices and services, including VR/AR, the Internet of
Everything, andvirtual reality, are seeingincreased popularity and widespread
acceptance, hence presenting new obstacles to create wireless networks of
the future. The demand for varied data transfer, increased connection
density, reduced latency, and optimal bandwidth utilization intensifies these

challenges.
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Abstract

This study examines spectral efficiency (SE) and throughput throughout
a spectrum of user densities (from 50 to 1000 users), user mobility speeds (0
to 350 km/h), latency, packet loss, and fairness index, within a wide range of
signal-to-noise ratios (SNRs). The analysis includes a number of different
situations, such as (i) cooperative non-orthogonal multiple access (NOMA)
with massive multiple-input multiple-output (mMIMO), (ii) mMIMO
cooperative NOMA integrated with cognitive radio (CR), and (iii) CR-assisted
MmMIMO cooperative NOMA enhanced with reconfigurable intelligent
surfaces (RIS). All of these are part of 6G millimeter-wave (mmWave)
networks. The study investigates the enhancement of latency, packet loss,
and fairnessindexin proposed systems by a unique approach that dynamically
optimizes power distribution via a Q-learning algorithm. The mathematical
clarification of each equation provides a comprehensive understanding of
signal reception by users, the dynamics and implications of CR, and the
influence of intelligent RIS optimization on it. The results show that adding
the IRS improves resource allocation, makes users perform better in crowded
areas, lowers latency and packet loss, and raises the fairness index by
reducing interference and making channel access more efficient, especially
when using the suggested optimization algorithm. The results help 6G
technology move further with scalable and efficient communication
networks.

Keywords: cooperative NOMA, Massive MIMO, CR, reconfigurable

intelligent surfaces (RIS), SE, millimeter wave (mmWave).
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Conclusion

Based on this study, it was found that it is essential to conduct a
comprehensive analysis of the physical and chemical properties of
groundwater in Salah Al-Din before using it for irrigation, due to its significant
impact on soil and agricultural productivity. It is also important to assess the
suitability of well water for various types of crops in order to ensure effective
agricultural planning, better utilization of arable land, and higher yields. The
results indicated that the electrical conductivity of water plays a significant
role in the growth and productivity of many agricultural crops. High salinity
levels were observed in the groundwater of Salah Al-Din Governorate,
exceeding the permissible limits for irrigation water, in addition to elevated
concentrations of heavy metals. Therefore, the study recommends the
treatment of groundwater before its use in irrigation, to avoid any potential

risks to the environment, plants, and consequently, human health.
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The following table is for one of the wells in the studied area which

shows the effect of EC on crop yield where EC value was 7.42:

(Tablel: salinity effect on plants and crop yield for location 1)

Crop ECen ECmax ECe Yield
Barley 8 28 7.42 100
Cotton 7.7 26.9 7.42 100
Sugar beet 7 24 7.42 97.522
Date palms 4 31.8 7.42 87.688
Wheat 6 20.1 7.42 89.918
Maize 1.7 10 7.42 31.36
Potato 1.7 10 7.42 31.36
Beas 1 6.3 7.42 21.98-
Onions 1.2 7.5 7.42 0.48
Rice 3 11.3 7.42 46.96
Citrus (Orange) 1.7 8 7.42 29.28
Groundnut 3.2 6.6 7.42 65.88-
Carrots 1 8.1 7.42 10.12
Apricot 1.6 5.8 7.42 39.68-
Peas 1.5 11.3 7.42 17.12
Lettuce 1.5 9.8 7.42 28.96
Broccoli 2.8 13.7 7.42 57.496
Grapes 1.5 12 7.42 43.168
Alfalfa 2 15.7 7.42 60.434
Sugar cane 1.7 18.6 7.42 66.252
Clover Barseem 1.5 19 7.42 66.256
Sorghum 6.8 131 7.42 90.018
Soybean 5 10 7.42 51.6
Cowpeas 1.5 13.2 7.42 69.76
Spinach 2.6 12.2 7.42 42.642
Beet red 4 15.1 7.42 69.22
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lead to reduced yields, soil degradation, and long-term environmental issues.

Understanding the relationship between groundwater quality and crop

suitability is essential for sustainable agriculture and food security. The

following studies are showing the effect of groundwater quality on crops:

Rhoades et al. (1992) found that long-term irrigation with saline
water leads to accumulation of salts in the root zone, damaging
salt-sensitive crops and restricting options to only salt-tolerant
varieties like barley or cotton.

Richards (1954) noted that water with high SAR levels causes
dispersion of soil particles, leading to poor soil tilth and adverse
effects on most field crops.

Ayers and Westcot (1985) highlighted that irrigation water with pH
outside the optimal range could interfere with nutrient uptake,
particularly affecting crops like maize and rice.

In parts of Bangladesh and India, arsenic-contaminated
groundwater used for irrigation has led to bioaccumulation in rice,
posing a serious food safety issue (Meharg & Rahman, 2003).

A study in Rajasthan, India, showed that in saline groundwater
areas, farmers replaced traditional wheat and chickpea with salt-
tolerant mustard and barley to cope with declining water quality
(Minhas & Tyagi, 1998).

A study by Ministry of Agriculture in Irag was done to explain the
effect of EC on many crops in Samarra in Salah Al-Din Governorate,
Irag using data of several wells and using the following formula to
calculate yield for crops depending on EC values: Yield=100 -
ECemax (ECe - ECen)
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to use for personal remedies against diseases (Kareem et al, 2019). Research
work carried out by Jassim & Al-Ani (2022) assessed the quality of irrigation water
indices and observed that more than 50% of the tested samples possessed high
salinity and SAR and were non-suitable for direct agricultural utilization. Soil
management and dilution are also required to reduce these effects (Jassim & Al-
Ani, 2022). Several indices such as SAR (Sodium Adsorption Ratio), Na% (Sodium
Percentage) and RSC (Residual Sodium Carbonate) have been used to evaluate
the efficiency of groundwater for irrigation. It is pointed out that most of the Tikrit
soil samples were found to be in "non-suitable" category as a result of severe
salinity and sodicity threats (Abed et al.,,2021). aquifers of Al-Dour indicate high
levels of salinity, hardness, and mixture with some heavy metals. These are
problems that are not only harmful to human health, but which damage
agricultural productivity. Local water treatment such as reverse osmosis should be
adopted, awareness of water quality should be raised among the general public,
and periodic programs for ground water monitoring should be established (Kareem
et al, 2011; WHO,2017). The pH of groundwater samples ranged from 6.4 to 8.4,
falling within WHO standards. However, TDS values from 1380 to 1903 mg/L and
total hardness from 1843 to 2357 mg/L indicate that the water is very hard and
mineralized. Sulfate concentrations exceeded 2000 mg/L in some samples, far
beyond the WHO limit of 250 mg/L. Additionally, heavy metals such as iron and
cadmium were detected above permissible levels, potentially from corrosion of

distribution pipes or geochemical sources (Jabbar, 2022).

4. The Effect of Groundwater Quality on Crop Types
The quality of groundwater directly influences agricultural productivity
and the types of crops that can be successfully cultivated. Poor-quality

groundwater contaminated with salts, heavy metals, or toxic chemicals can
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this effect. (2019) found in the studied soils electrical conductivity in the range 590—
3492 uS/cm, which indicated the different levels of soil solution salts. The pH values
were between 7.02 and 7.85, that were close to the neutral. Also, it was noted that
sulfate concentration had a wide range of difference from (49.672 to 796.279 mg/L)
and TDS difference (753- 3,614 mg/L) that also exceeded the standard in some areas
(AlSaadi et al., 2019) Heavy metals were the source of worry in groundwater quality.
Mahmoud & Hassan (2021) also reported Pb levels of 0.355-0.509 mg/L above
the standards of World Health Organization (WHQ). Zinc concentrations ranged
from 0.033 to 3.841 mg L-1 and some of the samples exceeded safe levels. Heavy
metals indicate industrial and agricultural runoff could be the sources of
contamination (Mahmoud & Hassan, 2021).

Recent research has shown that the groundwater in Samarra's water
aquifers has vast hydrochemical fluctuations. Al-Tameemi et a/ reported that
electrical conductivity varies between 650 and 4,200 uS/cm, reflecting different
salinities. The pH ranges from about 7.1 to 8.0. Nevertheless, the values of total
dissolved solids (TDS) are rejoicing the limits (water hardness and usability) and
may range between 800 and 4,500 mg/L (AL-Tameemi et a/.,2020) . Ground heavy
metal pollution is a great concern of Samara's ground water. Hamza & Younis
(2021) reported lead levels varying from 0.25 to 0.65 mg/L, above the WHO
drinking water guidelines. Arsenic and cadmium concentrations were similarly
detected in trace levels, but exceeded permissible levels in some locations,
probably as a result of industrial and agricultural waste (Hamza & Younis, 2021).
Biological Quality Micro-organisms contamination is one of the important problems
that should be considered in assurance of the groundwater safety. Kareem et al.
(2019) tested 20 well water from Samarra city for coliform bacteria, which was
detected in 40% of samples suggesting for a possible fecal contamination. These

results suggest the public health risk and further for effective disinfection prior
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than just impacts on humans and aquifers, but also the environment and the
economy as a whole. Irrigation with saline groundwater results in the
salinization of soils limiting agricultural productivity and may lead to land
becoming unfarmable in the long term. The cost related to water purification,
the medical treatment of water-related diseases, and rehabilitation of
degraded ecosystems represents a significant burden on the scarce resources
of the region (Li et al., 2020). Also, the absence of public knowledge about
the safe usage and conservation of groundwater makes the situation worse, as
several communities unknowingly pollute groundwater by irrational waste
disposal and the inept usage of irrigation systems.

Investigations show that the groundwater of Al-Alam district in Salah Al-Din
has high values of Total Dissolved Solids (TDS) ranging between 1930 and above
1000 mg/L, which exceed the allowable limit prescribed by WHO and for Iraqi
standard. The recorded EC data indicate that values can reach up to 3940 uS/cm
which is higher than the normal permissible degree 411 mg/L), both exceeding
the WHO maximum permissible limit (250 mg/L), as a result of the dissolution of
evaporite minerals like gypsum and halite (Hussain et al., 2022). Groundwater in Al-
Alam is also very hard, and has hardness >180 mg/L. Investigation investigated the
suitability of ground water for irrigation in Al-Alam using the indices of (EC), (SAR)
(Na%), (RSC), (MH), and (PI1). Results show that 62% of the samples were found
above the acceptable limits of EC for irrigation which SAR and Na% placed some of
the ground water under doubt for agricultural purposes (Mahmood & Jassim, 2023).
Microbial pollution had been discovered in all tested wells with coliform bacteria
density 3-240 cells/100 ml in study on coliform bacteria presence in wells water.
The most contaminated samples were from Al-Alam in November which imposed
health risks to the consumers (Ali et al., 2022). Some physicochemical studies of

groundwater in Balad have been conducted. AlSaadi et afl performed a study to
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recharged aquifers (UNESCO, 2021). Longer spells of drought have resulted in
low recharge and increase the dissolved constituents concentration, due to
lack of dilution and have an adverse impact on water quality (Al-Ansari et
al.2018) Such climatic conditions, together with over-abstraction, jeopardize
the long-term viability of the region’s aquifers. Beyond agricultural runoff and
domestic wastewater, industrial activities in and around Salah Al-Din are a
new relevant source of groundwater pollution. Several oil refineries, chemical
plants, and manufacturing facilities are in the governorate and most do not
have wastewater treatment infrastructure. Hydrocarbons, heavy metals, and
toxic solvents from industrial effluents are commonly discharged straight into
the environment or indirectly infiltrate groundwater systems via unlined waste
pits and poorly managed disposal sites (Ali & Al-Haidari, 2021). Wastewater
from hospitals is disposed to the public network then to central wastewater
treatment plants. partly treated effluent is sneak to the groundwater and the
some discharged to the sea(Abd Al Satar & Sachit, 2021a). As illustrated, the
total of these discharges — and therefore long-term aquifer contamination —is
most harmful in regions with high industrial density like Baiji, potentially
triggering irreparable ecological damage and public health risks. Salah Al-Din
Governorate is geographically situated in the Middle of the Iraqi Tigris River
basin, which is the geographical center of Irag’s agricultural and economic
activities. Long drought durations, the unevenness of surface water, and the
deterioration of river systems as a result of upstream damming and
contamination have rendered the wetland areas of Salah Al-Din historically
dependent on groundwater resources for its citizens and industries (Ehab
Mohammad et al, 2020). This has particularly increased the pressure on
aquifer systems that are already overexploited with plenty showing signs of

declining quality and quantity. Poor groundwater quality has wider implications
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3. Survey of Previous Studies in Salah Al-Din Governorate, Iraq
Avariety of naturaland human-induced aspects affect the groundwater
quality of Salah Al-Din. Sedimentary formations with a more complex
hydrogeological structure characterize the geology of the region and
influence the mineral composition of groundwater. Constituents, like most
iron, manganese, and sulfates, may be released during the dissolution process
in the aquifers of rock-water through natural elements (Al-Dabbas et al.,
2018). Most importantly, human activities are the source of greater issues.
With the unregulated agriculture of chemical fertilizers and pesticides large
amount of nitrates and phosphates has increased the levels in groundwaters.
Likewise, the release of untreated sewage and solid waste, together with
leaching from septic tanks, have contributed to microbial pollutants and heavy
metals in to ecosystems (Mahdi & Al-Jaberi, 2021). The differences
in groundwater quality observed in Salah Al-Din are related to numerous
hydrogeological and land use factors. Shallow aquifers which are at high risk of
pollution due to their proximity to agricultural land and populated areas, are
concentrated particularly in southern and central areas of the governorate.
Shallower aquifers, however, provide more protection, but are also far less
expensive to access and monitor (Ismail et al., 2023). In addition, the absence
of advanced wastewater treatment infrastructure in the majority of Salah Al-
Din has resulted in the release of pollutants directly or indirectly into the
subsurface, an action which threatens the safety of groundwater intended for
drinking purposes. Beyond anthropogenic pressures, climate change has
increased the risk to groundwater in Salah Al-Din. The last 20 years have shown
more intensively the rise of temperature as well as the fall of yearly
precipitation in Irag, either of which has led to the decreasing of renewable

water resources and to a larger dependency on non-renewable or slowly
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RSC measures the ratio of carbonate and bicarbonate ions versus
calcium and magnesium ions. High levels of carbonate and bicarbonate in
comparison to calcium and magnesium, could lead to the precipitation of
calciumand magnesium. This negatively affectthe combined relative sodium,
soil dispersion, infiltration, and soil structure (Richards, 1954). High RSC
waters will lead to the addition of sodium in soil, which has negative
influences on soil permeability and crop yield. The problem is major
in dryland areas where leaching effect is less and irrigation is an integral part

of agriculture.

2.11 Water Quality Index (WQlI) of Groundwater for Agriculture

Water Quality Index (WQl) for agricultural use is an important indicator for
assessing the suitability of the ground water for irrigation. The index is based on
the analysis of selected physio-chemical properties which influence soil structure
and crop health as well as long term agricultural productivity. It usually involved
measurements of EC, SAR, RSC, TDS, chlorides, nitrates, and boron.

High EC and TDS of water would cause soil salinity problems, while
high SAR and RSC would destabilize soil structure and reduce its permeability,
resulting in unsuitable water for crop growing. Thus, evaluation of the WQl is
significant to the farmers and planners for safer irrigation water and also to
make rectifications, if need be.

WaQl is a single value summary of complex water quality data in water
resource management for agriculture, which is easy to interpret and suitable
for decision making. This is a significant issue in sustainable agriculture,
especially in places where there is contamination of groundwater or over

extraction (Ramesh &Elango, 2012).
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environment, whilst magnesium can also contribute to the structure and

fertility of a soil (Lindsay, 1979).

2.9 Sodium Adsorption Ratio (SAR)

The Sodium Adsorption Ratio (SAR) is used to assess the relative
concentration of sodium (Na*) to calcium (Ca?*) and magnesium (Mg?*) in
irrigation water. It is a crucial indicator of the potential for sodium to
negatively impact soil structure (Ayers & Westcot, 1985; USDA-NRCS, 1997).

Formula:

SAR = Na/ (Ca-l—Mg)/Z

Where all ions are measured in milliequivalents per liter (meq/L).

Importance of SAR in Irrigation

In water of high SAR, displacement of calcium and magnesium ions can
occur from the surface of soil particles resulting in soil dispersion, crusting,
lower permeability and poor infiltration (Ayers & Westcot, 1985). This can
severely

such as affect plant roots growth and water availability.

2.10 Residual Sodium Carbonate (RSC) in Irrigation Water
RSC value is an important criterion for determining the suitability of
water for irrigation, specifically its effect on soil structure and
percolation properties. It is the sequence of value calculated as:
RSC=(C0Os2"+HCO?*") - (Caz'+Mg:")
Where all ionic concentrations are expressed in milliequivalents per

liter (meq/L).
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Calcium (Ca)

It is also indispensable in the maintenance of cell wall structure and
integrity in plants. It participates in the production of new cells and in root
growth. Sufficient calcium in ground water can improve the soil structure
thereby better drainage and aeration, both of which are crucial for
optimal root health (Marschner, 2012). Calcium also contributes to reduce
the impact of soil salinity that can negatively

Magnesium (Mg)

A central part of chlorophyll, the molecule that absorbs sunlight and
creates energy in green leaves, relies on magnesium. It is involved in energy
transfer and enzyme activation in plants. Mycorrhiza induced magnesium
uptake from groundwater could enhance photosynthetic efficiency with
resultant increase in crop yield (Marschner, 2012). Furthermore, the uptake
of other important nutrients (e.g., N and P) is facilitated by magnesium and
thereby has a potential to improve plant yields and quality (Cakmak, 2008).

Effects on Agriculture

The levels of calcium and magnesium in the groundwater may play
a critical role in soil fertility and fruit crops. Soils containing these elements
in the correct balance usually result in better plant health, more disease
resistance and better nutrient uptake. In contrast to optimal availability,
either one of these elements may be insufficient and resulting in
physiologic disorders in plants, as blossom end rot in tomato because of
diminishing calcium and interveinal chlorosis in crops such as corn and
bean due to decreasing magnesium (White & Broadley, 2003). In addition,
the availability of Ca and Mg affects soil pH and CEC and therefore nutrient

availability. Calcium can assist in the neutralization of an acid soil
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Sulfate is an essential source of sulfur, a macronutrient required for
protein synthesis, enzyme activity, and chlorophyll formation in plants
(Hawkesford, 2000). When present in moderate concentrations in irrigation
water, sulfate contributes positively to crop growth and productivity,
especially in sulfur-deficient soils.

However, elevated sulfate levels in irrigation water may lead to several
challenges. High sulfate concentrations can contribute to the formation of
saline or sodic soils, particularly in arid and semi-arid regions. Sulfate salts,
such as sodium sulfate, can increase the total salinity of the soil solution,
reducing water availability to plants through osmotic stress (Ayers & Westcot,
1985). Additionally, excessive sulfate can lead to nutrient imbalances by
interacting with calcium and magnesium, potentially causing deficiencies or
toxicities depending on soil and crop conditions.

In livestock production, high levels of sulfate in drinking water (>500
mg/L) may have negative effects, particularly in young animals, with
symptoms such as decreased feed consumption, diarrhea or, in extreme
cases, sulfur poisoning, which may cause polio encephalomalacia in
ruminants (Loneragan et al, 2001). Appropriate water quality evaluation
and management decisions such as blending water sources or amendments
to the soil are crucial to minimize the potential negative impacts due to high

sulfate concentrations in agricultural environments.

2.8 Calcium (Ca) and Magnesium (Mg) in water
Calcium (Ca) and magnesium (Mg) are major nutrients of groundwater
with a crucial role in agricultural production. Both are essential elements

affecting many physiological and biochemical processes in plants.
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soil which can cause deficiency and unbalanced nutrients and soil structure
(Ayers & Westcot, 1985). The resulting decrease in the relative levels of
calcium and magnesium increases the concentration of sodium (Na*), leading
to soil sodicity, a property that leads to deteriorating soil structure, decreased
soil permeability, and restricted root development. An important index to
assess such a risk is RSC (Residual Sodium Carbonate), which is determined
from carbonate, bicarbonate, calcium and magnesium concentrations. High
RSC values indicate a greater risk of soil degradation when such water is used
for irrigation (Rhoades, Kandiah, & Mashali, 1992). a derived indicator from
HCOs™ and COs?" levels — as an important hazard factor:

RSC=(CO32"+HCO3") - (Ca?*+Mg?**)

RSC > 2.5 me/L is considered a severe hazard.

Bicarbonates can also affect plant nutrient uptake by altering soil pH.
Elevated soil pH caused by bicarbonate accumulation may reduce the
availability of micronutrients such as iron, zinc, and manganese, which are
critical for plant metabolism and development (Gupta & Gupta, 1987).

To mitigate these effects, farmers may use soil amendments such as
gypsum (calcium sulfate) to restore calcium levels, improve soil structure,

and reduce sodium hazards.

2.7 Sulfate (SO04%7) in Water

Sulfate (50427) is a naturally occurring anion in soil and water, derived
from the weathering of sulfate-containing minerals such as gypsum and from
anthropogenic sources like industrial discharge and fertilizer runoff. In
agricultural water, sulfate plays a dual role—acting as a necessary plant

nutrient while also potentially posing risks when present in excess.
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into surface and ground water is usually due to overuse of fertilizers or
inefficient irrigation. This pollution causes a decrease in the quality of water,
rendering it unfit for human consumption, and can also contribute to
eutrophication in adjacent aquatic systems (Rivett et al., 2008). Eutrophication is
the process of nutrient loading, which leads to excessive algal production,
causing reduction of oxygen and damage to the organisms living in the water.
On one hand, contaminated water with high nitrate content can be welcome for
agriculture. Low concentrations nitrate in the irrigation water, on the other hand,
can act as an additional source of nitrogen for crop uptake which may reduce
fertilization requirements. However, high levels of nitrate in irrigation water may
cause nutrient imbalance, soil salinity and nitrate toxicity, which is especially
dangerous in forage crops utilized as fodder by livestock (Addiscott, 2005).

The control of nitrate in agricultural water systems is contingent on
integrated strategies including the practice of nutrient budgeting, adoption
of cover crops, and improved irrigation efficiency, and establishment of
buffer areas to minimize runoff. Such strategies could help farmers remain

productive even as they reduce the environmental toll from nitrate pollution.

2.6 Carbonate (COs%") and Bicarbonate (HCO;™) in Water
Carbonate (COs2") and bicarbonate (HCOs™) ions present in irrigation
water are the most common pH determining factors in irrigation water. These
ions derive from the dissolution of mineral deposits (like limestone), and
may have a great impact on soil chemistry and agriculture productivity.
Excessive ‘hard conditions’ in field irrigation water can result in calcium
(Ca?*) and magnesium (Mg?*) being precipitated—essential nutrients for

plant health. This also diminish the availability of these nutrients in the
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to maintain soil productivity in the long run. However, adequate practices
which attenuate the adverse effects of salinity include leaching practices, soil
amendments (such as gypsum for sodium) and appropriate salt-tolerant
crop choices (Grattan & Grieve, 1999).

Sodium (Na*): One element of the first group that is even more
problematic for agriculture is sodium (Na*) due to its influence on soil
structure. Excess sodium can disperse soil particles, impeding infiltration &
permeability, causing problems with root development and waterlogging.
Sodium also displaces important plant nutrients such as potassium and
calcium. The impact of sodium (Na) is often evaluated using the Sodium
Adsorption Ratio (SAR) for water quality assessments (Grattan & Grieve,
1999).

Potassium (K*): It's an essential macronutrient in plant metabolism,
playingakeyroleinenzymeactivation, regulation of waterand photosynthesis.
However, at high levels it can interfere with uptake of magnesium and
calcium, causing nutrient deficiencies and poor crops, it is generally believed
to be less toxic than sodium or chloride. Irrigation water potassium levels are
generally not harmful by themselves unless they are enhanced by fertilizer

leaching or, industrial sources (Grattan & Grieve, 1999)

2.5 Nitrate (NOs~) in Water

Nitrate (NOs™) is a common form of nitrogen found in agricultural
runoff and groundwater due to the widespread use of nitrogen-based
fertilizers. While nitrate is essential for plant growth, its presence in water—
particularly in excess—can pose significant challenges to both environmental

quality and agricultural sustainability. In agricultural areas, nitrate seeping

E159



‘ Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

stunted growth. Acidic water may also damage the irrigation equipment,
raising the costs of maintenance and limiting the lifespan of the systems
(Horneck et al., 2007). In contrast, alkaline water, i.e. water with pH above
8.4, can reduce the availability of nutrient such as phosphorus, iron, and
manganese. Such deficiencies typically manifest as chlorosis, stunted growth
and reduced yields. Alkaline water often has a high concentration of
bicarbonate and carbonate ions, which will exacerbate soil structural
problems and sodium problems (Horneck et al., 2007) To avoid the above
problems, farmers must regularly measure and control the pH of the
irrigation water, using acidifying or neutralizing agents when required. This
preserve soil fertility and ensures that the assets of the soil properly use,

leading to supporting sustainable crop production (Horneck et al., 2007).

2.4 Chloride (CI7), Sodium (Na*), and Potassium (K*) lons in Water

Chloride (CI7), sodium (Na*), and potassium (K*), are often present in
the irrigation water and are the major ions containing salts that are
responsible for affecting the growth of plants and the health of the soil.
Although these ions are necessary for plant growth in small quantities, over
the threshold of tolerance they become harmful to plants or can persist in
the soil for long periods (Grattan & Grieve, 1999).

Chloride (CI7): It's a required micronutrient; but at high concentration,
it induces marginal leaf burn and abscission in the leaves as well as yield loss
in crops, especially in chloride susceptible species like avocado, grape and
citrus. Under high evapotranspiration conditions, the impacts are amplified
as chloride is more readily stored in plant tissues. The toxicity due to the

excess of these ions in irrigation water can still be monitored and managed
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which means lesser crop growth leading to lower yields. In addition, some
ions that comprise TDS, including sodium and chloride, may be harmful to
sensitive crops when their concentrations exceed threshold levels. Prolonged
salt exposure may change the structure and permeability of soils,
especially those with high sodium content, resulting in decreased infiltration
and aeration. High TDS levels can also affect the application of fertilizers and
pesticides, as water with dissolved solids above a certain level can also affect
the solubility or cause adverse reactions between the applied chemical and
the water at higher levels. High TDS in irrigation can also damage soil, so,
monitoring TDS in irrigation is highly critical to maintain soil health as well as
to achieve maximum crop production. The Food and Agriculture Organization
(FAOQ) indicate that irrigation water contains TDS 2,000 mg/L is unsuited to
crops and must be managed very carefully (For more arranging but still far
reader) (Ayers & Westcot, 1985).

2.3 pH of Water

The pH of irrigation water is an important agricultural characteristic
determining the soil chemistry and availability of nutrients vital for plant
growth. The pH of water that is outside the most productive band can affect
the health and yield of the crop. According to Horneck et al. (2007), the pH
in the saturated area of the soil should fall within the range of 6.5-8.4, as
extreme acidity or alkalinity would negatively influence nutrient uptake and
structure of the soil, therefore deviating from the optimum soil pH for most
agricultural crops. Water for irrigation with acid (pH < 6.5) can cause soil
acidification, with documented higher solubility of toxic elements as Al and

Mn. These substances can be toxic to plants, causing root destruction and
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Salinity tolerance is different for various crops. There is a wide range,
with broadly salt-tolerant crops (like barley and cotton) on one end of
the continuum, and highly salt-sensitive crops (like beans and strawberries)
on the other. EC monitoring enables crop selection, leaching application and
irrigation scheduling to avoid salt build-up in the root zone. In addition, the
use of high-EC water for extended periods may also cause soil degradation,
especially in heavy-textured poorly-drained soils (where salts may precipitate
and accumulate over time). This might require further management tools,
including soil amendments or drainage systems, to keep the soil productive.
Accordingly, EC is an important parameter to test the quality of irrigation
water and assists farmers for sustainable agricultural implementation and

soil salinity prevention.

2.2 Total Dissolved Solids (TDS)

Total Dissolved Solids (TDS) are, by definition, the total concentration
of all dissolved substances (both organic and inorganic) in water, including
minerals, salts, and metals. They are found in the ionic form, which includes
calcium, magnesium, sodium, potassium, chlorides, sulfatesandbicarbonates.
Total Dissolved Solids (TDS): Expressed in milligrams per liter (mg/L) and
one of the most key measures of water quality for agricultural purposes.

That TDS can cause salinity problems with irrigation water in
agriculture. If high TDS water is continuously used, salts will build up in the
soil, particularly in saline-prone areas and dry climates where drainage is
inadequate. It decreases osmotic potential of the soil, making it more
difficult for roots to absorb water, even when moisture appears adequate.

This leads to water stress (Ayers & Westcot, 1985) as well as crop stress
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2. Water quality parameters and their effects on agriculture
Various systematic approaches of measurement, sampling
and laboratory analysis is available to assess the groundwater quality for
irrigation. The choice of water quality indices is only the first step, as IWQl is
constructed around different physicochemical parameters for the evaluation
of suitability of water for irrigation. Factors such as EC, sodium adsorption
ratio (SAR) and Na% are constraining. (Ajmal et a/., 2023). Knowledge of the
physical, chemical and biological parameters of water is very important
before using it for various purposes, which inverts or describes water

quality(Abd Al Satar & Sachit, 2021)

2.1 Electrical conductivity (EC)

EC is one of the most important indices of salinity in water and soil,
which reflects the contents of the dissolved salts, including sodium, calcium,
magnesium, chloride, sulfate, and bicarbonate. In agriculture, ECis commonly
used to evaluate the suitability of irrigation water and salinity status of soils
and are the most essential factors for improvement of plant and crop
production.

Irrigation with saline water is treated as that water has sure effects on
plants. So high EC value in irrigation water belongs to high salt contents.
High-EC water can lead to elevated soil salinities, which can impose osmotic
stress in plants and limit water extraction even when soil moisture is
seemingly adequate. As a result, it can reduce germination rates, stunt

growth, and freeze yields (Ayers & Westcot, 1985).
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1.Introduction

Groundwater quality is an integral part of agricultural productivity as
it has a direct impact on the soil and subsequently on crop production.
Polluted groundwater would adversely affect crops and ecosystems, which
creates the need to control water quality. (Saeed, 2014).
Groundwater quality parameters are defined in both physical, chemical,
and biological terms. Temperature, turbidity, and electrical conductivity
are the physical parameters that may affect the usability of the water.
Chemical parameters include nutrients, salts, and pollutants; biological
parameters include microorganisms that can affect the safety and quality
of water. (Acharya et al, 2010). Sustainable and resilient agricultural
practices depend on freshwater resources, the management of which will
be vital in the context of global change. These include measures to
promote water efficient use, risk reduction of contamination and recharge
of groundwater enhancement methods. Decision-makers on the policy
front, among food producers and across the research spectrum should
be working to seek out modern technology and best practices that work in
equilibrium with sustainable agriculture, and environmental stewardship.”
(Varela-Ortega et al, 2011). In short, groundwater is essential for
agriculture, especially in areas where surface water is scarce. They are
required for the continuity of these resources and the sustainability of
agricultural systems (Srivastav et al., 2021).

Hence; this review focuses on the effect of groundwater quality
parameters on plant and crop yield when being irrigated by groundwater, it

emphasizes the recent studies that investigated this in the past.
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Abstract

The focus of this study is the effect of the physical and chemical
characteristics of groundwaters on plants and agricultural crops, following
the last studies on this matter. The results underscore the necessity for
groundwater treatment before its utilization in irrigation for sustainable
agricultural farming. It is also possible to identify which crop type can be
grown in well-watered land, according to the characteristics of irrigation
water and the yield of each crop. The study also introduces some ideas
aboutirrigation water quality parameters such as Electrical conductivity (EC),
Total Dissolved Solids (TDS), pH, Chloride (CI~), Sodium (Na*) and Potassium
(K*) lons, Nitrate (NO3™), Carbonate (COs%") and Bicarbonate (HCO3™) lons,
Sulfate (SO4%7), Calcium (Ca) and Magnesium (Mg), Sodium Adsorption Ratio
(SAR), Residual Sodium Carbonate (RSC) and Water Quality Index (WQl) and
their effect on crops and soil. Many of the series of studies on the
groundwater quality in Salah Al-Din governorate and its suitability for
irrigation were presented in this study. The research also reinforces the
importance of the protection of groundwater against pollution by excessive
concentrations of harmful elements with adverse effects on plants, soil, and,
ultimately, food security. In summary, found that the groundwater is of
considerable importance in various applications specially in agriculture, and
requires sustainable management. Therefore, thorough and well-planned
strategies must be adopted before establishing any project near groundwater
sources, in order to preserve them and protect the surrounding environment,
and it's necessary to be treated before using in irrigation.

key words: groundwater quality parameters; EC; crop yield; agriculture;

Salah Al-Din Governorate
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whether they are two-class or multi-class, and it can adapt to
changes in the network environment.

6) The proposed system's results are compared with related work,
and the best accuracy is recorded with our proposed system.

7) The KDD dataset was used to test and evaluate the proposed
system based on performance metrics of accuracy.

8) The proposed model is capable of defending against the most
common and dangerous attack, which could be NFV, which is a

misuse attack.
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6. Conclusions
The suggested misuse attack detection model improves the ability of

the misuse attack detection model in a Network Function Virtualization

network to be able to adapt to the dynamic changes in the network

environment. It is based on an NFV and a Random Forest, Niave Bayse

classifier. Many algorithms are covered in this work to secure and protect the

NFV against the most common and dangerous attacks that could target it.

The proposed system is applicable in NFV architecture, Cloud

Computing, l1oT environment, Web server and employed to discloser the

Misuse attack traffics features that mislaid among the other traffics and

features. The main focus of this work has been as follows:

1)

2)

3)

4)

5)

This work proposed an early and accurate system that has the
ability to defense against Misuse attack targeting.

The great challenge of this work is to distinguish between Abuses
trafficking, which mislead and normal trafficking.

Random Forest and Niave Bayse were used to base the proposed
system on the most effective machine learning algorithms.

The dataset is the most important part of testing and evaluating
the performance of the proposed system. The proposed system's
performance was tested and evaluated using the KDD dataset in
this work.

According to experimental findings, the machine-learning
algorithms has a strong detection performance in terms of
detection accuracy, since 99.9% accuracy is achieved for Random
Forest and since 99.5% for Niave Bayse .The suggested method's

detection accuracy is higher than the most recent techniques,

E146



Protection the NFV Net-work Using the Random Forest Classification ’

been tested and assessed using the KDD dataset. The dataset is divided into
two segments, 30% of the data is used for testing, while 70% is used for
training.

According to the data in Table 4, the proposed method detects more
misuse attacks in the KDD dataset than other methods in multi-classification
task detection. The suggested method's detection accuracy is higher than
the most recent techniques; it is capable of adapting to changes in the

network environment, Regardless of whether it is a two-class or multi-class.

Table 4. Compare our Proposed Model with previous Work.

Model Techniques Accuracy%

Goel et al. [22] Classification-Based Association (CBA) 97.4

Papamartzivanos et al. [23] | Self-adaptive and autonomous misuse of IDS 84

Wen-Tao Hao et al.[25] convolutional neural network (CNN) and C5.0 98
classifier

Shukla et al. [26] opposition self-adaptive grasshopper optimization | 99.35

Bhavsar et al.[27] a system for detecting intrusions 98

Akgn et al.[28] The Long Short-Term Memory (LSTM) 99.2
model

Sambagi et al.[29] Utilized information gain and regression analysis 97.86

to learn the ensemble of feature selection

Sahoo et al.[30] Linear regression, KNN, Nave Bayes, Decision Tree, | 98.64

Random Forest, SVM, and ANN are all available

Mustapha et al.[31] The IDS can be improved by adding another LSTM | 91.75

model that is responsible for blocking adversarial

samples
our proposed model Random Forest 99.98
Niave Bayse 99.5
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5. Analysis and discussion
The control and prevention of incoming abnormal traffic are too

difficult a task that could target information security developers. Normally,
an accurate and rapid detection system for controlling the attack traffic is
required. Even after many methods were used and developed to identify and
control the attack traffic. Most of these are not detectable with the best
accuracy. Furthermore, NFV may be the victim of several types of attacks,
and flood attacks are the most frequent and the most dangerous. Flooding
attacks are divided into two main types: misuse and DDoS. Both of their
attempts to overwhelm the NFV with traffic and consume system resources
failed. This work, emphasizes misuse attack detection in the early stages.

The proposed model used the most common and effective machine
learning techniques, which is random forest and Niave Bayse. The proposed
system has been tested and evaluated by using the KDD dataset.

In the literature, the majority of methods indicate categorization
accuracy ranges between 60% and 92%. Those with better accuracy were
typically tested using a particular attack traffic type. When other traffic kinds
are introduced or other sorts of attacks, such as DDoS, are taken into
consideration, those solutions cannot continue to function as well.

Additionally, the proposed model based on uses the KDD benchmarking
dataset to discriminate, extract, and identify the elements of the misuse
attack, as well as to distinguish its traffic from other forms of traffic. The
design, implementation, testing, and evaluation of effective machine learning
approaches that been used for intrusion detection systems make up the
second part. These formulas belong to the Random Forest family and Niave

Bayse. Furthermore, the machine-learning algorithm's performance has
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4.4 Results of Classification

The training stage's misused datasets contributed to 70% of the data in
the classification stage, and the testing stage was where 30% came from.
The proposed system uses the Random Fours classification algorithm, and
the results are based on the accuracy ratio, so this section illustrates the
results of the random forest classification (4.4.1) and the analysis and

discussion in the subsections (4.4.2).

4.4.1 Results of Random Forest Classification

This section will show the results of the random forest classification
algorithm as illustrated in algorithm 2, based on values of accuracy rate using
equation (11), with all cases provided in the proposed system as shown in

figure 4.

700000
600000
500000
400000
300000
200000

100000
0

True label

Predicted label

Figure 4. Results of accuracy rate for Random forest classification.
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Table 2. First step of one hot encoding algorithm.

Number of categories
# Feature
training testing
0 protocol type 3 3
1 Service 70 65
2 Flag 11 10
3 label' 23 2

However, quite a range of factors has been taken into consideration,

such as Data Quality and Quantity, Data Availability, and Gaps in the Data.

4.3 Feature Selection using PSO-Test

After using the feature one hot encoding and normalization technique,
the number of features is Train: Dimensions of Misuse (1431357, 117) and
Test: Dimensions of Misuse (1431357, 117). Table 3 displays the results of

selecting features.

Table 3. PSO F-test results for feature selection.

[logged_in,

Count,

Serror_rate,
Stv_serror_rate,

Same_ Stv_rate,
Dst_host_stv_Count,
Dst_host_ Same_ Stv_rate,
Dst_host_ Serror_rate,
Dst_host_ Stv_serror_rate,
Service_private,

Flag_SoO,

Flag_SF]
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4.The Results
This section, results from the proposed system that has been designed
to defend against misuse attacks targeting NFV are presented and discussed.

The outcomes of each stage of the proposed model are shown below:

4.1 Import Dataset

The first step proposes a system load data set and divides the
dataset into parts (70% training and 30% testing), where the dimensions
of the training set are (211979, 50) and the dimensions of the test set are
(325498, 33).

4.2 Data Preprocessing using One Hot Encoding Technique

Furthermore, according to the previous chapters' discussions, Hot
Encoding is employed to convert all features into binary. Here is the One-Hot
encoding procedure:

e Input [matrix of integers]

* Processing [Denoting values of features]

e Qutput [Sparse matrix, one feature]

In case of we assume the input features take values in range (0, n_
values). The first step in one hot encoding technique is to identify categorical
features, as illustrated in Table 2. There are only four features that have

symbols or text, which are protocol type, flag, service, and label.
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Figure 3. Analysis value of 10 Features of Dataset.
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is_host_login
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Table 1. Misuse Dataset 42 Features.

No. class | Feature name Total number of attack

1 Root_ num The root in the connection is done as a number of
operations or the number of 'root' accesses

2 File_creations_num The file creation operations were performed in the
connection of the number

Shells_num Shell prompts of the number

4 Files_access_num Control the number of operations performed on accessing
files.

Num_outbound_cmds Commands that are sent out in an FTP session

6 Is_hot_login If the login is on the 'hot' list, like root or admin, then it
will be 1; otherwise, it will be 0

Is_guest_login 1 if the login is a “guest” login; 0 otherwise

8 Count The number of connections completed in the last two
seconds with the same host as the actual connection
destination.

9 Srv_count The number of connections made to the same service
(port number) within the preceding 2 seconds as the
current connection

10 Serror_rate The proportion of connections among those aggregated

in count that have triggered the flags s0, s1, s2, or s3 (23)

The analysis value of 10 Features of Dataset explain in figure 2

1500000

1000000

500000

num_root

1 611162126313641465156616671
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is also, where the suggested system is trained. The second half, which makes
up 30% of the dataset, is utilized to test the suggested system. Then, assess
the suggested system's accuracy in classifying the abuse feature algorithm,
which is offered in multiple steps as follows: (Matrix Data Set as Input; Best
Tree as Output)
1: in the first step the samples will be selected from the dataset.
2: After construction, a decision tree for all samples will provide a
prediction result.
2.1 evaluate the previous entropy.
2.2: evaluate the information Expanded for the attribute.
2.3: evaluate the attribute value then partition the data set based
on these values.
2.4: Repeat Steps 1- 3 per Tree using the relevant partition.
3. in the last step the voting for every expected result will be

completed.

3.4.2 Testing Dataset

The KDD dataset contains approximately one hour of anonymized
traffic traces from the misuse attack and Distributed Denial-of-Service (DDoS)
attack. The server is able to connect to the internet and its computer
capabilities by using all of the network bandwidth. This attack aims to prevent
users from accessing the targeted server. The KDD dataset contains more
than 4 million requests and connections. Table 1 shows that each connection
had 10 fields of information. It is also the analysis value in Table 2. This
dataset has 972,517 connections from misuse attacks, and the remaining

belong to DDoS traffic and normal traffic.
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highest value is a global "best" value and is referred to as g, , when a particle
uses all the population as his topological neighbor. . The pseudo-code of the
proposed PSO model algorithm is given in several steps, as follows:
Step1l: find variance y2 of the data by using standard deviation y.
Step2: Determine the null and alternate hypothesis where NO: no
difference in variances and N_: difference in variances
Step3: Find F_ using equation (1), F_ =%/, where F_ = Critical
F-value, y’ & y; = difference of the two samples.
Step 4: Find the degrees of freedom of the two samples using equation
(2), d.=n_-1, where: d.= Degrees of freedom of the sample, n_=
Sample size.

Step 5: Find F_ . value using dland d2, obtained in Step4 from the

table
F-distribution table using learning rate a = 0.03, d = d, of the bigger
sample with numerator variance,d2= dfof the smaller sample with
denominator variance.

Step 6: Interpret the results using F_ _and F_ . where Max referred to

1 table

the best value the feature takes , Min referred to lowest value the
feature takes ,range = |Max— Min|, D represents discrete values

of feature ,and C represents continuous values of feature.

3.4 Classification Stage
The Proposed Misuse Attack Detection Based on Data mining in NFV

3.4.1 Random Force classification algorithm
The dataset was divided in the proposed model into two parts using

the Random Force classifier. 70% of the dataset is in the first section, which
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Il. Data Cleaning

To complete the process, one must identify inaccurate data, eliminate
unnecessary information from the data, and replace the incorrect data. The
real data cleaning process is error elimination and data validation. Cross
verification of data can help you find and correct errors. Validating the data

is a way to resolve the problem.

lll. Model Building

To describe the behavior of a variable, a statistical model or machine
learning model is utilized. It is possible to have both supervised and
unsupervised models. A classification or regression model can be used to
obtain the results. The outcome can be seen by using a model. After that, the

model must be evaluated.

IV. Present Result

By using charts, graphs, and tables, we may view large amounts of
complex data. Graphs can help people digest information. The idea can be
explained with a simple approach. The areas that need improvement can be

identified by it. It effectively clarifies the component [24].

3.3 Feature selection Using PSO algorithm

The population of the particles in the first swarm is typically spread
randomly over the search space. In every iteration, both "best" values, p, 4
and g, , are used to update each particle. In the issue space, the coordinates
of each particle are recorded that correspond to the best solution (fitness) it

has found so far. The name p, _ is given to this fitness value that is kept. The
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3.1 Pre-processing Stage

Data preprocessing is an important stage that has been taken into
consideration before the further processing stage. In this work, One Hot
Encoding is used for dataset preprocessing. In order to convert categorical
variables to numerical values in an interpretable format, the most well-
known technique, one-hot encoding, has been, in addition to the job of
quantifying categorical data in machine learning. Additionally, One Hot
Encoding generates a vector whose length may equal the number of feature
categories in the test dataset. Except for the ith component, which is given a
value of 1, all components of this vector are assigned the value 0 if the data
point falls into the ith category. Following categories logically in terms of
numbers is made possible by this. However, it is quickly fixed by the statement
that approximately one hot encoded has exactly one position in its array that

is labeled as a (1).

3.2 Exploratory data analysis (EDA)
Techniques for data visualization and analysis are widely employed.

Following is a discussion of these methods:

I. Data Exploration

That is the first step in analyzing the data. This is where we can learn
more about the content and characteristics of the data set. The size of the
data is exposed. Locating the missing value of the data is possible. We can
see if there are any potential connections between the data. By using tabular

data and comprehending its properties, data visualization is accomplished.
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TP+T
Accuracy = ( IV )%x100
TP+TN + FP+FN (8)

TP and TN are synonymous with True Positive and True Negative, which
suggests that the proportions of positive and negative conditions were
properly identified. Also, FP means false positive, which refers to all the
negative cases that were falsely classified as positive, and False Negative, or

FN, is the term for all positive cases that were misclassified as negative [23].

3. The Proposed System

A machine-learning algorithm is using in the proposed system to
achieve a higher accuracy rate for detecting misused attacks. The input into
the system is a KDD data set, and the output is the attack rating. The proposed
work consists of several main stages, namely loading the KDD dataset,
preprocessing the encoded dataset using the One Hot Encoding technique,
selecting the most important feature from the dataset using the PSO
technique, and classifying the results using Random Forest and Niave Bayse.

The diagram of the proposed model's general blocks is shown in Figure 2.

1
1
1
B . Feature Exploratory data .
Evaluation < = 3N g setection Using (= analysis (EDA) (= TroRpocesing |
: g PSO stage stage :
A ! 1
! !

_________________________ data Pre-processing o = = = =
testing Stage

Figure 2. The Proposed Model's General Block Diagram.

E132



Protection the NFV Net-work Using the Random Forest Classification '

making with KDD is to reinforce and enhance DSS through the models created
for KDD, especially in situations where a significant amount of historical data

is accessible for knowledge discovery [18].

2.4.2 Random Forest Classifier

All satellite scenes from each year were classified using the random forest
method [19]. This method, which is a variation of the classification tree algorithm,
is used in ensemble learning techniques. Based on tree-wise randomly selected
samples and subsets of the training data, individual decision trees are generated
automatically by the classification tree algorithm. Many classification trees are
created for a random forest model, and the classification outcome is determined
by a vote of each tree. A random sample of the training data set is used to create
each classification tree individually using a unique learning method. The best
split is carried out at each node of classification trees using random selections of
the predictor variables. Every tree grows to its maximum potential under the
control of the user-set node size. There are a number of significant adjustable
factors that must be set before the random forest classification can be used. The
main parameters are the depth of each tree in the forest, the number of
classification trees to run in the forest (ntree), and the number of randomly

chosen variables to utilize in each tree's construction (mtry) [20].

2.4.3 Evaluation Methods

A confusion matrix is a form of visualization method that is widely used
to verify the accuracy of classifiers in classification [21]. Accuracy is a
parameter that tests a classifier's capacity to render a correct diagnosis [22].

The accuracy of the equation is seen in equation 4.
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rendered prior to the final classification. Although supervised classification is
far more reliable than unsupervised classification, misclassifications can be
identified because it is heavily reliant on teaching. The monitoring of
classification involves careful attention to the creation of training details.
Classification outcomes would be bad if training data were poor or not
representative. As a consequence, controlled labeling usually takes more

resources and time than unsupervised [16].

2.4.1 KDD Datasets

The capacity to select the best option from a range of choices to
address a specific issue or accomplish a set of goals is known as decision-
making. Strategic, tactical, and operational decisions may often be made in
any organization or system. In any company, decision-making processes can
be supported in a variety of ways. A well-known strategy employed in
businesses is the decision support system (DSS). A decision support system
(DSS) is an information system that supports the management, operating
and planning levels of an enterprise, organization, or business and addresses
a variety of issues to help decision-makers.

Awell-designed DSS can assist decision-makersin gathering information
from numerous sources and in making judgments by resolving issues [17].
Data mining is the main KDD sub process that uses various algorithms and
techniques on databases to create predictive models and extract useful and
instructive patterns. The maternal health and child immunization databases
can be utilized to identify previously unidentified patterns and knowledge,
which can then be used to create more effective and efficient decisions for

the management of healthcare. The fundamental goal of integrating decision-
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If (rand <sv.")) then x;" = I else x,;" =0 )

Where v»¢" and v’y are the particle velocities, x%; is the current
particle position (solution), and x,;" is the updated particle position
(solution). The values pbest,, and gbest, defined as stated above. The two

factors rand, and rand, are random numbers between (0, 1).

2.4 Classification

The process of predicting the goal class of each data sample includes
utilizing a supervised learning approach that determines the classes to be
used beforehand. When utilizing classification algorithms, data attribute
values must be utilized to determine class definitions [15]. The first stage in
the classification phase is called preparation, which is necessary to construct
a model for classifying new data. The model is used to forecast the class
mark of the new data in the second step, which is referred to as classification.
To describe a previously established set of data classes, a classifier is built
during the training phase. The classification algorithm creates the classifier
by acquiring knowledge from training data and related class labels. This
phase can be regarded as a learning phase where the function y = f(x) can
predict the associated class label for the given data, and the prediction's
accuracy is the first thing to be calculated. If you use training data for
computing accuracy, it will be optimistic (the classifier leads to overflow the
data), so in this state, a test set is employed where the data is not dependent
on the training set. If the accuracy of the classifier is acceptable when using
the testing set, it can be used in the future for the data whose class label is

unknown. In the controlled classification, the bulk of the initiative can be
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Effective EDA in this area also heavily relies on the abilities and domain

expertise of data scientists [15].

2.3 Feature Selection Using PSO

James Kennedy and Russell Eberhard created particle swarm optimization
(PSO). It was created using a straightforward idea inspired by the movement of
fish schools and bird flocks. It was created following several computer
simulation-based interpretations. PSO uses several agents (particles) that come
together to form swarms. In search of the best solution, this swarm is moving
around in the search area. To match its own and other particles' flying
experiences, it modifies each particle's "flying" in the search space.

PSO started with randomly created particles and their velocities, which
represent the speed of the search. The particles are then assessed for fitness.
Two major tests are conducted following this examination. The first test,
known as personal best, compares a particle's experience with itself (pbest).
The second test contrasts a particle's fitness with the overall swarm
experience. The phrase "global best" (gbest) for the best particle is saved as
a result of running these two tests. The termination criteria are then satisfied
[16]. Abinary string that corresponds to the feature selection case determines
each particle’s position. The formulas below determine the frequency of

updating each particle (1, 2, and 3):

new __ old oid
Via = WXV, +c xrand, x(pbestbd =X )+
old
¢, xrand, x(gbestd — X ) W
1
S (V}’IGW) — —
" 1+
¢ (2)
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This is not the case in the case of NFV [12].The role of a Network virtualization
is a cloud infrastructure networking implementation that virtualizes network
servicesthatcanbechainedtogethertoconstructavirtualized communication
infrastructure. This allows a shared, flexible, and energy-efficient network
ecosystem to be developed. TSPs are referred to as "NFV providers" in this
situation. As shown in Figure 1, the European Telecommunications Standards
Institute (ETSI) has established an NFV structure with three key components
[12, 13].

Network Functions

Customer Premises

WHAT IS

NFV?

Figure 1. General architecture of NFV [13].

L= |

2.2 Exploratory data analysis (EDA)

The primary purpose of exploratory data analysis is to examine what
the data can reveal outside of formal modelling or hypothesis-testing tasks.
The analysis of data sets is assisted by EDA, which focuses on four essential
elements to highlight their statistical characteristics: the distribution's shape,
the presence of outliers, and the measures of central tendency (including
the mean, mode, and median) are all taken into account, and the measures
of spread (which include the standard deviation and variance). Data scientists

evaluate the data and derive important insights using EDA techniques.
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and virtualized networked environments. While coefficients and signal shifts
were employed to complete period detection, SVM was used to identify
cycle numbers.[10] Created an intrusion detection system by employing a
recurrent neural network. The proposed mechanism has three stages: data
collection, characteristic extraction, and the deep threat classifier. The results
of the studies show that Naive Bayes, K-Nearest Neighbor, Random Forest
and Decision Tree are ineffective compared to the best precision of 98.18%
according to the 10-fold cross-validation analysis.

In [11], network intrusion detection (NID) systems have made extensive
use of data-driven methodologies. The way the datasets are gathered,
however, has led to several difficulties. In comparison to regular traffic, the
majority of attack classes in network intrusion datasets are regarded as the
minority, and many datasets are gathered using virtual machines or other
simulated settings as opposed to real-world networks. By fitting models as
random forests or support vector machines to non-representative "sandbox"
datasets, these problems reduce the performance of intrusion detection

machine learning models.

2. Related Theories
In the field of our research, we relied on several modern techniques

and methods to build the proposed model which are listed as follows:

2.1 Network Function Virtualization (NFV)
Telecommunication service providers (TSPs) have historically been
forced to implement physical patented equipment for each network purpose,

resulting in high construction costs and constraints when scaling a network.
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in the network environment by introducing frequent pattern mining in the
detection process.

Niave Bayse, a machine learning technique, has been added to enhance
the detection of misuse attacks. To test and evaluate the performance of the
proposed model, the KDD dataset is utilized.

The remainder of this work divided into the following sections. Details
on related theories are presented in Section 2. The suggested adaptive
misuse attack detection model and associated techniques are described in
Section 3. Experimental results are presented in Section 4. Section 5 ends
our study by discussing the most important points of the system and
comparing our proposed model with current methods

Forthe purpose of swiftandverifiable identification of misconfigurations
breaching security characteristics in NFV, [8] proposed a new methodology
called MLFM which combines machine learning (ML) efficiency with rigorous
formal methods (FM). The heart of our approach is an iterative teacher-
learner interaction where the teacher (FM) can progressively (over several
iterations) as training data, provide more representative verification findings,
and the learner (ML) can use these results to gradually generate more
accurate ML models.

In [9] covers the following goals: establishing and examining the two
classifiers that are most frequently used in IDS implementation (KNN and
Bayes), assessing the performance of each classifier separately, and modeling
a hybrid classifier based on the advantages of the two classifiers. A
guantitative methodology for data collection and analysis was used in this
investigation. The NSL-KDD and the original KDD 1999 datasets were used in

the investigation. Evaluated the developed techniques using traffic workloads
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numerous studies have been established to tackle this type of attack, but no

one has come up with the best solution.

The main point of this work is explained in the following steps:

1)

2)

3)

4)

Design and implementation of detection and diagnosis of misuse
attacks in NFV networks with higher accuracy based on the Random
Fours algorithm and Niave Bayse of machine learning.

The ideal categorization of normal and offensive behaviour in the
intrusion detection model is achieved by combining NFV with a
random forest and Niave Bayse classifier.

To improve the intrusion detection model, a frequent pattern
mining-based adaptive online update strategy is added to the
random forest and Niave Bayse classification and detection process
is able to adapt to dynamic changes in the network environment
and has a high detection rate for known and unidentified attacks.
The accuracy criteria are used to compare the performance of
machine learning algorithms, knowing the best algorithm for

diagnosing and distinguishing the misuse attack requires accuracy.

Our presentation presents an adaptive intrusion detection model that

is based on NFV and the random forest algorithm to reduce the impact of

dynamic changes in the network environment on the precision of the pattern

for detecting abusive attacks, better extract effective data characteristics and

enhance the detection performance of the abusive attack detection model.

This work aims to propose a system capable of detecting early and accurate

NFV misuse attacks using the most efficient machine learning technique the

random forest .the intrusion detection model can adapt to dynamic changes
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recognized as key technological paradigms in modern networking systems
for efficiently handling emerging challenges in managing complex networks
and there are unpredictable traffic patterns in various scenarios, including
Internet of Things, cloud networking, and mobile data traffic in fifth
generation (5G) and beyond networks [5]. Middle box functionality is
progressively being virtualized and offered in software with the development
of software-defined networking (SDN) and virtualisation of network functions
(NFV), which can reduce energy consumption, resource use and service
provider operating costs [6]. The typical traditional network is rigid and stiff.
The Internet's rapid expansion has brought about challenges, including
heterogeneity, scalability, and interoperability. A fundamental approach to
virtualization in communication networks is Network Function Virtualization
(NFV) [7].  Virtual networks that provide services through virtual parts of
virtual machines are known as Network Function Virtualization (NFV). It is
easy to implement and up-to-date. NFV's low costs are due to the sharing of
resources. Attacks are not uncommon for NFV, just like other networks.
Misuse attacks are the most common attack in NFVs because all parts share
the same resources, the attack's use of one or more resources that affect all
parts of the NFV is particularly noteworthy.

A neural network-based detection system was proposed by them for
botnets in NFV. The system was formed using data sets that were collected
through traditional networks. Based on the study, their proposed detection
system could detect up to 99% of botnet attacks. Various types of attacks
can target Network Function Virtualization (NFV) in different forms and
destinations. Network Function Virtualization (NFV) could be targeted by

various types of attacks in different forms and destinations. Moreover,
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1. Introduction
The most critical part that must be considered when developing

systems, especially those that must connect to the internet, is information
security. The identity risk management sector is where it belongs [1]. The
usual approach is to prevent or reduce the risk of improper data usage,
leakage, destruction, deletion, corruption, alteration, review, tracking, or
devaluation. The main goal of Information management is to maintain data's
as the confidentiality, integrity and availability, and or (CIA triad) supporting
the efficiency of business [2]. Over the past decade, massive cyber-attacks
against major organizations have multiplied. Among the most devastating
are ransomware, which aims at encrypting the data stored on the system
until the target organization pays a ransom.

At times, security threats are on the rise. A computer system that has
a flaw or weakness, security tactics, internal controls, and planning, A
framework's security policy can be compromised by a web vulnerability,
which could lead to data theft or modification. SQL injection and cross-site
scripting (XSS) attacks, as well as broken authentication and session
management, are the most common types of attacks. Weak or broken
authentication mechanisms may allow attackers to circumvent authentication
and gain unauthorised access to the application [3]. Resources on the NFV
network are vulnerable to abuse, particularly those that only a small number
of users or cannot share. In these attacks, the attacker takes resources away
from other users and uses them for their purposes without sharing them
with other users. These attacks typically cause bottleneck issues, which cause
service delays or even the interruption of NFV network services [4]. Network

Function Virtualization (NFV) and Software Defined Networking (SDN) are
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Abstract

A misuse attack is the most common and dangerous type of attack that
could target NFV (Network Function Virtualization). In a misuse attack, the
attacker attempts to consume the NVF environment's resources by sending
a large amount of traffic. To protect the NFV environment, an early and
accurate misuse attack detection system has been proposed based on NFV
and Random Forest Classifier. The proposed model starts with importing the
dataset and analyzing it then pre-processing and feature selection using a
PSO (particle swarm optimization) Test algorithm, classification is based on
the most common and efficient machine learning technique, which is
Random Forest and Niave Bayse used. Finally, in order to test and evaluate
the performance of the proposed model, the KDD (knowledge discovery in
databases) dataset is utilized. The proposed system outperformed the most
comparable previous research in terms of performance, as indicated by the
results, achieving an accuracy rate of 99.98% for Random Forest and 99.5%
for Niave Bayse.

Keywords: Network Function Virtualization (NFV), Machine Learning ML,

Random Forest (RF), Niave Bayse, PSO Test algorithm, KDD.
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of data is determined by a number of factors, including collisions,
obstacles between nodes, and network topology.

the productivity in the first scenario is greater than in the second
and third scenarios, and the productivity in the fourth scenario is
very low because there are not enough coordinators to receive all
the packets, meaning that the productivity in the fifth scenario will
be very high because there is a large number of coordinators, as
shown in the figures.

Traffic sent parameter is a large in the first scenario due to the
short time in generating packets and is larger in the fourth scenario
due to the large number of nodes and routers.

traffic received number is low in the fourth scenario, which
contains a large number of nodes and routers, and this number is
almost the same for the second, third and fifth scenarios, and has
the highest value in the first scenario, meaning that almost all the

packets sent are received.
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Conclusion
By performing the simulation and displaying the results for a several

network (OPNET, and to reach the best possible design of network According

tothe necessary network parameters. Time delay, loss of packets, throughput,

traffic sent, traffic received and productivity, we clarify:

Theresultsobtainedinthis paperwere usedin practical applications
in the field of monitoring and Controlling greenhouses.

Thatin the first, second and third scenarios, the time delay between
the final nodes is not affected by the number of nodes when it
does not exceed 20 nodes the time delay is the same. That is
affected by the density of data packet flow across the network, but
it increases in both the fourth and fifth scenarios, that is, when the
number of nodes in the network reaches 240 nodes, due to the
large number of nodes that make up the network.

We note in particular The time delay is greater in the fourth
scenario due to the presence of one coordinator device, while in
the fifth scenario there are (13) coordinators.

The number of discarded packets decreased in the second and
third scenarios compared to the first scenario when the time
between packets generation changed, which led to a reduction in
the density of packets in the network. This loss in the fourth and
fifth scenarios was similar, meaning that the presence of routers
did not affect the operation of the network. The following figure
shows this:

The increase in the number of users of the wireless medium is the

reason behind the increase in interference, and thus the amount
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of the decrease in data packets generated primarily within the network and

thus the packets sent.

/B3 average (in ZigBee 802_15_4 MAC, =

Figure (13) MAC DELAY

Figure (14) MAC-throughput
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We notice that this numberis low in the fourth scenario, which contains
a large number of nodes and routers, and this number is almost the same for
the second, third and fifth scenarios, and has the highest value in the first
scenario, meaning that almost all the packets sent are received. As it

illustrated in figure (12)

] average (in ZigBee Application.Traffic Received (packets/sec)) = | B %

W Annotation: PAN 0
il -1 house_30enddevice-DES-1
1@ Annotation: PAN 0
a1 -20house _1 coordinator_1 3router-DES-1
O Annotation: PAN 0
a1 -20house_1 Scoordinator1 -DES-1
O Annotation: PAN 0
alil -just_one-DES-1
O Annotation: PAN 0
ol -just_onied -DES-1

average (in JgBes Applcation Traffic Received (packets/sec))

0 - - -
Om0s Om30s 1m0s im30s 2m0s 2m30s 3m0s 3m30: 4m0s 4m30s  SmOs  Sm30s

Figure (12) shows the graph of the transmitted and received data.

- Delay:

It is the time between waiting for the packet to be transmitted at the
physical layer and receiving the last bit at the receiving node.

After conducting the simulation and displaying the graphs of
productivity and delay, we notice an increase in delay and a decrease in

productivity in the third scenario compared to the second scenario as a result
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Data sent and received traffic sent & traffic received):

traffic sent. It represents the total number of data sent from the

source to the destination in one unit of time regardless of whether

it arrives or not.

We notice from the graph of this parameter after running the simulation

as shown in figure (11), that it is large in the first scenario due to the short

time in generating packets and is larger in the fourth scenario due to the

large number of nodes and routers.

] average (in ZigBee Application.Traffic Sent (packets/sec))

= Bl 22

05

B Annctation: PAR O
ali1 -1houze_30enddevice-DES-1
O Annctation: PARN O
ali1 -20house_1coordinatar_1 3router-DES-1
O Annctation: PARN D
ali1 -20house_13coordinator] -DES-1
0O Annotation: PAR O
alil -just_one-DES-1
0O &nnctation: PAM O
alil just_onel-DES-1

average (in ZigBee Application. Traffic Sent (packetsizec))

_—

T T T T
0m Oz 1m0z 2m 0= 3m Oz 4m Oz

T
am Oz

Figure (11) Chart of sent packets

traffic received: Represents the number of packets received in one

unit of time.
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e Throughput:

The actual amount of data sent from the source to the target during a
specified time (Second) The increase in the number of users of the wireless
medium is the reason behind the increase in interference, and thus the
amount of data is determined by a number of factors, including collisions,
obstacles between nodes, and network topology.

After conducting the simulation and displaying the productivity charts
for all scenarios, it became clear that the productivity in the first scenario is
greater than in the second and third scenarios, and the productivity in the
fourth scenario is very low because there are not enough coordinators to
receive all the packets, meaning that the productivity in the fifth scenario
will be very high because there is a large number of coordinators, as shown

in the figure (10):

B3 average (in ZigBee 802_15_4 MAC.Throughput (bits/se... | = [E] | 3%

M =li1-1house_S0enddevice-DES-1

3 =li1-20house_1coordinator _1 Srouter-DES-1
O ali1 -20house_1 3coordinator -DES-1

O ali1 -just_one-DES-1

O ali1 -just_one1-DES-1

13000 average (in ZigBee S02_15_4 MAC Throughput (hitsfsec))

12,000

11,000

10,000 =

9,000

5,000

7,000
5,000

50004 ——

4,000 - —

3,000 —-

2,000

1 000 4 (T

T T T T T
Om 0= 1m 0= 2m 0= 3m 0= 4m 0= am 0=

Figure (10) Productivity chart (throughput)
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in the flow of data packets in it, so that the intermediate nodes’ stores
become full and unable to receive any new packets.

After running the simulation and displaying the graph of the discarded
packets, it became clear that the number of discarded packets decreased in
the second and third scenarios compared to the first scenario when the time
between packet generation changed, which led to a reduction in the density
of packets in the network. This loss in the fourth and fifth scenarios was
similar, meaning that the presence of routers did not affect the operation of

the network. The following figure shows this:

average (in ZigBee Network Layer.Packets Dropped (Not Joined) (packets)) = = X

| ali1-1house_30enddevice-DES-1

O ali1-20house_1coordinator _13router-DES-1
0O ali1-20house_13coordinator1-DES-1

0 ali1 -just_one-DES-1

0 ali1-just_one1 -DES-1

260 average (in ZigBee Network Layer Packets Dropped (Mot Joined) (packets))

140
120

100+ -

a0 -

20
A

0

OmDs Om30s 1mOs 1m30s 2m0s 2m30s 3m0s 3m30s 4m0Os 4m30s 5m0s  5m30s

Figure (9) The graph of the neglected packets (loss of packets
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= average (in ZigBee Application.End-to-end Delay (seconds))
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Figure (8) Time delay (end-to-end delay

* Neglected packets (loss of packets):

This parameter is defined as the parameter that determines the data

packets sent from the sending nodes that do not reach the receiving nodes

as a result of their loss in the network or the packets that do not reach from

the sender to the receiver as shown in Fig-(8). There are several factors that

cause packets to be lost while they are traveling within the network, such as:

the absence of any receiving node within the range through which the

sending node broadcasts its signals, which may decrease in value.RSS is a

result of various losses or the end of the battery life of neighboring nodes

located within its radio range, and one of the other most important reasons

isthe occurrence of a congestion condition in the network due to the increase
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e Time delay (end-to-end delay):

It is defined as the total time delay between the sending node and the
receiving node. By performing the simulation and displaying the results as
shown in Fig-(8), it was observed that in the first, second and third scenarios,
the time delay is the same.That is, the time delay between the final nodes is
not affected by the number of nodes when it does not exceed 20 nodes, nor
is it affected by the density of data packet flow across the network, but it
increases in both the fourth and fifth scenarios, that is, when the number of
nodes in the network reaches 240 nodes, due to the large number of nodes
that make up the network. We note in particular: The time delay is greater in
the fourth scenario due to the presence of one coordinator device, while in
the fifth scenario there are (13) coordinators. The coordinator device
represents the final node where all communications must end, and therefore
the nodes located far from it will need a longer path and a greater number of
hops, and thus a greater time delay to reach it, in addition to congestion and
competition over the shared medium. As for the presence of more than one
coordinator to enter the network, the nodes send data to the closest
coordinator to the medium within the network, noting that the routing
protocols are responsible for this task to form the parent-child tree or build
the approved routing tables and a cage for the protocol and algorithm used,

which is the same in all scenarios.
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The following figure illustrates the characteristics of the proposed

scenarios:

Inter arrival time | Size of data packets | node Number of | Number | Numberand | Scenario
generated at the spacing | General of final size of sites number
application layer Coordinator | nodes served

Contracts

1second 1024 40 1 12 1(200*160) 1

Exponentially Exponentially 40 1 12 1(200*160) 2

increasing and increasing and

step (10) step (100)

Exponentially Exponentially 35 1 20 1(200*160) 3

increasing and increasing and

step (10) step (100)

Exponentially Exponentially 35 1 240 20 (200*160) | 4

increasing and increasing and

step (10) step (100)

Exponentially Exponentially 35 13 240 20 (200*160) |5

increasing and increasing and

step (10) step (100)

Exponentially Exponentially 35 13 220 20 (200*160) | 6

increasing and
step (10)

increasing and
step (100)

9. Simulation and results

After we have presented the design of this project with several network

configurations and different parameters for the devices used, we will simulate

these configurations using the chosen program (OPNET) and display the

results in the form of graphs and analyze and discuss these results to reach

the best possible design. As we mentioned in the introduction to this chapter,

the comparison will be made on several parameters.
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Figure (7) Network design illustrated for the fourth scenario
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number of devices composing the network, as we will increase the number
to 20 devices instead of 12 devices and we will make the distance between

each two consecutive devices (30) meters..

Figure (6) Network design in the third scenario

Scenario 4:

In this scenario, we will expand the network and increase the number of
protected areas to become (20), each of which is identical to the design studied
in the second scenario in terms of dimensions, area, number of nodes and their
parameters. That is, this design will contain (240) end devices. However, we will
use (13) routers here, and we will also use only one coordinating device for the

design as a whole, as shown in the following figure (7):
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Figure (5) first scenario, 12 Zigbee Nodes with one Coordinator

Scenario 2:

In this scenario, we will adopt the same design as in the first scenario
in terms of dimensions, number of devices, and their distribution, but we
will change the settings of the deployed devices. We will make the size of the
transmitted data variable exponentially and with a step of (100). We will also
change the time between generating two consecutive packets and make it
variable exponentially as well and with a step of (10), as shown in figure-(6).

Scenario 3:

In this scenario, we will adopt the same previous design in terms of
dimensions, the presence of one coordinating device and the same previous
adjustment for device settings (the same size of the transmitted data and the

same time between generating packets), but the change will be in the
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e Productivity (throughput).

e Data sent and received (traffic sent & traffic received).

APPLICATION LAYER

E =] E

Traffic S'mk\ Traffic Source G/T/ < Traffic Source

UNSLCK ALK
PACKETS | |poacKETS

MAC LAYER BATTERY MODULE

|

Battery

Synchro

Figure (4) layers structure of Zigbee Protocol in OPENT

Scenario 1:

In this scenario as shown in Fig-(5) we have set up a protected area of
dimensions (200*160) meters containing one coordinating device located in
the center. The area has (12) final nodes representing the sensors, with a
distance of (40) meters between each two nodes.

The default parameters of the devices used in the network were used
in this scenario because they fit this design. The access method between
nodes was set to random, meaning that each node sends to the closest node

until the collected data reaches the primary node (coordinator).
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The third model implements the media access protocol at the data
layer.MAC.
The fourth model is responsible for routing data traffic, joining subnets

to the overall network, and generating beacon requests.

7. Simulation using the program OPNET for IEEE802.15.4

The programOPNET contains version (1.0) of the accurate simulation
model and this version is specific to and programmed for the IEEE802.15.4
standard. The PHY layer contains a transmitter and receiver operating at 2.4
GHz frequency, we use QPSK modulation. [12].

Contains a layer the MAC on Slotted CSMA-CA generates beacon
frames and ensures synchronization of nodes with the network coordinator.
We have the battery module which determines the power levels used. We
also have the application layer which contains the data generator in the form
of frames. The command frame generator in the MAC generates the ACK
frames and the assembly module with statistics for the incoming frames. The
radio model contains standard radio modules to simulate the radio channel

along with other elements such as interference, noise, propagation delay.

8. Design and Simulation

Inthis research, we will study several scenarios with several differences,
simulate them, compare the results, and analyze them to reach the best
representation. There are many parameters that can be compared between
different designs and in this research, we will rely on the study of

e Time delay (end-to-end delay).

e Neglected packets (loss of packets).
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3. Transfer data between devices:

In style (beacon) cannot send between them.

In style ((non-beacon) Data is transmitted directly using un slotted

CSMA/CA technology to access the channel.

The model is ZigBee in OPNET uses four operational models:

1.

2
3.
4

Model ZigBee MAC.

Model ZigBee Application.

Multi access carrier model ZigBee CSMA-CA.
Model ZigBee Network.

Beacon
hDataR\iqﬂL ‘\Dita&qu_es;t\_
Acknowledgment Acknowledgment
Data Data
Acknowledgment Acknowledgment
L L - —L

Figure (3) data transfer from the coordinator in Zighee Protocol

The first model contains a model of (IEEE802.15.4 MAC Protocol) which

is used for channel scanning, joining, failure and repair protocol in CSMA-CA

unslotted system.

The second model represents alow-resolution version of the application

layer in ZigBee contains network configurations, generates and receives

traffic, and provides simulation reports.
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The following figure-(2) shows the transfer of data to the coordinator:

Beacon %
\
% Acknowledgment
( Optiona))
Acknowledgment A 4
(Optionay)

Figure (2) Data Transfer to the Coordinator in Zigbee Protocol Adapted [6]

2. Transfer data from the coordinator:

This is based on the coordinator’s request, as it is in the indicative
pattern (beacon) The coordinator tells devices that it has packets stored
instead of directly sending frames to devices. The device that receives the
beacon message first checks whether its identifier appears in the fields of
the message. If it does, the device sends a request to send data to the
coordinator. The coordinator responds with an ACK and passes the data to it.

As for the non-indicative pattern ((non beacon) The device must
periodically send data request frames to inquire if there are packets stored
for it, and if there are, the coordinator responds with an ACK and sends the
frame to begin the data transfer procedures. The following figure-(3) shows

the data transfer from the coordinator:
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Coordinator Network Device

Data

‘\

Acknowledgment
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Figure (1) non-indicative pattern of Zigbee Protocol Adapted [6]

In general, the protocol ZIGBEE reduces the time that the sensor
node is in the ON state and thus reduces the amount of energy consumed.
Whereas in BEACON mode the sensor is only active during the data
transmission period, while in NON-BEACON mode the energy consumption
is absolutely not synchronous with the transmission since some sensor
nodes are always in the ON state without working, so we notice that
BEACON mode is the most important mode in WSN networks. So, we have

three models for data transfer:

1. Transfer data to the coordinator:

Where in pilot mode when a particular device wants to transmit it uses
time slots to compete for the channel using the technology of slotted CSMA/
CA after receiving the beacon message.

In the non-guide mode, devices will compete for the channel using
theunslotted CSMA/CA The data is sent directly to the coordinator and
when the coordinator receives this data, it sends a report of it with an

(ACK) message.
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e The guide pattern (beacon mode):

In which devices are used the super frame that starts with the beacon
helps in synchronization between the devices participating in the network.
Each super frame is divided into an active period and a variable inactive
period. Communication between the devices takes place during the active
period and stops during the inactive period, and the devices enter a sleep
state and low power mode until the beginning of the new frame.

Here the devices are used. Slotted CSMA-CA. This mode is used when
the CORDINATOR is powered by battery. In this mode, the END DEVICES wait
for a BEACON message from the CORDINATOR, which is broadcasted
periodically, to send the data. After completion, the CORDINATOT and END
DEVICES enter the SLEEP mode.

¢ Non-indicative pattern (non-beacon mode):

This pattern as shown in Fig (1) is employed when the feed is
CORDINATOR via a power supply and in this mode the END is always in SLEEP
mode and is activated when the required event occurs. For example, in
wireless sensor networks inside the GREENHOUSE, the sensor nodes will
wake up and become in an ACTIVE state when the temperature reaches the
required value, then they send information to the CORDINATOR which
remains in a continuous waiting state.

The disadvantage of this pattern is that the sensor node may find the

channel busy and information will be lost.
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This layer provides three important services:

Receiver Energy Detection (ED): It estimates the strength of the
received signal within the channel bandwidth in order to determine the
reception of this signal as a packet and is also used in the network layer to
create a path.

The Link Quality Indication (LQl): is a process of characterizing the
quality of the received packet and this characterization is done using an (ED)
device in order to calculate the signal-to-noise ratio.

Channel Assessment (CCA): It is a logical function that exists to
determine the current state of the wireless medium in order to be able to
use it. In this standard, three types of CCA are used:

e Energy over threshold: Where it gives the CCA indicates that the

channel is busy if the ED value is above the threshold.

e Carrier Sense Only: Gives the CCA states that the medium is busy
only when a modulated signal is detected and has the propagation
characteristics of the IEEE802.15.4 standard.

e Carrier sensing with energy above threshold: Gives the CCA
indicates that the medium is occupied when a signal is detected
with the IEEE802.15.4 standard modulation and propagation

characteristics with power above the ED threshold.

6. The standard IEEE802.15.4 MAC ZigBee

It is located above the physical layer and works to secure access to the
wireless channel by avoiding potential collisions in the channel. It provides
services to the network layer and contains address data. frame to know the
source and destination of this data, this standard allows two modes of

operation in the network [9-16]:
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- Equipment layer ZigBee is responsible for establishing local links
between the source node and the target node, routing messages
between devices, and defining device rules within the network

such as: ZigBee Coordinator, Router or End Device.[14]

5-2 Network layer:

This layer is responsible for: - Initiating and defining the network
topology (joining or leaving the existing network).

- Directing the Frame to target.

- Path discovery between peripheral devices (Sensors).

5-3 The standard IEEE 802.15.4 PHY Zigbee (Physical Layer):

It is the lowest layer and performs the process of modifying the
outgoing signals and extracting the incoming signals. It also allows for channel
selection to avoid radio interference, in addition to exchanging data with the
higher layer (MAC)[7-13]. The IEEE 802.15.4 PHY standard at the physical
layer supports two types of services:

e Data Services: Allows the transmission and reception of physical
layer protocol data units. (PPDU: Physical Protocol Data Unit) over
dedicated radio channels.

¢ Management services: These are related to sending pilot frames
by nodes programmed as multi-access coordinators, and they have
priority to start sending these frames using a timer that ensures

the accuracy of the transmission timing.
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formations (star, tree, mesh, etc.). It is also considered a low-cost technology
compared to other technologies, in addition to its high, accurate and flexible
performance.

Wireless sensor networks designed using sensors such as ZigBee
provides high flexibility and diverse capabilitiesin all scientificand engineering
fields. Using these networks, information can be transferred from one area
to another at a low cost and with low energy consumption. The advantages
of choosing ZigBee include:

e It expands the industry and processing systems and enables
constant supervision and control that increases management and
thus labor productivity.

e Supervising the work and thus saving personal effort and public
safety.

e Get accurate readings, do precise work, and detect problems
before they happen.

e Eliminates the need for manual monitoring and thus reduces the

occurrence of unwanted errors.

5. Protocol structure of ZigBee
The technology ofZigBee has its own four-layer model, each with its

own function, as in the OSI model. It includes:

5-1 Application layer:
Application layer ZigBee consists of:
- Asub-application layer that connects two devices based on services

and the need to route messages.
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4. Technique ZigBee in Wireless Sensor Networks
The latest technology Wi-Fi is a revolution in the field of wireless

networks, as it has made it easier for us to connect to internal networks
when we are outside [4-5]. This technology has also made it easier for us to
connect between devices, as it has greatly reduced the number of cables.
This has led to companies’ interest in this technology. But at that time, there
were many companies and institutions suffering from the problem of energy
consumption and the cost of building projects with these technologies [5-
13]. Faced with the demand for low-power consumption and cost-effective
wireless communication, engineers sought inspiration from nature. The
collective behavior of bees offered a compelling model: despite their
simplicity, bees can achieve complex tasks by sharing energy and
communicating through distinctive movements such as the "waggle dance."
This natural system of efficient, decentralized coordination inspired the
creation of ZigBee technology. Developed to support low-data-rate, low-
power wireless networks, the idea of ZigBee emerged in 1998. After nearly a
decade of standardization and refinement, the first full specification was
finalized in early 2007 [5] and [7]. Therefore, it is a grid connection technology
designed specifically for applications that require long-term operation
without the need for electrical power supply between short periods. This
technology is equipped with batteries with a life span of up to 360 days of
continuous operation without the need to charge it more than once. It is also
specially designed for uses that require high service availability so that there
is a direct alternative in the event of a device failure. Its features include the
ability to control hundreds of peripheral devices over long distances. Up to

70 meters and the possibility of forming the network in several ways and
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3.2. The standard IEEE802.15.1:

Also known asBluetooth is a personal area network (PAN) for
transferring data from one device to another.

It features lower power consumption than the previous standard.
It supports tree formation and can connect several devices
together, and only 8 devices, one master device and the rest are

slaves, and for a maximum distance of 10 meters.

3.3. The standard IEEE802.15.4:

This standard was designed as an evolution of the previous two
standards for control and monitoring operations in wireless
network applications. It is the most flexible standard that supports
multiple data transmission rates and multiple communication
frequencies in addition to multiple network configurations (tree,
star, etc.).

The most useful thing about this standard is the low power
consumption because many devices are activated and deactivated
at certain periods and as needed.

This standard ensures the design of flexible and low-cost networks.
This standard operates based on several frequencies and different
data transfer rates:

20Kbps for 868MHZ frequency

40Kbps for 902MHZ frequency

250Kbps for 2.4GHZ frequency

The protocol ZigBee falls under this standard and is the most widely

used protocol.”
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location that work together to monitor a studied phenomenon to obtain the
required information and pass it to the required location.

These networks have enabled the creation and innovation of a large
number of applications in all civil and military fields [2-10].. By civil, we mean
everything that is useful in our lives, such as monitoring, facilitation, work
and protection methods, such as designing smart homes for the elderly,
tracking and detecting vehicles and cars, detecting and monitoring car theft,
managing and monitoring traffic. fire-fighting, Agricultural environmental
control and monitoring operations such as measuring temperature, humidity,
etc. in medical, industrial and commercial fields [14]. Military applications
include monitoring targets and early detection of nuclear and chemical

attacks, etc.

3. Standards used in wireless network protocols
As mentioned in [4] and [5] there are several standards adopted and

used in wireless networks, which can be explained as follows:

3.1 Standard IEEE802.11:

e Also known as wifi is a standard designed for public wireless
networks.

e Its standard communication range is 30 meters inside a building
and 90 meters as line of sight.

e Based on this standard, the data rate is (1-150) megabits per
second.

e Thisstandard causeshigh powerconsumptionbuthigh transmission

rate.
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1. Introduction
Wireless sensor networks (Wireless Sensor Network (WSN) is a

scientific revolution in the field of wireless communications and embedded
and deployed systems as a result of the rapid development we are
witnessing today. It has opened the way for the innovation of a new
generation of applications in various fields such as the environment and
weather monitoring, health monitoring, building and facility safety
inspection, and security such as intruder detection and restricted area
intrusion, traffic and fire detection. These applications are mainly related
to the remote monitoring and control of various and multiple sensory (or
physical) events such as temperature, pressure, light, sound, etc [10].
through small wireless devices. These devices contain sensors that capture
and collect the information sensed in the monitored environment, and
then send it wirelessly from one device to another in cooperation with
each other to a monitoring station, which is a computer that collects
information from the scattered wireless sensor devices, processes it, and
analyzes it. In this project, we will discuss the use of these modern networks
in the agricultural field, specifically in greenhouses, monitoring them, and
controlling the workflow in them, as continuous monitoring and controlling
the environment inside the greenhouse here is of great importance, i.e.
controlling the temperature, humidity, lighting, and gas percentage.CO2

and protection from harsh climate [1-13].

2. Wireless Sensor Networks and Protocol ZigBee
The term wireless sensor network, or WSN, is used for short. WSN) is a

network consisting of a large number of sensor nodes spread in a specific
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Abstract

Greenhouses are of great importance in the agricultural field as they
provide the appropriate and important environment for the growth and
production of various plants regardless of the surrounding environmental
conditions. Monitoring and controlling these houses are considered
necessary and important in order to provide the required environment and
obtain the best production. Therefore, the aim of this project is to study the
monitoring and control of these houses using wireless sensor networks,
which are considered modern and simple methods due to the accuracy of
work and little effort they provide, and thus better production. The study will
be for several formations and designs for the greenhouse model and
simulation using the program OPNET to determine which designs are best
for better performance on the ground .This study shows the effect of
increasing the number of nodes in the network to 240 nodes, as well as the
effect of having one or more coordinating devices with the time between
packet generation periods, while determining the effect of this on the
decrease in the number of discarded packets. So This study also shows how
to increase productivity depending on the number of coordinators to receive
all packages.

Keywords: Zighee, OPNET, Throughput, Delay, Wireless, Network.
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4. Conclusion

The paper demonstrates that Al is a critical element that strengthens
loT security systems. The study explores artificial intelligence methods that
detect and minimize cyber threats affecting loT networks. Al delivers multiple
technological capabilities for detecting and forecasting dangers, with
machine learning and deep learning among them. Security approaches in loT
ecosystems receive support from this technique while enabling businesses
to prevent emerging threats. The research emphasizes preventive security

needs at present because technology keeps evolving.
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3. Challenges and Limitations

Continuous sophistication arises in the Internet of Things (loT) security
environment due to the swift development of cyber threats and system
vulnerabilities. Security demands modern innovative tactics because
organizations face different threats from the expanding number of Internet
of Things devices. These challenges encompass complex network security
issues, as shown in Figure 4, the critical need for efficient cyberattack
identification, and the continuous development of advanced detection
mechanisms. Artificial intelligence partnerships with deep learning represent
an advanced technique to fight off cyber threats through threat detection
and prevention systems. A wedding focuses on four essential elements,
which involve constructing protected network defense systems that combine
protective monitoring with threat prediction safeguards to combat digital
security issues. Advanced technology combined with ongoing research and
adaptive security frameworks needs to form an integrated solution system
for loT security because of its volatile nature to protect digital infrastructure

from advanced evolving threats, as explained in Figure 5.

E83



‘ Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

e Support vector machines

e Federated learning

e Convolutional neural networks

e Recurrent neural networks

These distinct security approaches present diverse capabilities to find
and fight cyber threats that exist in modern complex technological domains.

Thelnternetof Things (loT) createsspecial difficultiesforimplementers
of cybersecurity detection systems. The interlinkages present in loT systems
require security solutions to deploy advanced and adaptive systems that
operate between system layers. Numerical approaches controlled by
artificial intelligence have shown essential value in responding to security
difficulties by introducing dynamic automated surveillance and protection
frameworks [4].

Artificial intelligence is vital for cybersecurity because cyber threats
are developing more advanced and complex operations. A revolutionary
transformation exists in our digital security response because we now use
advanced machine learning and complete hardware monitoring systems
together. Using these new approaches offers groundbreaking abilities to
detect, validate, and respond to security vulnerabilities that target different
technology spaces [17].

The progress of cybersecurity in the future will focus on building
advanced detection systems that are adaptive and intelligent. Ongoing
research shows that artificial intelligence and hardware monitoring, together
with a comprehensive dataset analysis, will establish powerful proactive

security architectures able to protect against complex cyber-attacks.
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Sensor fusion procedures drive cybersecurity development through
their ability to generate superior information by uniting diverse data sources.
Security analysis evolved past observing one source to combine physical
aspects and network characteristics, resulting in an entire security evaluation
methodology. Scientific research spanning multiple information domains
helps researchers develop attack detection systems that provide better
accuracy when executing their functions [16].

Artificial intelligence detection tools for cybersecurity detection have
proliferated remarkably by including several complex analytical methods.
Technology researchers use multiple advanced methods to investigate their

subjects, as shown in figure 3, which include:

Threat Detection

Machpfe Learning

Predigtive Analytics Incident Response

Fig. 3 Evolution of artificial intelligence in cybersecurity

e Genetic algorithms
e Deep belief networks

e Hybrid artificial intelligence systems

\\ E81 /



‘ Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

technological innovations while gaining full insight into digital threat
landscapes until they can discover solutions through strategic research.
Firms must maintain their learning strategies by implementing security
frameworks that properly control digital world connections across their

entire technological infrastructure.

2.4 Artificial Intelligence and Hardware-Driven Cybersecurity Detection

Artificial intelligence development, coupled with sophisticated
hardware systems, creates necessary measures to detect complicated
physical system attack vectors. Scientists prove that current machine learning
systems integrated with sensor monitoring networks possess the ability to
discover and thwart difficult cyber-attacks [37].

Research has shown that artificial intelligence proves essential through
its decisive role in cybersecurity investigations of electromagnetic fault
injection (EMFI) attacks. New detection systems created by scientific teams
perform real-time operational and hardware assessments, leading to better
accuracy than former threshold detection systems. The current use of
machine learning algorithms for object detection surpasses conventional
methods; therefore, researchers can identify fresh security threats [44].

By implementing multi-source data analysis systems, it became more
complex and enhanced attack fault detection abilities. Healthcare
organizations obtain better security performance through multi-source data
integration in digital sensor fusion systems used for monitoring. Different
elements of this method make it possible to predict electromagnetic and

clock glitch fault injection attacks [2].
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The primary objective of present-day cybersecurity investigation has
evolved from attempting to remove threats to developing robust security
defense systems. Security researchers dedicate their research time to
building robust defensive technologies to detect security breaches with
anticipation of elimination. The fundamental change in security practices
recognizes cybersecurity work as a continuous operation instead of static
protective measures [1].

When Al belongs to cybersecurity frameworks, it develops a powerful
technique for managing security threats. Standalone analytical capabilities
of innovative systems provide security through self-sustained operations and
thus reduce the constant requirement for human supervision and direction.
Artificial intelligence and machine learning systems perform strong analytics
to observe digital spaces by finding security weaknesses but resist new
cybersecurity threats with quick protective applications.

The current technological industrial development needs stronger
integration between artificial intelligence techniques and cybersecurity
systems. Technological elements such as the Internet of Things, wholesale
cloud solutions and big data repository systems, and autonomous operations
have created a dense network of security needs that need dedicated threat
management strategies. Organizations acquire unmatched threat detection
abilities through artificial intelligence, predictive analysis, and adaptive
defense systems.

The development of intelligent autonomous protection systems
creates the foundation for future cybersecurity success because they gain
the ability to discover and counter threats while operational activities

continue. Security solutions require researchers to establish advanced
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different fields led to a modern security and innovation environment that
connects security needs with technological developments. The advancement
of Al technology reveals both rare chances and complicated system
weaknesses in digital environments, according to [40].

Sophisticated technological interfaces now face sophisticated cyber
threats because the modern cybersecurity field has become dramatically
complex. Digital criminals and threat actors have established multiple
sophisticated methods that extend from persistent complex threats to the
financial exploitation of computer systems. Such advancements in security
threats compel organizations to adopt forward-thinking approaches for their

security management systems [9].
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loT security needs robust protection measures because a synthesis of
published research findings demonstrates their vital importance. The
growing nature of loT requires businesses to prioritize implementing
complete security measures to protect all devices that form part of the loT
infrastructure. Research investigations in progress yield crucial findings that
help develop better security solutions for protecting loT systems from

multiple security risks.

2.3 The Evolution of Artificial Intelligence in Cybersecurity

The development of artificial intelligence started in the 1950s to create
a revolutionary technological paradigm that revolutionized industrial
innovation across various sectors. Artificial Intelligence stands as an advanced
computer science discipline for building smart systems that duplicate along
with exceeding human intellectual operations. Al differs from standard
human computing because it functions based on the goal to fully understand
and duplicate human intelligence through advanced computational methods,
as explained in Figure 2.

Machine learning and deep learning serve as the foundational pillars
of Al's technological infrastructure. Sophisticated algorithmic systems allow
assessment of large databases through pattern recognition and continuous
development of their computational intelligence. Funding organizations seek
to develop artificial systems that can reason like humans because their goal
exceeds basic data processing [25].

The extensive capabilities of Artificial Intelligence operate across
different vital domains, which include machine learning and natural language

processing in addition to robotics and cybersecurity. The intersection of
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Authentication methods and access control mechanisms prove
indispensable during loT technology deployments. The detection of
untracked vulnerabilities in loT communication protocols produces severe
security risks because research shows these vulnerabilities breach both
system data and security protection [12].

The security threats of loT systems generate extensive results that
damage individual equipment alongside entire loT network infrastructure.
The increasing complexity of l1oT systems demands that complete security
solution implementation takes precedence because system complexity
continues to rise. The distributed design of loT devices generates multiple
security problems that only effective protective security protocols can
prevent system vulnerabilities and safeguard sensitive information [43].

Security research demonstrates organizational need for active
monitoring to defend loT environments together with existing preventive
security measures. The operation of real-time threat detection depends on
synchronized development with secure communication standards since
security frameworks must protect against both existing and new security
risks. Security solutions must evolve with student cyber threat patterns
because threats continuously evolve by creating new attack routes while
discovering vulnerabilities within the environment [19].

The research field now aims to merge artificial intelligence and machine
learning platforms into loT security development. The application of
advanced technology enables automatic threat spotting as well as predictive
security methods and improved response functions across new security
threats. Research about loT security keeps advancing because of continuously

evolving cyber dangers and the necessity for better defensive measures [3].
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2.2. Cybersecurity Risks and Attacks in the Internet of Things

Recent comprehensive analyses of loT cybersecurity have revealed a
complex landscape of threats, vulnerabilities, and security challenges that
demand immediate attention from the research community. Through
extensive examination of scholarly literature, researchers have identified
multiple critical areas of concern and innovative approaches to addressing
these security challenges in loT environments [41].

The protection of critical infrastructure in power grids required the
invention of special attack detection models that researchers developed to a
crucial stage [42]. The new models serve as essential points for protecting
basic services from cyber threats. The field of attack detection using fog
computing has achieved a new and groundbreaking level of understanding
by investigating Denial of Service (DoS) and User to Root (U2R) and remote-
to-local (R2L) attacks [42]. The threat classification system establishes a
complete understanding of diverse security risks that aim at loT systems.

The creation of harmful software requires new security solutions with
an emphasis on protecting network-based ransomware and malware within
loT systems [8]. The advancement of research led to the implementation of
collaborative intrusion detection systems that achieved better precision
rates and reduced false detection incidents [9]. Exceptional Android device
power metrics form a fresh method for ransomware detection that shows
great promise for security surveillance.

The requirement to stop unauthorized entry and protect accounts
has risen to essential security status for loT systems. Research documents
the major safety risks associated with unauthorized local user account

entries and R2L attack-driven data breaches, according to [11].
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hybrids, is a noteworthy feature of this changing world. This duality's
existence gives the emerging wireless network ecosystem an extra degree
of complexity. Since conventional forms of communication now coexist
with the constant exchange of data between computers, the modern
human communications landscape has changed to include a varied and
dynamic network paradigm [36].

The challenge in navigating the future is to coordinate the peaceful
coexistence of several communication modes while simultaneously
increasing the capacity and efficiency of wireless networks. Our increasingly
digital lifestyles are based on the seamless integration of people, intelligent
technology, and self-governing systems. Given the current revolutionary era,
it is becoming clearer that wireless networks with the characteristics of
durability, scalability, and flexibility are desperately needed. Future
developments in wireless communication will be shaped by innovation,
flexibility, and the ongoing quest to harness the limitless potential of data in
a dynamic digital landscape [37-39].

To successfully support loT applications, several technological obstacles
must be overcome in 5G/6G and beyond, including network architecture,
network resource allocation systems, improved signal processing techniques,
etc. [40]. But with loT systems, hardware security assurance is a critical and
evolving issue. More than 70% of IoT devices are thought to be readily
hackable. It has also been hypothesized that using deep learning and artificial
intelligence approaches would unleash the full potential of 5G/6G networks,

the Internet of Things, and cyber-physical systems.
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wider application areas, including manufacturing, predictive maintenance,
and personalized healthcare solutions.

The rate at which this data-driven shift is occurring is astounding;
estimates suggest that by 2030, cellular data traffic may have increased up to
10,000 times. The surge under discussion is not just a theoretical idea; rather,
it is deeply ingrained in the real-world needs of an increasingly networked
environment. Demand for data traffic and apps created especially for
Machine-Type Communication (MTC) is predicted to rise significantly. Self-
driving cars, healthcare monitoring, smart factories, smart cities, and Al-
powered personal assistants are just a few of the use cases that this expansion
will cover. The core capabilities of next-generation wireless networks are

being closely studied in the middle of this deluge of digital activity [35].

loT Growth Trends (2010-2025)
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Fig. 1 Increase in data traffic and loT-connected devices from 2010 to 2025

The coexistence of services that prioritize human needs and

machine-oriented services, sometimes entwined to create complex
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accumulation, but the massive volume requires organizations to invest in
data management systems and transmission networks. Edge computing
operates as the essential technology to resolve data processing strain by
performing calculations at local sites proximate to data origin points [31].

The continuous growth of the IoT environment now requires both
privacy and security protocols to maintain their essential status.
Cybercriminals have gained access to extensive attack space through the
growth of sensitive data-handling devices installed worldwide. Highly secure
encryption functions together with authentication mechanisms maintained
by recent security updates form the core basis for safeguarding devices and
their processed information [32].

The rapid surge of digital technology inevitably leads to multiple
negative environmental consequences. Data centers, combined with cooling
requirements and the network upkeep of billions of connected devices,
produce major sustainability problems because of excessive energy usage
[33]. Major industries work toward two goals: reduce energy waste and
embrace renewable power methods to manage environmental problems.

The loT will experience rapid development starting from 2025 until
succeeding future years. The expansion of loT rests on 5G and upcoming 6G
connectivity networks as they provide robust data transfer capabilities with
fast processing speed along with stable signal reception. Advanced
technologies will boost the ability to extract loT data value by using artificial
intelligence and machine learning methods [34].

New technological dimensions such as loT produce economic effects
that will produce multiple business opportunities across different industries,

according to research. loT technology drives economic development through
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also observed in data traffic, with projections indicating that the total volume
of data transmission is expected to experience approximately a threefold
increase from 2016 to 2021 [21]. Remarkably, it is projected that almost 75%
of this increase will be produced by devices other than personal computers,
emphasizing the crucial significance of other endpoints in driving the data
revolution—the increase in data traffic and loT-connected devices from 2010
to 2025 is explained in Figure 1.

The rapid proliferation of loT devices has fundamentally transformed
how we interact with technology in both personal and professional contexts.
Smart homes, industrial automation, healthcare monitoring, and smart cities
represent just a few domains where loT deployment has become increasingly
prevalent. This widespread adoption has created new challenges in terms of
network infrastructure, data management, and security protocols that need
to be addressed to ensure sustainable growth [22-24].

The digital transformation features Machine-to-Machine (M2M)
communication as its fundamental element because experts expect M2M
connections to reach 42% of the total network links. The technological
foundation establishes more than 10 billion devices that autonomously
exchange data with no human involvement for direct control. This
technological evolution holds major consequences for production and
farming alongside shipping industries because they benefit from optimized
performance and higher output numbers through automated management
systems [25-30].

The explosive rise in data creation brings organizations and
infrastructure providers both opportunities and difficulties. Unprecedented

data opportunities and optimization potential exist because of vast data
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This paper assesses four vital topics, which include digital threat
detection mechanisms from Al systems and their responses, the
implementation barriers faced during loT deployments, and ethical
considerations in this field alongside research and developmental
potentialities. The four essential domains create a necessary basis for
students to use Al systems effectively when safeguarding modern loT systems
that quickly evolve.

Strategic collaboration between cybersecurity and Al technology leads
to major challenges in building new policies alongside developing regulatory
frameworks. Al's evolutionary trajectory requires precise development of
current laws and ethical principles whenever sensitive matters about data
protection and security are involved. This evaluation identifies requirement
points that need members from technology developer groups and policy
drafting units together with end-user organizations to enhance powerful
cybersecurity postures.

This review studies the significant transformative aspects of Al in
cybersecurity meant to protect loT ecosystems during the 5G and 6G network
evolution. The review combines previous research with identified gaps to
create initial directions for future studies and innovations that secure the

expanding global network systems.

2. Background Theory
2.1. Cybersecurity Convergence of loT

The anticipated increase in connected devices is remarkable, with
estimations suggesting that up to 100 billion devices will be smoothly

integrated into the Internet infrastructure by 2025. Exponential growth is
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1. Introduction

The deployment of Al solutions in cybersecurity has significantly
improved effectiveness during the previous several years. The combination
of Al technologies that includes machine learning, deep learning, and natural
language processing allows fundamental transformations in detecting and
resolving cyber threats found in loT systems [1-6]. 0T devices continue to
increase alongside the introduction of 5G technology together with predicted
6G communication networks, which results in widespread vulnerability to
security threats. The discovery of new loT technology necessitates that
organizations evaluate their conventional security practices since protecting
interconnected network systems depends on Al development [7].

An analysis of present conditions examines both advantages and
challenges that protect loT systems within 5G/6G environments. The research
examines current research and emerging trends as it handles obstacles to
present constructive insights for academic research and industrial service
delivery. Al implementation in cybersecurity practice improves detection
capabilities through automated systems that deliver instant risk management
routines [8-12].

Studies from various databases entered the investigation by following
a pre-established research design to acquire suitable literature. Academic
resources, including SCOPUS, Science Direct, IEEE Xplore, Web of Science,
ACM, and MDPI, were accessed for the researchers to run extensive electronic
research. This structured methodology lets the review identify multiple
methodological as well as perspectival elements to deliver a thorough

understanding of current conditions [13-20].
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Abstract

Internet of Things technologies experience rapid advancement because
of 5G networks and upcoming 6G technologies, which resulted in
transformational changes to security dynamics. This study examines the
functionality of artificial intelligence through platforms developed to secure
Internet of Things systems. The demand for improved security capabilities
has become essential because loT devices generate new assault channels,
and their market penetration speed is escalating. Machine learning
algorithms, together with deep learning and natural language processing
methods, are investigated in this paper for enhancing the security protocols
of loT systems through studies found in academic literature. The paper
explores upcoming developments and risk-related obstacles to design a
detailed strategy regarding how Al implements cybersecurity risk reduction
for 10T systems. The analysis focuses on the security implications of 5G/6G
technology because it both expands weaknesses in systems and offers
protection benefits through enhanced data processing and improved
networking features. The research provides essential data to researchers
and practitioners developing resilient Al-security solutions that meet the
requirements of next-generation communication systems' dynamic
environment.

Keywords: Al, Cybersecurity, DDoS, loT network, 5G and 6G Technologies
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transparent decision-making processes; interfacing with an interoperable
framework for operating on cross-platforms; robustness of Federated
Learning (FL) methods designed for privacy-preserving distributed training,
and standardized and realistic evaluation environments and datasets.
These are important first steps in taking Al for congestion control from
models to real-world deployments. Results The hybrid, predictive—
adaptive Al-based framework showed enhanced network performance in
simulations, including reduced latency;, jitter, packet loss and capacity usage.
Finally, in addition to demonstrating the disruptive impact of Al for improved
loT network resilience, this work offers a clear trajectory for future
advancements. With the proliferation of loT in various critical areas including
healthcare, smart cities and industrial automation, the need for deploying
intelligible and reliable congestion control mechanisms for secure, scalable,
and high-performing communication infrastructures will become increasingly

important.
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6. Conclusion

The rising size, complexity and heterogeneity of contemporary Internet
of Things (loT) environments have made the traditional congestion control
methods inadequate to sustain the network efficiency and responsiveness.
In this paper, we conduct a thorough examination of Al-based techniques
(i.e., ML, DL, RL, and hybrid techniques) as potential solutions for proactive
congestion alleviation. We provide detailed comparisons and show that,
although each Al method has its own superiority (e.g., high adaptability in
RL, temporal modeling in DL), challenges such as the overwhelming
computational cost, lack of interpretability, and poor cross-scenario
generalization still exist in terms of STS-IPM. To this end, we outline a
number of critical research directions: lightweight and energy-efficient

models adapted to edge deployment; integration of Explainable Al (XAl) for
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To address this, the research community needs to invest in large, open,
diverse, and well-labeled loT congestion datasets that span different
domains (e.g., smart cities, industrial loT, or healthcare) [45]. Moreover,
model behavior should also be validated in realistic testbeds such as digital
twins, emulated environments or real-time loT testbeds, under dynamic
and uncertain network scenarios. Projects like loTBench, FIT loT-LAB, and
EdgeNet are providing encouraging starting platforms for experimentation
standardization [46]. All these avenues provide the potential to construct
more efficient, transparent and trustworthy Al-based systems that can be
functional across the vast and dynamic loT world. Chasing these constructs
will ease the move towards operational research on ICT beyond mere
theoretical building blocks towards systems that can actually cope with
congestion in future intelligent environments.

We summarize the future research directions covered in this section
with a visual summary. We summarize five fundamental directions
for promoting Al-based congestion control in 10T systems in Figure 4. These
directions cover s both technical optimizations — e.g. Weight and Federated
Model developments — and more wider considerations, such as
Interpretability, Interoperability and Benchmarking. Between the two, they
present a blueprint on how to construct scalable, secure and generalisable Al

solutions that can be put in place successfully in diverse loT settings.
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5.4 Robust and Scalable Federated Learning Models

Federated Learning (FL) has recently emerged as a potential privacy-
preserving mechanism through which Al models can be trained without the
need for centralized data aggregation. In the case of congestion control for
loT, FL could become an interesting alternative, as it enables edge devices to
work together to train models whilst keeping data locally. Nevertheless, the
issues of the heterogeneity of the data distribution, the model
synchronization, and the communication overhead still exist.

In the future work, it is necessary to construct the lightweight FL
architectures that are more scalable in the thousands of distributed loT
devices, with a communication-tolerant capability, and with the self-
adaptation towards the device-dependent resource constraints [43].
Improvements such as federated averaging with differential privacy,
compression algorithm and learning rate adaptation can aid the performance
of the proposed framework under non-1ID settings which are common in the

loT networks in reality [44]

5.5 Standardized Datasets and Realistic Evaluation Platforms

The lack of standard, publicly available datasets for benchmarking is
a fundamental roadblock to advancement of research in Al congestion
control. Most previous studies are based on small-scale or synthetic
datasets which are not representative for real-world one in terms of traffic
dynamics, device mobility, and multi-application interference.
Consequently, it is challenging to compare methods across studies, and

reproducibility may be lacking.
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tend to lack interpretability. This ''black-box" property restricts their
acceptance in safety-critical loT industries including healthcare,
autonomous driving, and smart infrastructure where the reasoning of the
decisions is vital.

To mitigate this, we need to bring Explainable Al (XAl) approaches
inside congestion control frameworks. Techniques such as SHAP [39], LIME
[35], or attention mechanisms can be useful for visualizing which features or
behaviors contributed to a particular decision. In addressing interpretability,
XAl enhances the trust in a system making decisions and facilitates regulatory
compliance, in the cases where standards (e.g. GDPR or ISO/IEC 27001 [40])

can be met.

5.3 Cross-Platform and Interoperable Al Frameworks

Asset 1 An ongoing bottleneck in the Al research space is the absence
of platform-independent Al models. Most existing approaches are closely
bound to a given dataset, hardware platform, or communication protocol.
This limits their mobility and prevent them to be deployed in diversified loT
environments, where devices and systems’ interoperability are essential.

Future works can also expend in architecting cross-platform Al
frameworks to minimize hardware dependency and support multiple loT
standards like CoAP, MQTT, and LoRaWAN [41]. Portability on hetero-
geneous edge devices can be facilitated using single packaged technologies
via containerization (e.g., Docker) and cross-compilation toolchains.
Furthermore, use of open APIs and compliance with global communication
and data interchange standards will guarantee long-term sustainability

and facilitate integration [42].
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5. Future Research Directions
To overcome the limitations and research gaps discussed in the

preceding sections, the future of Al-based congestion control in loT systems
must focus on building intelligent, efficient, and scalable solutions. This
section outlines five critical research directions that aim to improve the
performance, adaptability, and trustworthiness of Al-driven congestion

management frameworks in real-world loT deployments.

5.1 Development of Lightweight and Resource-Efficient Models

More loT devices are resource-constrained in their energy, memory
and computation capabilities. Most existing Al models—particularly deep
learning networks—are resource-hungry and are not deployable to the edge.
So, one of the most promising research directions is to make lightweight
and energy-efficient Al models which can locally perform inference tasks
with good effect of accuracy.

Recent advances in TinyML and model quantization offer promising
opportunities to downsize the model and save memory consumption while
maintaining the key performance metrics [37]. Furthermore, pruning,
knowledge distillation, and neural architecture search (NAS) can be
leveraged to design models tailored to embedded hardware. Further
investigation of these approaches can result in low-power, and bandwidth-

constrained Al systems, suitable for the loT platform [38].

5.2 Explainable Al (XAl) for Trustworthy Congestion Control
Though Al, especially deep and reinforcement learning models, has

been proved to effectively handle congestion detection and control, they
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dedicated to traffic prediction or energy consumption, however few studies
provide an end-to-end solution joining all the topics in a coherent way.
Figures 3: The Research Stack of the loT Fragmentation between loT Layers
and Research Requirements Figure 3 shows how common Guides loT Stack
in between the Research Trends and the Layers of the loT Stack research
directions

are map to the corresponding layers in the loT stack, how it is split into
its own research stack pieces, and highlights the need for full-stack,

interdisciplinary frameworks FIGURE 3.

Application Layer
Al models addressing use-
case-specific congestion issues

JV

Transport Layer
Limited model portabililty
between protocols (CoAP MQTT.)

A

Network Layer
Focus on routing optimization,
narrow protocol range

h 4

Perception Layer

Few studies on resource-aware Al
at the device level

Figure 4.2: Fragmentation of Al-Based
Congestion Control Research Across tthe
loT Stack

Figure 3: Fragmentation of Al-Based Congestion Control Research Across the loT Stack
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Table 4: Commonly Used vs. Missing Evaluation Metrics in Congestion Control Studies

Metric Category Common Metrics Often Missing or Overlooked Metrics

Performance Latency, Throughput, Packet Loss | Scalability, Stability under bursty load

Resource Efficiency - Energy Consumption, Model
Complexity

Security & Trust — Resilience to Adversarial Attacks,
Explainability

Deployment Readiness | Simulation Results Real-world Testing, Dataset
Generalizability

4.4 Fragmentation in Existing Research Approaches

Existing research work on Al-enabled congestion control is very
fragmented, which mostly focus on certain aspects such as routing
optimization, anomaly detection, and buffer management separately.
However, this step-by-step approach does not take into account the overall
nature of congestion in loT networks —where sensing and transmission layers
cooperates each other in more complex manner [33].

Also, cross-fertilization across different domain (e.g., cyber security,
embedded systems, network protocol design) is limited. For instance, very
little similar research work use explainable Al (XAl) methods to render model
decisions interpretable and trustworthy in safety-critical applications [34].
Said lack of cooperation between academia and industry further results in a
disconnect between theoretical progress and practical deployable solutions.
Information and communications integration is still an unresolved challenge
in the development of scalable and resilient Al-based frameworks for
loT congestion control [35], [36]. Al-based congestion control research
works are generally not well-organized within different layers of the loT

architecture. Some concentrate on packet routing, while others are

E55



‘ Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

4.3 Limitations in Evaluation Metrics and Experimentation

One of the bottlenecks in the development of Al Fines lies in the
absence of commonly accepted benchmarks and evaluation
methodologies to enable the fair comparison of Al-based congestion
control solutions. Common performance metrics like packet loss, average
delay, and throughput provide partial information, but do not fully reflect
on important performance aspects in edge learning, such as energy
efficiency, fairness in distributed resource allocation, computational
load, and model scalability [30], [31].

Besides, most of the previous works have been validated using only
the chain of simulation tools (NS-2, NS-3, or OMNeT++). Although
experiments can be used to control parameters and the platform design
fromthe ground-up, they may notbe able toaccurately mimicthesimulation.
As aconsequence, the reliability and reproducibility of such models applied
in living tissues is unclear. Furthermore, there is an evident lack of open-
source loT datasets dedicated to congestion analysis, hindering the
benchmarking and cross-validation across different methods [32]. Although
there have been many publications on performance enhancements created
by Al-based congestion control models, a deeper look has uncovered
discrepancies (and absences) in the performance evaluation criteria. Most
works concentrate on simple metrics (e.g., delay, packet loss) without
considering some significant factors such as the efficiency of energy, robust
security, and the feasibility of deployment. Table Il compares some well-
reported measures with those that are frequently unreported or

underexplored in the literature.
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work effectively in V2X context because of varying mobility, latency, and
communication nature [27]. Furthermore, dynamic factors (like node
mobility, intermittent connectivity, or protocol heterogeneity) are seldom
considered by the current models, even if occurring in realistic loT scenarios
[28]. Moreover, this rigidity drastically restricts model reusability and
deployment on a large scale on mixed-use loT ecosystems [29].

While some congestion control Al models demonstrate promising
performance in controlled environments, the performance of others is not
easily generalizable to a diverse range of lIoT deployments. This problem is
due to the heterogeneity in network topologies, node mobility,
communication protocols, and application needs. To further characterize
this performance gap, Figure 2 presents model performance on
representative 1oT domains including but not limited to smart home,
industrial network, and vehicular network, where it is clear that domain-

specific models usually fail when transferred to unseen loT environments.

Al Model
A 4 A 4 N
- ~
Smart Home Industrial lIoT Vehicular loT
static, low high throughput, mobile, dynamic
data rate low latency topology

performance drop

Figure 4.1 Generalization Challenges of AI ModelsAcross
Diverse IoT Environments

Figure 2: Generalization Challenges of Al Models Across Diverse loT Environments

E53



‘ Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

To have a larger scope of the trade-offs among various Al approaches
over congestion control in loT networks, we firstly give a comparison
summary. Both approaches have their own advantages depending on the
network settings and use case, however, they are not free from scalability,
adaptability or resource cost related issues. This table specifies the main
strengths and weaknesses of prevalent Al techniques and some selected

references extracted from recent work can be found in the following table.

Table 3: Comparative Analysis of Al Techniques for Congestion Control in loT

References
[13], [14], [15]

Al Technique Strengths Weaknesses

Machine Learning Interpretable, fast Limited adaptability,

multiple techniques

complexity

(SVM, DT) inference requires labeled data

Deep Learning (LSTM, High accuracy, pattern | High resource usage, | [16], [17], [18]

CNN) recognition black-box models

Reinforcement Learning | Online learning, Slow convergence, [19], [20]
adaptive tuning complexity

Fuzzy Logic Handles imprecision, Needs domain expertise | [21], [22]
rule-based reasoning | for rule crafting

Hybrid Models Combines strengths of | Increased algorithmic | [23], [24]

4.2 Gaps in Adaptability and Generalization Across Scenarios

A major shortcoming of existing Al inspired congestion control models
is that they are not well adjustable to different network conditions and
topologies. Most of the models are designed based on static simulation
frameworks or synthetic datasets, under which the variability in real-life
loT scenario does not exist [25, 26].

These models tend to be scenario-specific and do not generalize
across network types, domains of application, or device capabilities. For

instance, a congestion control model developed in smart home may not
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not only varying strengths and weaknesses but also critical research gaps that

limit their practical deployment. This section explores these gaps in detail.

4.1 Summary of Strengths and Weaknesses of Al Techniques

Many Al methods have been employed in congestion control such as
ML (Machine Learning), DL (Deep Learning), RL (Reinforcement Learning)
and Fuzzy logic etc. Each of these approaches provides a different trade-off
between performance, interpretability and resource requirement. For
example, classical ML algorithms such as SVM and Decision Tree are favored
in terms of their interpretability and user-friendly attribute [13], [14]. But in
dynamic traffic scenarios, they usually do not perform well due to their
reliance on labeled training data and no adaptability [15]. Deep Learning
models such as LSTM and CNN, however, have emerged as strong models
that capture temporal and spatial patterns and are thus appropriate for
transportation anomaly and congestion event prediction [16], [17]. However,
their high computational cost and demand for huge amounts of data make
them less appropriate to be deployed by resource limited loT nodes [18].

Reinforcement Learning (RL) algorithm, including Q-learning or Deep
Q-Network (DQN), can provide a strong adaption capability by learning the
optimal routing or rate-control policies with environmental interaction [19].
However, they usually converge slowly and perform unstably in complex
and large-scale topologies [20]. Fuzzy logic and hyb rid Al techniques have
been considered to address uncertainty and combine rule based reasoning
with learning [21], [22], however, they add complexity and still require
domain kno wledge for rule induction [23]. Such trade-offs also motivate the
importance of balanced or hybrid architectures with the capacity to exploit

the advantages of various Al paradigms [24].
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The effective application of Al-enabling congestion control efforts to
loT networks faces a number of technical and practical challenges. These
obstacles range from scalability and resource limitations, to timely reaction,
security challenges and the lack of interoperability. These challenges in turn
have different effects on system performance, reliability and generalisation.
Dealing with them well in practice is challenging and requires a mix of
architectural changes, lightweight learning and strong security mechanisms.
Table 3.1 gives a concise summary of these challenges, that is their effects
on loT network performance, as well as possible mitigation procedures,

based on current research directions and best practice Table 3.

Table 2: Summary of Challenges in Al-Based Congestion Control for loT

Challenge Impact Potential Mitigation

Scalability in large networks High communication cost, | Decentralized learning,
model overhead hierarchical models

Device constraints Energy drain, infeasible Lightweight models, TinyML,
model deployment quantization

Real-time adaptability Delayed decisions, poor Online learning, edge inference

responsiveness

Security & privacy risks Data manipulation, Secure model training, anomaly

adversarial behavior detection, encryption
Generalizability across loT Limited reusability and Modular, protocol-agnostic
systems deployment flexibility architectures

4. Comparative Analysis and Research Gaps

Artificial Intelligence (Al) has emerged as a powerful solution for managing
network congestion in loT environments, offering predictive and adaptive
capabilities far superior to traditional rule-based methods. However, an in-

depth comparison of existing Al-driven congestion control techniques reveals
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Figure 1. Threat Landscape in Al-Based loT Congestion Control Systems

3.5 Lack of Generalizability and Cross-Platform Support

The majority of congestion avoidance Al approaches in the loT context lack
of a strong generalization and interoperability capabilities. These models are
usually developed and trained for given datasets, specific network topologies, and
a limited class of communication protocols. Therefore, their performance
becomes remarkably decreased when utilized in a variety of loT networks (e.g.,
including different supporting type of devices, network architectures,
and application domains). Furthermore, most solutions lack portability for
different loT operating systems and hardware platforms, which makes cross-
deployment difficult. This fragmentation isa major obstacle for mass deployment,
because typical loT scenarios require the standardized, adaptable and platform-

agnostic systems which work across heterogeneous environments [11].
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centralized collection and processing of 1oT data (made possible by the data
abundancy and the high—capacity storage and analytic systems) leads to
potential privacy leakage [2]: users’ privacy is threatened when sensitive
personal data -such as their location or environmental and traffic flows —can
be inferred or intercepted. E.g., an attacker can modify the packet
transmission rates to make the network send false congestion notifications,
leading data to be redirected over unsafe or compromised paths. To prevent
such risks, we need to design secure and privacy-preserving Al systems that
embrace secure learning, anomaly detection, differential privacy, and
federated learning to ensure the integrity of Al models and the privacy of
users [12].

To gain deeper understanding about the various threat vectors in
the Al-implementation into loT congestion control, a layered threat model is
introduced. A similar model is presented in [20] that describes different
levels of Al-informed decision-making, but does not emphasize how each
layer of the decision-making pipeline is subject to its own specific family
of attack. At the input layer, one can generate adversarial examples to cause
the Al model to make wrong predictions. In the learning data, poisoning
attacks can disrupt the learning process using manipulated data in the
training phase. Even more privacy leakage will happen in centralized data
processing when personal behavior and content is uncovered. Last, faulty or
compromised Al outputs can result in misguided routing decisions, possibly
posing a threat to service reliability and security. These vulnerabilities
underscoretheimportance of secure, interpretable, and robust Al algorithms
for lIoT network management. Fig. 1 The threat landscape of Al-based loT

congestion control systems
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require significant memory, CPU/GPU power, and energy, which are often
unavailable on edge devices. Common limitations include limited battery
life, a small memory footprint, and no hardware acceleration, as basic loT
chips lack support for GPUs or Al co-processors. For example, a convolutional
neural network model for congestion classification may require 20-30 MB of

RAM and a GPU, making it incompatible for agricultural applications.

3.3 Real-Time Adaptability and Model Latency

Al models, particularly those using supervised learning, face challenges
in real-time response to network traffic fluctuations due to high inference
latency, model drift, and delayed decision-making. These issues can be
addressed through reinforcement learning and edge Al, which allow local
adaptation and distributed decision-making, thereby reducing the need for

constant offline training and periodic updates.

3.4 Security and Privacy Concerns in Al-Powered Systems

The union of Al and loT for congestion control presents a set of novel
security and privacy threats that go beyond those of traditional networking.
Specifically, Al models, especially congestion prediction/control ones, could
potentially be attacked via adversarial traffic patterns, utilizing subtle noise
in the input traffic features to fool the classifier or regressor to make wrong
or misleading decisions. In addition, on the training phase, data poisoning
attacks represent a serious threat, as an adversary may inject misguided or
malicious data in the model in order to change the Al behavior, thus causing
the Al model to operate in a nonoptimal way, or to generate fake congestion

events. Moreover, recent results have highlighted the fact that the
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effectiveness, scalability, and sustainability of Al-based congestion control

frameworks.

3.1 Scalability Challenges in Large loT Networks

The networks here will be much denser, reaching up to millions of
heterogenous devices, and scaling Al models here poses direct challenge. Much
of proposed Al solutions are tested and evaluated Using low scale Testbeds or
simulated environments that do not reflect the real-world challenges and
dynamics of such large scale loT systems. Scalability issues to address include: a)
Scale of users: With the increasing popularity of key brewkins over the internet
domain, supporting the scale of the brewkins themselves may become an issue
the final implementation will need to address.

a) Communication Overhead: As the number of messages between
devices and central/cloud-based Al modules increases, the
bandwidth will eventually become saturated.

b) Complexity in coordination: Synchronizing model update or
decision in distributed agents is made-adifficult.

c) Model Explosion: With additional devices, the number of
achievable states and actions also increases, making the models
progressively larger and slower. Example: In a smart city scenario,
employing a single global model to predict congestion in 500,000
traffic sensors can delay the prediction and create bottlenecks by

aggregating the data centrally.

3.2 Computational and Energy Constraints in loT Devices
loT devices are typically low-power, lightweight systems designed for

specific tasks. Al models, such as Deep Learning and Reinforcement Learning,
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Table 1: Comparative Analysis of Al Approaches
for Network Congestion Mitigation in loT Systems

Key Application

Al Technique Area Advantages Limitations References
Machine Learning | Traffic prediction, Simple Limited [1], [2]
(SVM, Decision routing decisions implementation, | adaptability,

Trees) interpretable requires labeled
models data
Reinforcement Dynamic routing, Self-adaptive, no | Slow [3], [4]
Learning real-time congestion | prior data convergence,
(Q-learning, DQN) | control required high
computational
overhead
Deep Learning Temporal/spatial High accuracy, Needs large [5], [6]
(LSTM, CNN) pattern recognition | capable of datasets and
complex feature | resources
extraction
Fuzzy Logic Congestion Handles Requires expert | [7]
prediction under imprecise data, knowledge for
uncertainty rule-based rule creation
reasoning
Hybrid Models Optimization of Improved Increased [8]
(Fuzzy + GA/ML) transmission performance, algorithmic
parameters adaptable complexity,
harder to tune
Federated Distributed learning, | Scalable, data Lack of [9], [10]
Learning & Edge Al | privacy-preserving privacy, low standards,
latency at edge interoperability
challenges

3. Challenges and Issues in Al-Based Congestion Control
Artificial Intelligence (Al) techniques provide dynamic and intelligent

capabilities for mitigating network congestion in loT environments. However,

real-world deployment of Al-based solutions still faces several technical and

operational barriers. This section analyzes the core challenges that limit the
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Edge Al has also been developed as an alternative approach by moving
the Al computation near to the loT devices to decrease the latency and save
the bandwidth. Systems can process data locally using lightweight Al models
without having to round-trip to the cloud riding in the fast lane, reducing
response times. Edge-based Al systems like [9] have demonstrated increased
network efficiency and reduced dependence on cloud-centric resources.
However, issues in model deployment, security, and model updates are still
some problems need more investigation in edge Al research [10].

However, there still exist a number of research gaps. However, many
Al driven mechanisms do not provide general solutions across loT
architectures and operate on specific cases or protocols. Further,
the incorporation of explainability to Al models for network management is
still low, leading to trust and adoption. Furthermore, there are requirements
for light weight and energy efficient Al models that are deployable in real
time on resource constrained devices. For next-step research, we
recommend that researcher should pay great attention to design a scalable,
interpretable, and cross-compatible Al framework that can self-adapt into all

kind of fluctuating loT network scenarios.
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adapting transmission rates and routing decisions to find the shortest path
and reduce packet loss. Q-learning and Deep Q-Networks Q-Networks
(DQN) have been proven to be work well in reacting to dynamic traffic by
not defining any fixed rules [3]. For instance, [4] used RL to load balance the
loT nodes leading to decreases in both end-to-end delay and energy
consumption. Nevertheless, RL still faces challenges for convergence
speed and scalability in large-scale networks.

Fuzzy Logic and Hybrid Al models are another category of solutions
designed to handle uncertainty and imprecision characteristic of loT data
delivery. Ambiguous input and human-like response can be modeled by
fuzzy system used for prediction of congestion. In conjunction with ML
or evolutionary algorithms, these hybrid approaches have proven to be that
promising in the context of heterogeneous traffic [5]. For example, under
dense loT deployments, [6] proposed a Fuzzy-Genetic Algorithm for adaptive
traffic rerouting. However, these approaches can be computationally complex
for real-time decision making.

Another popular direction is the use of Deep Learning paradigms like
Long Short Term Memory (LSTM) and Convolutional Neural Networks (CNNs)
for the temporal and spatial congestion detection. The LSTM and CNN offer
good time-series and spatial learning for predicting traffic bursts in LTE core
networks and spatial relationships in mesh loT topologies, respectively.
These models have been used with the application of anomaly detection,
traffic classification and congestion prediction with high precision [7].
Nevertheless, DL models usually need abundant training samples and
computing resources and may not be applicable to resource-constrained loT

devices [8].
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b) Section 3 presents the research methodology, dataset, feature
extraction method, and model building.
c) Experimental setup and performance evaluation results are
described in section 4.
d) Section 5 presents the developed hybrid Al framework,
describing its architecture and realization.
e) Section 6 summarizes findings, discusses limitations, and sets
future work and concludes the paper.
By providing a holistic and intelligent congestion control guidance,
this work helps push forward resilient, adaptive, and scalable IoT networking
systems, tackling one of the core obstacles of an universal deployment of loT

infrastructures.

2. Literature Review

Explosive growth of Internet of Things (IoT) devices led to numerous
challenges in network management — congestion control is one of the major
concerns. Traditional congestion window updating and the packet dropping
policies are not adapted to dynamic and heterogeneous loT environments.
As a result, Al has come into consideration as a prospective solution that can
provide decision-making in real-time, and predict future events, which are
both requirements for a proper loT system. In particular, Machine Learning
(ML) and Deep Learning (DL) models have been exploited in predicting the
traffic pattern, optimizing routing paths and acting proactively in handling
data loading to improve QoS [1], [2].

RL has attracted much attention in real-time congestion control in loT.

RL models can optimize policies based on environmental interactions,
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routing optimization or anomaly detection, and rarely build a complete

framework that proactively and comprehensively tackles the congestion issues.

1.1. Objectives of the Study

This paper attempts to bridge this gap by proposing an Al integrated

hybrid congestion control model for IoT networks. The specific aims of

the study are to:

a)

b)

c)

d)

Understand which types of congestion in different loT deployment
environments, and what causes of such congestion.

Examine and contrast the current Al-based strategies employed in
congestion prediction and control, respective of performance/
success under various network scenarios.

Develop a hybrid Al model to integrate predictive intelligence (e.g.,
predictive learning), with adaptive decision-making (e.g., reinforcement
learning) for effective and scalable congestion alleviation.

Verify the proposed model through simulations and experiments
on real-life loT data sets and the system performance evaluated in
terms of latency, packet loss rate, throughput, energy consumption

with all relevant data.

1.2. Paper Organization

The rest of the paper is structured as follows:

a)

In Section 2, the related works have been studied for both
conventional congestion control techniques, and Al techniques

from which congestion control has been obtained in loTcitation.
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static routing procedures and Active Queue Management (AQM). Although
these approaches are effective in traditional networking scenarios, they are
in most cases not compatible with loT scenarios as they react to situations
rather than prevent potentialimpending events, lack of multi-level adaptation
mechanisms, and cannot deal with the heterogeneity and dynamic loT traffic
patterns [2]. These legacy methods monitoring and reacting to congestion
after it has been made when it is too late, resulting in reduced system
performance, especially when there are very dynamic topologies or loT
domains with mobile moving elements.

To address these challenges, Artificial Intelligence (Al) has become the
hottest paradigm for intelligent network management. To achieve such
functionality, Al methodology, particularly those deriving from Machine
Learning (ML), Deep Learning (DL) and Reinforcement Learning (RL) have
provided real time traffic analysis, congestion prediction and autonomous
decision making [3]. In contrast to static algorithms that simply react to
congestion after it occurs, Al can learn from traffic data over time, identify
changing patterns, and flexibly and dynamically assign network resources to
preemptively address or contain congestion before it has a significant impact
on service quality. For example, reinforcement learning agents can optimise
routing decision or bandwidth allocation according to responses from
environment, and deep learning models can forecast the congestion zone
using spatio-temporal features of traffic.

Although Al has great potential to address network congestion, issues
remain in terms of appropriate model selection, computational efficiency, and
trade-off between prediction accuracy and resource limitations. What’s more,

previous research works tend to consider a set of partial viewpoints, e.g.,

E40



Artificial Intelligence Approaches to Mitigating Network Congestion in loT Systems '

1. Introduction
The Internet of Things (loT) is poised to revolutionize the communication

infrastructure as we know it by interconnecting billions of smart devices —
from wearable health monitors and smart home appliances to industrial
sensors and autonomous vehicles — in a gigantic communication network
which can sense, process, and exchange information in real time.
This hyperconnected environment allows for advanced applications in areas
ranging from healthcare and transportation to smart cities and industrial
automation, fostering data-driven decision-making, predictive analytics and
autonomic contro51. In industry forecasts, it is estimated the number of loT-
connected devices could reach over 30 billion by 2030, with large scale data
produced, leading to unprecedented requirements for communication
networks and computational infrastructures [1].

Although the expansion of IoT offers values in innovation and
convenience, it also poses a series of new networking problems: network
congestion is the most severe one. The congestion of a network is created when
not all the data sent are handled, and this results in delay, packets loss, buffer
overflow, and reduces in QoS. When delay becomes a factor for applications
that are sensitive to processing latency - for instance, remote surgery, or self-
driving cars - the communication delay can be the key difference between
success and disaster. Besides, as loT devices is tend to operate in resource-
scarce environments, e.g., under low power, processing and bandwidth,
managing network traffic effectively becomes an essential consideration to
guarantee the scalability, reliability and responsiveness of l1oT systems.

Generally, rule-based mechanisms have been used in both control

algorithms, eg., Transmission Control Protocol (TCP) variants, only some
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Abstract

The unprecedented explosion of Internet of Things (IOT) devices has
elevated the requirements of the network infrastructures to unprecedented
levels, causing severe congestion problems, especially in applications which
demand low latency, high throughput, and real-time feedback. Static routing
protocols, AQM, and TCP variants are some of the traditional mechanisms for
congestion control that are unable to perform efficiently in dynamic and diverse
loT environments as they are reactive-based and inflexible. To this end, in this
paper, we explore the promising ability of Artificial Intelligence (Al) methods
such as Machine Learning (ML), Deep Learning (DL), Reinforcement Learning
(RL), and their combination in natura for proactive and intelligent traffic
management for loT. A comparative review of strengths (e.g., adaptivity in RL,
pattern recognition in DL) and weaknesses (in terms of its scalability,
interpretability, resources) of each method is also discussed. Moreover,
the paper indicates some crucial research challenges on model generalization,
evaluation criterion and platform integration. Future possible research directions
to bridge these gaps include the development of lightweight Al architectures,
Explainable Al (XAl) frameworks, cross-platform model deployment, scalable
FL, and standardized benchmarking datasets. This work also leads to a hybrid Al
model for traffic congestion prediction and control with an application of
simulation tool and real data. Simulation results show significant improvements
in latency, packet loss, and energy consumption. Finally, the study presents a
ground work for incorporating the scalable, secure and intelligent Al enabled
congestion control systems in a wide area of loT applications.

Keywords: - Internet of Things (loT), Artificial Intelligence (Al), Machine
Learning (ML), Deep Learning (DL), Reinforcement Learning (RL), Federated
Learning (FL), Explainable Artificial Intelligence (XAl)
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formats, leading to improved efficiency and quicker processing times when
managing diverse audio formats in a cloud environment.

The proposed technique enhances the search process by reducing the
number of comparison operations, leading to faster performance and a
lower likelihood of data collisions. Unlike methods that rely on multi-table
comparisons—where all files are compared with each other, increasing the
chances of similar keys and subsequent collisions—our approach confines
comparisons to files within the same format index. This targeted comparison
strategy effectively minimizes collision probability while maintaining efficient

search speeds.

7. Conclusion

With the increasing volume of data received by the cloud system,
which includes duplicate data, it is not enough to design techniques that
only focus on efficient duplicate detection. In the face of this massive amount
of data, it is necessary to minimize the time required to process duplicate
data as much as possible. In this research, we have built a multi-indexing
system based on metadata (file format) to reduce the number of comparisons
and thus accelerate the search process for the partition key. Reducing the
number of comparisons also reduces the probability of collisions between
partition keys. In this research, we also used the MD6 algorithm to calculate
the hash value for the files, which produces a 512-bit key. The longer the key
length, the lower the collision rate. In the future, it is possible to build a
duplicate data elimination system that relies on multiple tables and multiple

indexes to minimize the time complexity as much as possible.
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Figure (7): Change in the number of comparisons.

6. Results and Discussion

The multi-table-based technique stores all hash keys of audio files in a
centralized manner. To find a match for a specific file, its key must be
compared against the keys of all other files in the system. This approach
results in a high overall time complexity, as the number of comparisons
increases significantly with the total number of audio files. Consequently,
the process becomes less efficient, particularly when handling large datasets.

To address this issue, the proposed algorithm intelligently divides the
main table of audio files into nine separate indexes, each corresponding to a
specific file format. Each index contains only the keys of files that share that
particular format. When a new audio file is uploaded, it is assigned a unique
key and stored in the index that matches its format. Consequently, when
searching for a specific file, the comparison is limited to the relevant format
index, drastically reducing the number of comparisons required. This

proposed approach eliminates unnecessary comparisons across different
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6- 215 audio files in AIFF.

7- 120 audio files in ALAC.

8- 197 audio files in FLAC.

The figure (6) illustrates the difference in the number of comparison
operations between the proposed algorithm and the algorithm based on
multiple tables, in the case of an audio file of a specific format being received

in the cloud.

comparison between algorithms
4216 4216 4216 4216 4216 4216 4216 4216

102
500I500 435I435 III 440I440 215I215 120I120 197I

AIFF ALAC FLAC

4500
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number of comparisons

audio format
W stored files ® multi-tables ™ proposed

Figure (6): Role of proposed algorithm.

Using the proposed algorithm, the number of comparison operations
does not change based on the total number of audio files stored in the cloud.
Instead, it depends on the number of files stored for each individual format.
For example, let's consider a scenario where there are 500 MP3 files stored
in the cloud and no WAV files. If a WAV file is received, it will be automatically
stored in the cloud without any comparison operations being performed.
This is because there are no other WAV files to compare it with.

The figure (7) illustrates the change in the number of comparisons

using the proposed technique.
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Based on the table (1), the figure (5) illustrates the effectiveness of the
proposed algorithm and compares the results obtained by this algorithm

with the algorithm based on multi-table.

number of comparisons

29010
30000

25000 21345
20000 17358
15000 12654
10000
o0 o l 5855
668 - 332
0 I o
22 13 9 7

Incoming files to the cloud

number of comparisons

o multi-tables ™ proposed

Figure (5): Effectiveness of the proposed algorithm.

From the figure above, it can be observed that the proposed algorithm
is more efficient compared to the technique based on multiple tables. With
the proposed algorithm, each audio file coming to the cloud will only be
compared with other audio files of the same format.

For further clarification, let's consider that the total number of audio
files stored in the cloud is 4216, distributed as follows:

1- 500 audio files in PCM.

2- 435 audio files in WAV.

3- 1289 audio files in MP3.

4- 1020 audio files in WMA.

5- 440 audio files in AAC.
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Using the proposed algorithm: The number of comparisons for
WMA audio files is 450*4= 1800, for WAV audio files is 296*4=1184, and for
FLAC audio files is 200*3=600, the total number of comparison operations:
1800+1184+600=3584 comparisons.

Using the proposed based on multi-tables [15]: The hash key of
any incoming file to the cloud will be compared with all the hash keys stored
in the audio files hash table, and therefore, the number of comparison
operations is 1923*11=21153.

5.4 Other Models

The table (1) illustrates the experimental models that differ in the number
of files stored in the cloud, the number of files incoming to the cloud, and the
maximum number of required comparison operations. This is achieved using

the proposed algorithm and the technique based on multiple tables.

Table (1): Effectiveness of the proposed algorithm.

Incoming files to the cloud

Number of
Experiment Multi-tables Number of audio files in the cloud
Comparisons
proposed
PCM | MP3 | WAV | PCM | MP3 | WAV | FLAC | WMA
Experimentl | 22 17358 | 4270
12 6 4 123 415 76 92 83
MP3 | AIFF | AAC | MP3 | WAV | WMA | AIFF | AAC
Experiment2 | 13 29010 | 21345
5 4 4 625 120 870 | 1700 | 2855
WMV | WMA | AAC | PCM | WMA | FLAC | AIFF | AAC
Experiment3 | 9 12654 | 668
4 3 2 413 210 31 521 19
MP3 | FLAC | WMA | WAV | WMA | AAC | ALAC | AIFF
Experiment4 | 7 5856 332
3 3 1 47 332 498 12 87
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Using the proposed based on multi-tables [15]: The hash key of
any incoming file to the cloud will be compared with all the hash keys stored
in the audio files hash table, and therefore, the number of comparison
operations is 1923*56= 107688.

5.2 Second Model

The number of incoming audio files transmitted to the cloud is 23
audio files, distributed as follows:

1- 9 audio files in MP3 format.

2- 6 audio files in PCM format.

3- 11 audio files in WMA format.

4- 6 audio files in AAC format.

Using the proposed algorithm: The number of comparisons for MP3
audio files is 800*9= 7200, for WMA audio files is 450*11=4950, and there
isn’t a comparison process for AAC and PCM format. Therefore, the total
number of comparison operations: 7200+4950= 12150 comparisons.

Using the proposed based on multi-tables [15]: The hash key of
any incoming file to the cloud will be compared with all the hash keys stored
in the audio files hash table, and therefore, the number of comparison
operations is 1923*23=44229.

5.3 Third Model

The number of incoming audio files transmitted to the cloud is 11
audio files, distributed as follows:

1- 4 audio files in WMA format.

2- 4 audio files in WAV format.

3- 3 audio files in FLAC format.
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5. Experiments
In this section, we will present multiple models that showcase the

outcomes of the proposed technique and we will compare the results of the
proposed algorithm with the algorithm based on multiple hash table [15].
These models vary in the number of incoming audio files transmitted to the
cloud and the file format. The number of audio files stored in the cloud is
1923, distributed as follows:

1- 800 audio files in MP3 format.

2- 450 audio files in WMA format.

3- 296 audio files in WAV format.

4- 200 audio files in FLAC format.

5- 177 audio files in AIFF format.

5.1 First Model

The number of incoming audio files transmitted to the cloud is 56
audio files, distributed as follows:

1- 22 audio files in MP3 format.

2- 17 audio files in WAV format.

3- 11 audio files in WMA format.

4- 6 audio files in AAC format.

Using the proposed algorithm: The number of comparisons for MP3
audio files is 800*22= 17600, for WMA audio files is 450*17= 7650, for WAV
audio files is 296*11=3256, AAC files are unique data, and can be stored in
the cloud without the need for comparison processes since the cloud system
does not store any AAC audio files. Therefore, the total number of comparison

operations: 17600+7650+3256= 28506 comparisons.
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5. Determine Storage Decision: If the hash value is found in the index,
it indicates that the file is a duplicate and should not be stored. If

the hash value is not found, it means the file is unique and can be

stored in the cloud storage.

6. File Storing: If the file is determined to be unique, it is stored in the

cloud storage system.

7. Index Updating: The hash value of the stored file is added to the

corresponding index for future reference.

By following these steps, the system can efficiently determine whether
to store the uploaded file or not based on its uniqueness and thus, it avoids

storing duplicated audio files. The figure (4) shows the general scheme of the

proposed technique.

Calculate hash | Getmetadata <—— Fjle from user

using MD6 File of file
format
hash value l
Forward the hash
to the custom index
l (hash, format) yes
If hash is
—
Hash table existed
no
l l l File not stored
Store hash key in Store file in
hash table the cloud

Figure (4): proposed algorithm

Figure (4): Proposed algorithm.
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is calculated using the MD6 algorithm. Based on the format of the file, the
file's hash value is compared with the hash values stored in the index specific
to that format. If the hash value already exists in the corresponding index, it
indicates that the file is a duplicate and therefore should not be stored again.
However, if the hash value is not found in the index, it means the file is unique
and can be stored in the cloud storage. Additionally, the hash value of the file
is added to the corresponding index for future reference. The figure (3)

shows the routing of hash values.

Audio{D43674_,_MP3) Audio(129434,WMA) Audio(658034,ALAC)
. Hash tabley Y

PCM WAV AIFF MP3 AAC WMA FLAC ALAC other
D42316 | A98430 | C21093 | 564903 | 375641 | C21093 | 768F31 C21093 CB7693
56704B | 152374 | 465890 | 921A45 | DS0754 | 1190F3 | 498301 290372 B33320
F67983 | 362198 | 3210A5 | 768F31 | 322902 | 332098 | C56401 561D34 152374
C76098 | 3902A2 | 88208A | 665573 | B47603 | 556409 | 56704B 362198 C21093
CB7693 | 498301 | C56401 | 290372 | A98430 | A90732 | D42316 A43092 768F31

Figure (3): Routing system.

4.3 Technique Scheme
Based on the provided information, the stages of the technique can be
arranged as follows:
1. File Upload: The user uploads the file to the cloud storage system.
2. Read Metadata: The metadata of the uploaded audio file is read to
determine its format.
3. Calculate Hash Key: MD6 algorithm is used to calculate the hash
key of the file.
4. Index Comparison: Based on the file format, the calculated hash key is

compared with the hash values stored in the corresponding index.

E25



‘ Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

4. Proposed Algorithm

We developed an algorithm to deduplicate audio files. The algorithm
consists mainly of two phases:

1- building the indexing system.

2- deduplication.

4.1 Index System

Index System consists of a table with multi-indexes. Nine indexes for
the most common audio files formats and one index for other formats. The
first index is for Pulse-Code Modulation index. The second index is for
Advanced Audio Coding. The third index is for Audio Interchange File Format.
The fourth index is for MPEG-1 Audio Layer3. The fifth index is for Advanced
Audio Coding. The sixth index is for Windows Media Audio and. The seventh
index is for Free Lossless Audio Codec. The eighth index is for Apple Lossless
Audio Codec. The last index is for other formats. The figure (2) shows the

index system and it contains examples for hash values:

Hash table
Index 1 Index 2 Index 3 Index 4 Index 5 Index 6 Index 7 Index 8 Index 9
PCM WAV AIFF MP3 AAC WMA FLAC ALAC other

D42316 AS8430 C21093 564903 | 375641 C21093 T68F31 C21093 CB7693

56704B 152374 465890 921A45 | DS0754 1190F3 498301 290372 B33320

F67983 362198 3210A5 768F31 | 322902 332098 C56401 561D34 152374

C76098 3902A2 88208A 665573 | B47603 556409 56704B 362198 C21093

Figure (2): Index system.

4.2 Deduplication
In this approach, when a file is uploaded to the cloud storage, the

metadata of the audio file is read to determine its format. Then, a hash key

E24




Designing an Efficient Deduplication Algorithm for Audio Files in Cloud Storage '

use in many deferent fields and applications. The results showed that it is
possible to accurately determine the similarity between texts [16].

10- In 2024, S. A. Talib, The study begins with the historical background
of cryptography and then moves on to analyze trends in information
technology before discussing on the challenges to security in cloud
computing. The goal of its publication is to highlight the importance of using
cryptographic technologies for the protection of information con_dentiality,
its integrity and compliance. The combination of literature review and the
case study method was applied, pulling knowledge from examples of good
cryptographic use and the lessons learned from breaches in security. They
reveal how cryptology is crucial in the furthering of cloud security and in
maintaining customers’ faith. Key information technology practitioners are
encouraged not to relax their guard and adopt an integrated security strategy
to ward o future attacks. Conclusion of the study is in synthesis of the
subsequent analysis, highlighting the continued applicability of cryptography
for Cloud Information System security [17].

Thus, the previous studies and their solutions as presented above are
not sufficient because one of the parameters in the process of eliminating
duplicate data is the time required to implement the technique, which is
mainly related to the number of comparison operations for the hash key of
the incoming file with the stored keys. The fewer the number of operations,
the less the execution time. For any incoming audio file, it will be compared
with all stored files (text, images, videos, audio) if a single indexing table is
used. However, it will be compared with all audio files if multiple indexing
tables are used. This requires a long execution time, which increases with

the increase in the stored files.
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6- In 2020, Weiqi ZHANG et al. proposed a technique for deduplication
in Hadoop. Hash table was designed in namenode. For every block of files, a
hash key using SHA-512 was used. To determine the uniqueness of each
block, the generated hash key is compared to the existing keys in the system.
If there is no match, it indicates a unique block, which gets stored in the
Hadoop Distributed File System (HDFS). SHA-512 algorithm is used to
generate a hash value with 512 bits, which results in a lower collision rate
compared to previous algorithms. This ensures a higher level of confidence
in identifying and storing unique blocks of data [13].

7- In 2021, Niteesha Sharma and Dr. A. V Krishna Prasad, proposed a
technigue to solve the storage issues and deduplication in Hadoop. A table
with hash keys is built in Hbase and SHA-256 is used. The process of reading
from HBase is faster than Hadoop Distributed File System (HDFS) [14].

8-1n 2021, G. Sujatha and Dr. Jeberson Retna Raj. Proposed an approach
to improve the searching time of duplicated data. Dedicated hash tables
were designed, each of which is used for each digital data type. When a file
is received, its hash key is compared with the hash table corresponding to its
type. Thus, the time required for the matching process is reduced compared
to previous techniques. However, this technique did not give importance to
the type of hash algorithm [15].

9- In 2024, N. A. Jaafar, this study examines the proposed model that
includes computation of similarity using cosine coefficients, Euclidean
similarity, and Jaccard similarity between training and test texts, providing a
variety of metrics for comparison and analysis. These sequential steps
combine automated analysis with human interpretation, enhancing the

electiveness and accuracy of the plagiarism checker and making it easier to
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with small amount of data. However, this technique is considered the least
effective because the final user's data may match files on the server [8].

2-In 2016, V. Radia and D. Dingh, made a study of data deduplication
techniques: file level, block level, inline post process, source based and target
based. The study concluded that source-based deduplication technique is
the best as it optimizes the uploading bandwidth and storage space over
cloud. Distributed deduplication provides security. Both approaches together
provide reliability [9].

3-1n 2016, Parth Shah et a/, proposed a technique to detect duplication
between files of users. The technique involves detecting duplication not only
within a user's files but also across files from different users. Once the unique
files have been identified. This technique is considered more effective in saving
storage space and has a medium time complexity since the process takes place
at the level of users’ data and not at the server or client. However, user files
coming into the storage system may match files that already exist [10].

4-1n 2017, Ishita Vaidya and Prof. Rajender Nath, proposed a technique
to generate a hash key for the file using MD5 algorithm. Then, this key is
compared with the stored keys in Hadoop [11].

5-In 2018, Manjunath R. Hudagi and Sachin A. Urabinahatti, proposed
a technique to deduplicate data on file-level. This technique is based on
building a hash table in the Hbase that contains the hash keys for the files
stored within the system. To process each incoming file, a hash value is
generated using a specific algorithm. This hash value is then compared with
the values stored in the hash table. If there is no match between the
generated hash and any of the stored values, the file is considered unique

and subsequently stored in the system [12].
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compression. The Most Common Audio Formats with Lossless
Compression are:

1- Free Lossless Audio Codec (FLAC).

2- Apple Lossless Audio Codec (ALAC).

The figure (1) shows the most common audio files formats.

PCM
Uncompressed
Aundio Formats e
. Andio Formats
andio with Lossy
Compression
Audio Formats
with Lossless
Compression

Figure (1): Most common audio files formats.

3. Related Work

In the cloud, File-Level Deduplication generally depends on generating
a hash value for the incoming file using a hash algorithm and comparing it
with the hash values already stored in the cloud. If this value doesn’t exist in
the hash table, the file is stored in the cloud and its hash value in the hash
table.

We'll show some of the cloud deduplication techniques:

1- In 2015, Naveen A N and V Ravi, proposed a technique to detect
duplicate user's files, and then the unique data is stored in the server. This

technique is characterized by a low time-complexity, since the process works
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files tend to be the most accurate and true to the original sound, providing
high-quality audio reproduction, they also typically require a significant
amount of disk space to store due to their large file sizes. The Most Common
Uncompressed Audio Formats are:

1- Pulse-Code Modulation (PCM).

2- Waveform Audio File Format (WAV).

3- Audio Interchange File Format (AIFF).

2.2 Audio Formats with Lossy Compression

Lossy compression is characterized by some data loss that occurs
during the compression process, meaning that not all original information is
preserved. Despite this, compression is essential because uncompressed
audio files tend to occupy a significant amount of disk space, making storage
and transfer more challenging. Therefore, lossy compression helps reduce
file sizes, making it more practical to store and share audio files efficiently.
The Most Common Audio Formats with Lossy Compression are:

1- MPEG-1 Audio Layer 3 (MP3).

2- Advanced Audio Coding (AAC).

3- Windows Media Audio (WMA).

2.3 Audio Formats with Lossless Compression

Opposite to lossy compression, there is lossless compression, which
is a technique that reduces the size of an audio file without any data loss
occurring during the process. This means that the compressed audio file
remains an exact replica of the original source, with all the original data

preserved perfectly, ensuring no quality is compromised even after
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Additionally, employing multiple indexes helps address collision problems—
situations where different data produces identical hash values—by
distributing hash keys across various tables, thus lowering the probability of
collisions and improving the accuracy of duplicate detection [4] [18]. The
selection of anappropriate hash algorithmisanother critical factorinfluencing
deduplication efficiency. The hash function’s length and complexity directly
affect collision rates; shorter or less robust algorithms tend to produce more
collisions, increasing the risk of false positives or negatives. Therefore,
choosing a cryptographic hash function with a suitable balance of speed and
collision resistance is essential for effective deduplication processes [5].
Based on these considerations, we propose an algorithm that involves
creating a hash table specifically for audio files on the server. This table
consists of multiple indexes, each containing hash keys generated using the
MD6 algorithm. MD6 is a cryptographic hash function that employs a Merkle
tree-like structure, enabling efficient parallel computation of hashes for

extremely long inputs [6].

2. Audio File Formats
There are three main types of audio files formats: Uncompressed
Audio Formats, Audio Formats with Lossy Compression, Audio Formats with

Lossless Compression [7].

2.1 Uncompressed Audio Formats
Uncompressed audio formats (UAF) consist of real sound waves that
are captured and converted directly into a digital format without any

additional compression or processing. Although these uncompressed audio
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1. Introduction
The cloud storage system is responsible for managing and storing vast

amounts of data generated from diverse sources, encompassing various
formats such as audio, text, video, and images. Due to the nature of data
collection and sharing, there is often a significant presence of duplicate data
within the system, which leads to unnecessary consumption of storage
resources and can hinder overall system performance [1]. To address these
challenges, techniques aimed at eliminating duplicate data—commonly
known as data deduplication—have been implemented to optimize storage
utilization and enhance processing efficiency. There are two types of duplicate
data detection methods: source-based detection (client-side) and target-
based detection (server-side) [2]. The core process of deduplication typically
involves generating a unique hash key for each file or data block, which
serves as a digital fingerprint representing the content. This hash key is then
compared against existing hash keys stored in a dedicated data structure,
such as a hash table, to determine whether the data already exists within the
system. If a matching hash is found, the system recognizes the data as a
duplicate and avoids storing a redundant copy, thereby conserving storage
space [3]. As the volume of stored data grows, the number of hash keys
stored in the hash table also increases, which can lead to longer search times
during comparison operations. This escalation in search duration can
negatively impact system performance, especially in large-scale cloud
environments. To mitigate such issues, one effective strategy involves
creating multiple hash tables or indexes. These multiple structures can
partition the stored data, enabling faster lookup operations by narrowing

down search scopes and reducing the number of comparisons needed.
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Abstract

Data duplication is a significant challenge in large-scale data storage
systems, as it consumes storage space and impacts data organization,
management, and processing. An optimal storage system effectively utilizes
available storage space. To solve this problem, hash algorithms are employed
to generate hash keys for files. Matching files have the same hash key.
However, the hash key for two different files in the data may match, and this
is what we refer to as a collision. The collision issue is related to the length of
the hash key. As the length of the hash key increases, the probability of a
collision occurring decreases. When a file is uploaded to the cloud storage
system, its hash key is compared with the existing keys stored in the system.
However, as the amount of data stored in the cloud increases, the time
required for searching and matching also increases. In this paper, we will
introduce a File-Level Deduplication technique to deduplicate audio data in
the cloud storage system. The proposed technique aims to reduce the search
time for hash values by creating a table with multiple indexes. These indexes
are categorized based on the format of the audio file, such as uncompressed
formats, formats with lossy compression, and formats with lossless
compression. Each table contains multiple indexes in the hash table,
specifically designed for a particular audio file format. To reduce the
probability of data collision, Message Digest-6 (MD6) algorithm will be used,
which generates a 512-bit hash key.

Keywords: Deduplication - Hash Table - MD6 - Audio Files - Cloud Storage.
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