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 تعليمات النشر 

في مجلة كلية الاسراء الجامعة للعلوم الهندسية

•	 تصدر جامعة الاسراء )مجلة كلية الاسراء الجامعة للعلوم الهندسية( في مجلد 

سنوي يضم عددين.

تقوم المجلة بنشر البحوث العلمية للباحثين في تخصصات العلوم الهندسية التالية: 	•

هندسة العمارة 	-

هندسة مدني 	-

هندسة كيمياوية 	-

هندسة الحاسوب  	-

هندسة كهربائية 	-

هندسة المواد 	-

هندسة ميكانيكية 	-

شروط النشر
يطبع البحث بواسطة الحاسوب بمسافات مفردة بين الاسطر وبحجم خط 12  	- 1

ونوع )Simplified Arabic(، اما العنوان باللغتين العربية والانكليزية فيكون 

ذلك  في  بما  15 صفحة  عن  عدد صفحاته  يزيد  الا  14 شريطة  بحجم خط 

الجداول والاشكال والمراجع وعلى وجه واحد على ورق قياس A4 مع ترك 

هامش في حدود 2 سم من الاعلى والاسفل وهامش بحدود 3 سم من الجانبين 

الايمن والايسر.
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لا يفضل نشر البحوث من قبل رئيس واعضاء هيئة التحرير في المجلة سواء  	- 2

كان البحث منفرداً أو مشتركاً.

للنشر،  البحث  قبول  بعد  الكترونية  ونسخة  ورقية  نسخ  بثلاث  البحث  يقدم  	- 3

يسلم البحث بشكله النهائي مطبوعا بالنظام الاعتيادي بمسافة منتظمة لكافة 

الباحثين  التي تتضمن عنوان البحث و اسماء  الصفحات عدا الصفحة الاولى 

للباحث  الالكتروني  بالبريد  متبوعا  والإنكليزية  العربية  باللغتين  وعناوينهم 

.Microsoft Word /2010 ببرنامج CD الاول وعلى قرص مرن

باللغة  البحث  كتابة  ويفضل  والانكليزية  العربية  باللغتين  البحوث  تقبل  	- 4

الانكليزية.

Author Guidelines دليل المؤلف
ادناه الشروط والمتطلبات الواجب مراعاتها من قبل الباحث للنشر في هذه المجلة 

بشرط أن لا يكون البحث قد نشر أو سينشر في أية مجلة هندسية أخرى ولم يمضِ على 

انجازه اكثر من أربع سنوات.

يجب ان يكون عنوان البحث موجزاً قدر الامكان ومعبر عن البحث. 	- 1

مع  عملهم بصورة واضحة  وعناوين  الباحثين  اسماء  تكتب  الباحثين:  اسماء  	- 2

البريد الالكتروني للباحث الاول.

3 -	 يجب ان يتضمن المستخلص موجزا واضحا عن البحث مكون من 300-250 

فيكون  العربية  باللغة  البحث  كان  أذا   .6-4 مفتاحية  بكلمات  متبوعا  كلمة 

المستخلص متبوعا بالكلمات المفتاحية اولا ثم المستخلص متبوعا بالكلمات 

المفتاحية باللغة الانكليزية ثانيا و العكس صحيح. 

4 -	 المقدمة: تتضمن مراجعة المعلومات وثيقة الصلة بموضوع البحث الموجودة 

في المصادر العلمية وتنتهي المقدمة باهداف الدراسة وأساسها المنطقي.

المواد وطرائق العمل: تذكر طرائق العمل بشكل مفصل ان كانت جديدة اما اذا  	- 5

كانت منشورة فتذكر بشكل مختصر مع الاشارة للمصدر وتستعمل وحدات 

)S.I.Us( System International of Unitsالنظام العالمي
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وتعرض  متوالي  وبنظام  وهادف  موجز  بشكل  تعرض  والمناقشة:  النتائج  	- 6

النتائج بافضل صورة معبرة وتوضع الجداول والاشكال في أماكنها المخصصة 

بعد الاشارة إليها في النتائج.

يستعمل نظام الارقام العربية وهكذا في البحوث المرسلة للنشر وتمثل مناقشة  	- 7

النتائج تعبيراً موجزاً عن النتائج وتفسيراتها.

أسماء  او  اسم  الآتي:  متضمنة  المصادر  القائمة  في  المصدر  كتابة  تكون  	- 8

الباحثين، سنة النشر وعنوان البحث كاملآ واسم المجلة ورقم المجلد والعدد 

وعدد الصفحات، مثال: 

حاتم،  حيدر  كريم،  و  حسوني  محمد  حميد،  و  محمود  جاسم  الخفاجي،  	

)2018( " دراسة تجريبية على الخرسانة مع استبدال جزئي للركام الخشن 

بواسطة المطاط غير المرغوب فيه".

مجلة كلية الاسراء الجامعة، المجلد 1 العدد 1، 217-243. و ممكن ان تكتب  	

كالاتي: مجلة كلية الاسراء الجامعة، 1)1(،243-217.

المستخلص الانكليزي يجب أن يكون وافياً ومعبراً عن البحث بصورة دقيقة  	- 9

وليس بالضرورة ان يكون ترجمة حرفية للمستخلص العربي و متبوعا بكلمات 

مفتاحية 6-4.

Reviewer Guidelines ّدليل المقيم
أدناه الشروط والمتطلبات الواجب مراعاتها من قبل المقيم للبحوث المرسلة للنشر 

في هذه المجلة

1 -	 ملٔ استمارة التقويم المرسلة رفقة البحث المطلوب تقييمه بشكل دقيق وعدم 

ترك أي فقرة بدون اجابة.

2 -	 على المقيمّ التاكد من تطابق وتوافق عنوان البحث باللغتين العربية والانكليزية 

وفي حالة عدم تطابقهما اقتراح العنوان البديل. 

البحث  الموجودة في  التخطيطية  الجداول والاشكال  ان  المقيمّ هل  يبين  أن   	- 3

وافية ومعبرة.
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4 -	 أن يبين المقيمّ هل ان الباحث اتبع الاسلوب الإحصائي الصحيح.

5 -	 أن يوضح المقيمّ هل ان مناقشة النتائج كانت كافية ومنطقية.

6 -	 على المقيمّ تحديد مدى استخدام الباحث للمراجع العلمية الرصينة وحداثتها.

7 -	 أن يؤشر المقيمّ بشكل واضح على واحد من ثلاث اختيارات وهي: 

البحث صالح للنشر بدون تعديلات. 	

البحث صالح للنشر بعد اجراء التعديلات. 	

البحث غير صالح للنشر. 	

يجب أن يوضح المقيمّ بورقة منفصلة ما هي التعديلات الأساسية التي يقترحها  	- 8

لغرض قبول البحث.

للمقيمّ حق طلب إعادة البحث إليه بعد إجراء التعديلات المطلوبة للتأكد من  	- 9

التزام الباحث بها.

10 -	على المقيمّ تسجيل اسمه ودرجته العلمية وعنوانه وتاريخ اجراء التقييم مع 

التوقيع على استمارة التقييم المرسلة له رفقه البحث المرسل له للتقييم.

المصادر
يشار الى المصادر في متن البحث كما يلي: 	- 1

اللقب او الاسم الثالث للمؤلف والسنة اذا كان البحث بإسم باحث واحد، واذا  	

كان مؤلفين فيذكران والسنة واذا كانوا ثلاثة فاكثر فيذكر اسم الاول واخرون 

والسنة.

ترتب المصادر حسب الصيغة العالمية )APA( وكما بالامثلة المذكورة: 	- 2

بحث في مجلة.  أ-	

اسم الباحث أو الباحثون، )السنة(، عنوان البحث، اسم المجلة، المجلد،  	

العدد و صفحتي البدء والانتهاء للبحث.

كتب. ب-	

النشر  دار  الطبعة،  الكتاب،  عنوان  )السنة(  المؤلفون،  أو  المؤلف  اسم  	

وعدد الصفحات.
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الرسائل والاطاريح الجامعية. ج-	

)الكلية  العنوان  الاطروحة،  او  الرسالة  عنوان  )السنة(،  الباحث،  اسم  	

والجامعة( وعدد الصفحات.

بحث في وقائع مؤتمر او ندوة علمية. د-	

اسم الباحث أو الباحثون، )السنة(، عنوان البحث، اسم المؤتمر او الندوة  	

العلمية، مكان الانعقاد، صفحتي البدء والانتهاء للبحث.

ترسل البحوث الى مجلة كلية الاسراء الجامعة للعلوم الهندسية على العنوان الاتي:

جامعة الاسراء– قسم التوثيق والنشر 

بغداد / العراق

البريد الالكتروني:

al-esraajournal@esraa.edu.iq
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)تعهد الملكية الفكرية(	 

إني الباحث................................... صاحب البحث الموسوم ).......................

 ).................................................................................................................
 أتعهد بأن البحث قد أنجز من قبلي ولم ينشر في مجلة أخرى في داخل وخارج 

التي  الهندسية(  للعلوم  الجامعة  الإسراء  كلية  )مجلة  مجلة  في  بنشره  وأرغب  العراق 

تصدرها جامعة الإسراء.

التوقيع:

التاريخ:

-----------

	 

)تعهد نقل حقوق الطبع والتوزيع(

إني الباحث......................................... صاحب البحث الموسوم ).................

).................................................................................................................
أتعهد بنقل حقوق الطبع والتوزيع والنشر إلى مجلة )مجلة كلية الإسراء الجامعة 

للعلوم الهندسية( التي تصدرها جامعة الإسراء.

التوقيع:

التاريخ:
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techniques capable of differen�a�ng between authen�c and manipulated 

face images. Addi�onally, further research is needed to enhance the 

capabili�es of FIA schemes, par�cularly in the context of DeepFakes and 

other advanced manipula�on methods. This may involve exploring the 

poten�al of deep learning-based techniques and the development of more 

comprehensive and versa�le manipula�on detec�on algorithms. Moreover, 

the paper suggests inves�ga�ng the dis�nc�ons and interrela�ons among 

image tampering, manipula�on, and forgery, and the development of 

tampering detec�on techniques with unique strengths and applica�ons. 

Finally, the paper emphasizes the importance of addressing unanswered 

research ques�ons and forecas�ng future direc�ons to advance digital face 

manipula�on genera�on and detec�on. By addressing these avenues for 

future research, the field of FIA and manipula�on detec�on can con�nue to 

evolve and effec�vely mi�gate the security risks associated with digital face 

manipula�on methods.
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Deep learning-based schemes require large 

datasets for training, and op�mal detec�on 

performance is

achieved when the input image closely 

matches the training set [120], [128].

It can be applied to any type of image, and 

training is not required.

The majority of methods employ labor- and 

�me-intensive supervised networks for 

detec�on [129]–

[131].

The system is superior in terms of �me and 

effort savings as it operates in a fully 

automated manner.

Results of false detec�ons have been 

documented, par�cularly in cases where the 

input image deviates from the training dataset 

[120], [128], [132], [133]. For example, the 

maximum accuracy values are 84.7%, 99.3%, 

87.5%, and 81.6%, respec�vely

[120], [132].

There are no false detec�ons, and the system 

exhibits high detec�on accuracy.

5. Conclusion 
This paper has highlighted the increasing significance of FIMD and FIA 

techniques in the context of digital data security. The emergence of digital 

face manipula�on methods, including the notable development of 

"DeepFakes," has underscored the need for robust authen�ca�on and 

manipula�on detec�on mechanisms. The limita�ons of current forensic 

so�ware and the challenges posed by the rapid advancements in facial image 

manipula�on techniques have been addressed. Furthermore, the paper has 

provided an overview of recent trends in FIA techniques and their limita�ons, 

emphasizing the need for con�nued development and innova�on in this 

field. For future work, it is impera�ve to address the limita�ons of exis�ng 

forensic so�ware and to develop more effec�ve manipula�on detec�on 
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TABLE 5. Summary of some limitations in watermarking based FIMD and FIA.

Ref. Scheme Limita�ons

[107], 
[108]

FIMD The original face region cannot be recovered a�er the manipula�on-
revealing process,
although the watermarking-based technique can detect various 
manipula�ons.

[109]–
[111]

FIA The primary drawback of this scheme is considered to be its strict 
embedding capacity. Large face regions in the image can result in 
genera�ng a significant number of bits for tamper detec�on, 
localiza�on, and face region recovery, which require addi�onal 
embedding space. If there is insufficient embedding capacity, the FIA 
scheme can not
effec�vely protect the face image.

I. Comparison between deep-learning-based and watermarking-
based FIMD techniques

Watermark-based FIMD and FIA techniques have proven efficiency and 

advantage over deep learning-based FIMD techniques. Table 6 presents a 

comparison of deep learning-based and watermarking-based techniques.

TABLE 6. Comparison between deep-learning based 
and watermarking-based FIMD techniques

Deep-learning-based techniques Watermarking-based techniques

Most of these techniques are limited to 

detec�ng a single kind of manipula�on 

because they rely on

techniques for fabrica�ng or manipula�ng 

images for implementa�on [50], [113]–[116], 

[127] .

Capable of iden�fying various 

forms of manipula�on and do not reliant 

on knowledge of

the processes involved in producing 

manipulated or fake images.
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TABLE 4. Summary of some limitations in deep-learning based FIMD.

Ref.
Detected 
features

Limita�ons

[50], 
[112],
[113]

Face 
Asymmetries

1- Small details o�en go unno�ced.
2- Accurate detec�on requires high-resolu�on images, which are 

challenging to find on social media networks.
3- It involves a high level of computa�onal complexity. 4- It can 

iden�fy a specific type of manipula�on.

[114] Landmark 
loca�ons

1- Relying on landmark loca�ons in face photos as a discrimina�ve 
feature is not always dependable.

2- When sharing images  over networks, having the front face 
view is not always necessary.

3- It can iden�fy a specific type of manipula�on.

[115], 
[116]

Color features 1- A substan�al training set is necessary.
2- It involves a high level of computa�onal intricacy. 3- Abundant 

computa�onal capacity is required.
4- It can iden�fy a specific type of manipula�on.

[117] Spa�al ar�facts 1- A sizable training set is necessary.
2- Training takes a considerable amount of �me.
3- The computa�on techniques involved are challenging.
4- The precision and capability of manipula�on detec�on are 

limited.

[104], 
[118]–
[123]

Different 
features as 
inputs to CNN

1- A substan�al training set is necessary.
2- Training takes a considerable amount of �me. 3- Involves 

complex computa�on techniques.
4- The precision and capability of manipula�on detec�on are 

limited.

[95] Spectral 
distribu�on

1- Errors may occur when u�lizing the energy spectral distribu�on. 
2- Training takes a considerable amount of �me.

3- Involves a convoluted calcula�on method.
4- It can iden�fy a specific type of manipula�on.

[124]–
[126]

Spectral ar�facts 
fi�ng 
parameters

1- Intricate computa�on techniques.
2- It took a significant amount of �me to find the fi�ng 

parameters during post- processing.
3- Is limited to iden�fying GAN-based and certain retouching 

manipula�ons.
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tampered blocks in the face region and restores the original face region when 

manipula�ons are present [109]–[111]. A comparison of the sender and 

recipient sides of the FIMD and FIA schemes is provided in Figures 3 and 4. The 

original face data cannot be recovered by the FIMD scheme, which is intended 

to iden�fy and detect tampering. However, the FIA scheme is able to recover 

the original face region in addi�on to detec�ng and loca�ng tampering.

 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3: Comparison of FIMD and FIA schemes on the sender side of a single channel [108], 
[110]. 

Fig. 3: Comparison of FIMD and FIA schemes on the sender side of a single channel [108], [110].
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D. FIMD face detection and image watermarking
 Another FIMD method that employs facial identification and picture 

watermarking algorithms was just released.  Following the identification 

of the face region, the picture blocks are divided into two categories: 

those connected to the face region and those that are not.  This 

categorization is achieved by creating a binary mask picture.  

Information is extracted from blocks in the face region and inserted 

into blocks outside of it using Slantlet-based picture watermarking, as 

the modification procedure demonstrates [107], [108].  Table 5 

highlights some of FIMD's restrictions based on watermarking.

A Mul�-Task Cascaded Neural Network (MTCNN) is used in a new FIA 

scheme to iden�fy and choose the face region, a�er which output adjustments 

are made. Following the iden�fica�on of the face region, a binary mask 

image is produced, which makes it easier to divide image blocks into two 

categories: face blocks and non-face blocks. The mean of every block from 

the face region is used to derive the tamper localiza�on data. The recovery 

data from the face region is then produced using the Bicubic Interpola�on 

(BI) algorithm. The system embeds the generated binary sequence into the 

non-face blocks using a content-based embedding algorithm that can embed 

binary bits in the High-Low (HL) and Low-High (LH) sub-bands of the Slantlet 

transform (SLT) coefficients of the block. When manipula�ons are present, 

the system. The system embeds the generated binary sequence into the 

non-face blocks using a content-based embedding algorithm that can embed 

binary bits in the High-Low (HL) and Low-High (LH) sub-bands of the Slantlet 

transform (SLT) coefficients of the block. The system consistently detects 
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A. FIMD based on texture analysis
 The study focuses on assessing the susceptibility of face recognition 

systems to morphing attacks and proposes a novel technique for 

detecting such attacks. The suggested approach combines multiple 

Multi-scale Block Local Binary Patterns (MB-LBP). The study emphasizes 

that training and evaluating face morphing attack detection algorithms 

depend on robust morphing detection algorithms and the utilization of 

diverse databases [102].

B. FIMD based on digital forensics
 The study investigates the impact of face retouching on face recognition 

and proposes a detection method based on Photo-Response Non-

Uniformity (PRNU) for retouched face photos. The research assesses 

biometric performance both before and after retouching, coupled with 

a qualitative evaluation of beautification apps. The findings suggest 

that facial retouching only marginally decreases comparison scores. 

However, accurate identification of retouched face photos is crucial for 

upholding laws against Photoshop manipulation [103].

C. FIMD deep learning or artificial intelligence
 According to its definition, Deepfakes is a deep learning-based method 

that replaces a person’s face with another person’s face to produce 

fake videos. The method creates realistic images and videos using 

GANs that can be exploited for financial fraud, fake news, and other 

malicious activities [14], [31], [40], [66], [104], [105]. Table 4 summarizes 

some limitations of FIMD based on deep learning.
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4. FIMD techniques
The face recogni�on system (FRS) is a subset of biometric security 

so�ware that also includes voice recogni�on, fingerprint recogni�on, and iris 

recogni�on [55], [78], [79]. The FIM process affects image quality, which can 

influence acceptance or rejec�on decisions in FRS [80]–[85]. When a fake 

image is accepted in FRS, it poses a threat to the en�re security system and 

is viewed as a significant challenge to privacy control. On the other hand, 

inten�onal FIM a�acks can lead to a variety of issues, including iden�ty the� 

[86]–[89], poli�cal conflict as a result of fake news [66], [67], [90]–[92], 

financial fraud, and others.

Since the number of harmful FIM applica�ons is rapidly increasing, the 

researchers have directed their efforts towards presen�ng manipula�on 

detec�on techniques that can dis�nguish fake face images from authen�c 

images [14], [66], [74], [93]–[95]. In recent years, several FIMD algorithms 

have been presented, which can be broadly classified into two types: 

differen�al-based algorithms and no-reference-based algorithms [96]–[102]. 

The differen�al detec�on algorithms require two images: the original image 

(the reference image) and the test image. These algorithms demonstrated 

their effec�veness in detec�ng manipula�on; however, in tradi�onal image 

forensics, there is only one video or image. Several studies have been directed 

toward detec�ng tampering when the trusted reference image is not 

available [40], [102]–[106].

Currently, four types of FIMD schemes are available:
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The FIM can be used for a variety of purposes, both harmless and 

harmful [14], [66], [13]. Table 3 provides a brief descrip�on of the applica�ons 

in which the FIM can be u�lized.

TABLE 3. Description of FIM Example Applications

No. FIM Applica�on Descrip�on

1 Spread Fake News Images and videos are manipulated and edited to spread fake 
news on internet websites,
magazines, and social media [67].

2 Digital Communica�on Images are used in a variety of communica�on applica�ons, 
including online registra�on and
social media friendship [68].

3 Security Applica�ons Services include iden�ty verifica�on, online access control, 
iden�fica�on, and authen�ca�on. [69].

4 Entertainment The FIM is used in entertainment to create videos, 
adver�sements, and other content. Some companies 
specialize in crea�ng amusing cartoons from s�ll images using 
lip-syncing
technology [70]–[72].

5 Film Industry Deepfakes have been used in the film industry for a variety of 
purposes, including changing the iden�ty of the person in the 
recorded video and lowering costs by genera�ng characters with AI
tools [32], [73]–[75].

6 E-Commerce Retailers have used deepfake technology to create tools that 
allow customers to swap their faces with digital models in 
virtual changerooms, poten�ally increasing online sales. 
Furthermore, ideal fake models generated using AI technology 
are used for adver�sements at a significantly
lower cost than real models [76].

7 E-Learning Deepfake technology has the poten�al to improve children's 
educa�on in a variety of ways, including swapping the 
teacher's face with their parents to help them coalesce and 
reinforce learning [66]. On the other hand, instructors can use 
the text and previous videos to create new
video courses [77].
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in Table 2, which provides a brief explana�on of the common manipula�on 
types. Fig. 1 presents the classifica�on of the FIM.

TABLE 2. The common types of FIM techniques

No. Manipula�on type Explana�on

1 En�re face 
synthesis

U�lizes Genera�ve Adversarial Networks (GANs) to generate 
virtual human faces that closely resemble real human faces. The 
generated faces can be used in various applica�ons such as
email, games, teleconferences, chat rooms, and various other 
contexts [16], [17].

2 Iden�ty swap This manipula�on process involves replacing the person’s face 
image with another face image, which can be used in a variety of 
applica�ons, including the film industry, financial fraud, and video 
fabrica�on. The iden�ty swap manipula�on methods are divided 
into two categories: a) classical computer graphics-based 
techniques [51] and b) deep learning-based techniques [52].

3 Morphing In this type of manipula�on, a single morphed image is created by 
combining images from two or more people using specific so�ware 
tools such as Face Morph‖, Face Swap Online‖, and the ―morphed 
thing‖ [53]. The process of face morphing is focused on crea�ng 
fake samples for photos, not for video. Furthermore, the front 
view of the face is usually considered in the process
of manipula�on [54]–[58].

4 A�ribute 
manipula�on

This manipula�on process, also known as ―face edi�ng‖ or ―face 
retouching‖ is used to change images based on a�ributes such as 
the color of individuals’ hair or skin, their age, gender, the addi�on 
of a beard or glasses, and so on [59]–[61]. In most cases, this type 
of manipula�on is considered an uninten�onal a�ack and is used 
to improve image quality. One example of this
type of manipula�on is the popular 'Snapchat' mobile applica�on 
[62].

5 Expression Swap The process of replacing an individual’s facial expressions in a 
video clip with those of another
individual [59], [60].

6 Audio-to-Video 
and Text-to-Video 
Swap

This type of manipula�on is based on ar�ficial intelligence (AI) 
techniques, and certain aspects must be considered, such as 
sounds, 3D face pose, expression, and scene light [63]–[65].
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Due to the rapid advancements in the field of FIA, this paper is presented 
to review recent trends in FIA technologies and their limita�ons. Addi�onally, it 
aims to compare technologies based on deep learning and watermarking.

3. Types of FIM techniques
As previously stated, the process of FIM has become a prevalent topic 

in the last few years, especially a�er the term "DeepFakes" was recently 
distributed and highlighted by state-of-the-art research [13], [18]–[20], [22], 
[26], [47]–[50]. Several FIM techniques exist, and new manipula�on methods 
are constantly being introduced through improved applica�ons. Nevertheless, 
the majority of research has focused on the manipula�on methods depicted 

Fig. 1: Common types of FIM techniques [111].
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Ref. Year Contribu�ons
[39] 2021 The study inves�gates various state-of-the-art neural networks, such as 

MesoNet, ResNet-50, VGG-19, and Xcep�on Net, with a specific emphasis on 
addressing complex issues posed by deepfakes generated through neural 
networks. To iden�fy the most effec�ve outcomes, the paper includes 
comparisons among the
aforemen�oned methods.

[40] 2021 - Inves�gated the most recent techniques for crea�ng and iden�fying deepfake 
photos.

- Focused on summarizing and scru�nizing the architectures of methods for 
both genera�ng and detec�ng deepfakes.

- Presented future direc�ons aimed at enhancing the architecture of deepfake 
models.

[41] 2021 - Aimed to present the latest findings in the iden�fica�on and produc�on of 
deepfake videos.

- Evaluated the generaliza�on and robustness of deepfake video genera�on 
and detec�on models.

- Outlined the exis�ng benchmarks for deepfake video crea�on.

[42], 
[43]

2021,
2022

A comprehensive analysis of deepfake detec�on using deep learning 
techniques:
- Conven�onal neural network (CNNs)-based techniques.
- Genera�ve adversarial networks (GANs)-based techniques.
- Recurrent Neural Network (RNN).
- Long short-term memory (LSTM).
- Autoencoder-based techniques.

[44]–
[46]

2021,
2022

- Explored the latest techniques in the crea�on and detec�on of deepfakes.
- Presented current datasets related to deepfake technology.
- Examined prevalent issues and pa�erns associated with the produc�on and 

iden�fica�on of deepfakes.

[33] 2023 - Categorizes and discusses the latest research on face manipula�on detec�on 
and genera�on.

- Covering over 160 studies, it provides a comprehensive discussion of the 
subject.

- The primary focus of the paper is on the crea�on and detec�on of deepfake 
content using deep learning.

- Iden�fying obstacles, addressing unanswered research ques�ons, and 
forecas�ng future direc�ons contribute to the advancement of digital face 
manipula�on genera�on and detec�on.
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Table 1. Review papers summary

Ref. Year Contribu�ons
[24] 2020 - Explained what a deepfake is and provided a rundown of the core 

technologies.
- Categorized deepfake and IoT techniques and examined the opportuni�es 

and risks associated with each group.
- A framework was established for successfully addressing the risks of 

deepfakes.

[13], 
[34]

2020 - Conducted a comprehensive analysis of contemporary face manipula�on 
techniques, encompassing deepfakes and IoT, and explored methods for 
detec�ng them.

- Classified these techniques into four major categories based on their 
prevalent use in facial manipula�on.

- Examined public`cly accessible datasets and essen�al benchmarks for 
detec�ng manipulated faces and assessing face manipula�on techniques.

[35] 2020 - Conducted a comprehensive analysis of prevalent image forgery techniques.
- Provided an overview of publicly available data sources for research on the 

iden�fica�on of image manipula�on.
- Emphasized a primary focus on deep learning-based methods for detec�ng 

image manipula�on.

[36] 2020 - Conducted an in-depth inves�ga�on to detect altera�ons in both photos and 
videos.

- Emphasized the newly iden�fied deepfake phenomenon from a forensic 
analyst’s perspec�ve.

- Outlined the limita�ons of the latest forensic so�ware, addressed pressing 
issues, examined imminent challenges, and proposed avenues for new lines 
of inquiry.

[37] 2020 - Reviewed the recent advancements and applica�ons of seman�c 
manipula�on and face synthesis based on deep learning.

- Discussed future perspec�ves aimed at further enhancing face percep�on 
through con�nued development and innova�on.

[38] 2020 - Outlined the dis�nc�ons and interrela�ons among image tampering, image 
manipula�on, and image forgery.

- Provided jus�fica�ons for various tampering detec�on techniques, 
highligh�ng their unique strengths and applica�ons.

- Inves�gated prevalent benchmark datasets commonly used in the 
assessment of tampering detec�on methods.



E405

Examining IoT-Enhanced for Current Developments in Face Image Authentication (FIA) Methods and Their Drawbacks

create fake digital material.  To subs�tute the faces of celebri�es in 

pornographic movies, a machine learning system known as DeepFakes was 

created in 2017 [25].  DeepFakes' capabili�es have been u�lized for a number 

of detrimental objec�ves, such as financial fraud, the dissemina�on of false 

informa�on, and the produc�on of sexual content [26].  Researchers have 

concentrated on crea�ng face modifica�on detec�on systems in an a�empt 

to improve media forensics generally [27]–[32].The field of manipulated 

facial image genera�on is s�ll in its early stages of development. Many papers 

provide a thorough examina�on of the methods used to create images of 

manipulated faces, with a par�cular emphasis on deepfakes and emerging 

techniques for detec�ng fake images [33]. The next sec�on presents a 

summary of the recently published review papers in the field of face image 

manipula�on and its detec�on techniques. To date, no review paper focuses 

on the recent FIA schemes; therefore, this paper presents a review of recent 

trends in FIA techniques and their limita�ons. The rest of the paper is 

organized as follows: sec�on II presents a summary of some review papers 

that are related to the FIM and FIMD schemes; sec�on III presents the types 

of FIM techniques; sec�on IV presents a review of face image manipula�on 

detec�on (FIMD) techniques; sec�on V presents a comparison between 

deep-learning based and watermarking based FIMD techniques; and sec�on 

VI presents the conclusions and sugges�ons for future researches.

2. Literature Survey 
The study in this sec�on will present a summary of recently published 

review papers related to the field of FIM and FIMD, including references, 

year of publica�on, and ini�al contribu�ons, as shown in Table 1.
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1. Introduction
As technology develops, digital photos and IoT may now be shared 

easily for a variety of reasons [1]–[3].  These days, people who u�lize 

technology find that storing their private informa�on and images in the 

cloud is really convenient because they can access it any�me they need to.  

However, security and data integrity are the main issues that users are 

worried about [4], [5].  To ensure the security of digital photos, the Internet 

of Things, and shared data, a number of techniques and security frameworks 

have been put into place, such as watermarking, steganography, and 

cryptography [6]–[8 Face images, which are shared online for a variety of 

reasons, including social media, face recogni�on apps, celebrity and fame 

aspira�ons, and iden�ty discrimina�on in biometric systems (i.e., security 

and access control), are among the most important types of digital images 

and IoT [9].  There are several other uses for face photographs [10]–[12].  

Because of the speed at which technology is developing, digital face edi�ng 

techniques, algorithms, and applica�ons are now readily available [13]–[17].

Inten�onal a�acks, which involve malicious intent during the manipula�on 

process, and uninten�onal a�acks, which involve harmless inten�ons like 

beau�fying the face, adjus�ng ligh�ng, adding humorous s�ckers, etc., are 

the two main categories into which techniques for manipula�ng facial images 

can be divided.  The content of the face picture is changed (i.e., its features) 

as a result of both modifica�on approaches [18].  Interest in FIM techniques 

and how they affect data security systems has increased in the data security 

community.  A vibrant field of study has emerged as a result of the scholarly 

community's a�en�on being drawn to the term "DeepFakes" in recent years 

[19]–[24]. Known as DeepFakes, deep learning techniques have been used to 
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المستخلص

 ،)FIM( يبُرز التطور السريع لإنترنت الأشياء وخوارزميات التلاعب بصور الوجوه

بالإضافة إلى نمو تطبيقاتها سهلة الاستخدام، الحاجة المُلحة لأساليب كشف التلاعب. يجب 

أن توضح هذه التقنيات كيفية تعديل صور الوجوه والتحقق من صحتها. وقد انتبه المجتمع 

العلمي مؤخرًا إلى مصطلح "التزييف العميق" وطرق كشفه. انتبه أيضًا إلى أحدث الطرق 

لكشف تعديلات صور الوجوه القائمة على العلامات المائية. من المهم تذكر أن لكل طريقة 

من هذه الطرق عيوبها. تقُدم هذه الدراسة مقدمة موجزة عن أساليب كشف تعديل صور 

العميق. بعد  المائية والتعلم  العلامات  القائمة على  الأساليب  مُركزةً على كلٍّ من  الوجوه، 

ذلك، تقُدم الورقة أمثلةً توُضح استخداماتها، مُشددةً على مُقارنة بين التعلم العميق والتعلم 

التعلم  العميق. ثم تقُدم الورقة أمثلةً على كيفية استخدامها، مُركزةً على مُقارنة أساليب 

بحثية  توصيات  الورقة  خاتمة  وتضمنت  التلاعب.  عن  للكشف  المائية  والعلامات  العميق 

للاهتمام.  المُثير  الدراسي  المجال  هذا  في  المُحتملة  المُستقبلية  التطورات  حول  ورؤىً 

للباحثين المهتمين أو النشطين في هذا المجال الدراسي، تعُدّ المراجعة الواردة في هذه 

المقالة مرجعًا أساسياً.

الكلمات المفتاحية: إنترنت الأشياء )IoT(، مصادقة صورة الوجه )FIA(، التزييف 

.)Deepfakes( .العميق
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Abstract
 The quick development of IoT and facial image manipula�on (FIM) 

algorithms, as well as the growth of their user-friendly applica�ons, highlight 

the pressing need for manipula�on detec�on methods. These techniques 

need to demonstrate how face photos have been altered and validate their 

legi�macy. The scien�fic community has recently taken no�ce of the phrase 

"DeepFakes" and methods for detec�ng them. Take note of the latest 

methods for iden�fying watermark-based face image modifica�on as well. 

The important thing to remember is that every one of these methods has its 

own set of drawbacks. This study provides a brief introduc�on to face image 

modifica�on detec�on methods, emphasizing both watermarking-based 

and deep learning-based methods. A�erwards, the paper offers instances 

that demonstrate their use, stressing a comparison between deep learning. 

The paper then goes on to give examples of how they might be used, with a 

focus on comparing deep learning and watermarking-based methods for 

detec�ng tampering. Research recommenda�ons and insights into possible 

future advancements in this fascina�ng field of study are included in the 

paper's conclusion. For scholars ac�vely involved in or interested in this 

par�cular field of study, the review in this ar�cle is regarded as an essen�al 

resource.

Keywords: IoT (Internet of Things), Face Image Authen�ca�on (FIA), 

DeepFakes.
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healthcare professionals are able to provide more accurate and �mely 

diagnos�c results. With growing poten�al in edge compu�ng and real-�me 

data interpreta�on, AI systems can now assist with clinical decision-making 

at point-of-care to improve pa�ent management. Nevertheless, despite these 

tremendous developments, there are several obstacles currently preven�ng 

the extensive implementa�on of AI in health-related diagnos�cs. However 

data quality and availability are major concerns and AI requires significant 

amount of high quality labeled data to be trained well. Moreover, the black-

box property associated with the majority of deep learning models, limi�ng 

interpretability, may prevent clinicians from trus�ng and accep�ng AI-based 

decisions. There are also lingering ethical considera�ons around things like 

algorithmic bias and pa�ent privacy, as AI models may inadvertently reinforce 

inequi�es in health outcomes. Despite the promise, to fully harness the 

power of AI in healthcare diagnos�cs, future research must focus 

on enhancing model interpretability, fairness, and adop�on mechanisms 

that can seamlessly package AI into clinical workflows. Here we advocate for 

a mul�disciplinary, collabora�ve framework that brings together 

clinicians, data scien�sts, ethicists, and policymakers to ensure that the 

development of AI systems is ethical, complies with regula�ons, and is 

trustworthy in real-world clinical se�ngs. At the end of the day, the eventual 

fate of AI in healthcare diagnos�cs will come down to building reliable, 

democra�c and open models that don't just improve diagnos�c accuracy, 

but also advance health equity and improve pa�ent outcomes all over the 

world.
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9. Future Research Directions
As the integra�on of Ar�ficial Intelligence (AI) in healthcare diagnos�cs 

con�nues to evolve, several key areas warrant focused research to ensure 

effec�ve, ethical, and sustainable implementa�on. Future inves�ga�ons 

should aim to address current limita�ons, improve system performance, and 

align AI tools with clinical needs and societal values. Key research direc�ons 

include:

a) Develop generalizable models for reliable performance across 

populations and settings.

b) Create federated learning frameworks for collaborative training 

without data centralization.

c) Enhance explainability and clinician-AI collaboration.

d) Design user-friendly interfaces and decision pathways.

e) Integrate AI education into medical training for ease of adoption.

f) Evolve regulatory frameworks for continuous validation and post-

deployment monitoring.

g) Prioritize cross-disciplinary studies for effective and socially 

responsible AI tools.

10.  Conclusion
Ar�ficial Intelligence (AI) has become a game changer for healthcare 

diagnos�cs with drama�c enhancement in accuracy, speed and accessibility. 

Through the wide-spread applica�on of AI techniques such as deep learning, 

machine learning, and natural language processing (NLP) in various diagnos�c 

realms, including medical imaging, genomics and biosignal analysis, 
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Real-�me and edge AI implementa�on is an increasing trend, due to 

the evolu�on in IoMT. However, balancing the trade-offs between latency, 

accuracy and power consump�on requires careful engineering. Moreover, 

the sparse inclusion of low resource languages and regions in the genera�on 

of language data sets also reflects on a worldwide equity issue [37].

Although XAI and fairness have increased in relevance, concrete 

methodologies for their applica�on in the clinical prac�ce are evolving. 

Mul�disciplinary models with clinicians and data scien�sts and ethicists can 

help bridge a gap between what AI can do and what is needed [38]. So we 

can see what are the key trends and gaps and future direc�ons for AI 

diagnos�cs research from Table 5.

Table 5: Emerging Trends and Unaddressed Gaps in AI Diagnostics Research

Category Current Trends Iden�fied Gaps / Needs

Model Usage CNNs widely used for imaging; 
transformers gaining momentum in 
text and mul�modal tasks [36]

Holis�c mul�modal integra�on 
(imaging + biosignals + text) is 
underexplored

Deployment 
Pla�orms

Increasing focus on real-�me AI and 
edge compu�ng through IoMT [36]

Engineering trade-offs: latency, 
accuracy, and power constraints 
require op�miza�on

Equity in Datasets Research mostly focuses on high-
resource regions and major global 
languages [37]

Underrepresenta�on of low-
resource languages/regions limits 
model generalizability

Explainability & 
Fairness (XAI)

Growing interest in fairness and 
explainability tools [38]

Lack of mature, deployable 
strategies in clinical prac�ce; need 
for clinician engagement

Collabora�on & 
Integra�on

Cross-disciplinary collabora�on is 
recognized as important [38]

More structured frameworks 
involving clinicians, ethicists, and 
engineers are needed
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Deployment into the real world must confront interoperability, user 

experience, and regulatory approval problems, which are rarely touched 

upon in technical papers [35]. Table 4 summarizes the main methodological 

and prac�cal challenges of current AI diagnos�cs studies.

Table 4: Limitations of Current Methodologies in AI Diagnostics and Proposed Solutions

Limita�on Category Descrip�on Proposed Solu�on / Need

Data Limita�ons
Most studies use retrospec�ve, 
curated datasets that lack clinical 
diversity [33]

Conduct prospec�ve, 
mul�-center studies that 
reflect real-world scenarios

Evalua�on Inconsistency
Lack of standardized benchmarks 
and inconsistent metrics across 
studies [34]

Develop standardized 
datasets, evalua�on 
protocols, and public 
challenge frameworks

Clinical Integra�on Gap

Research o�en lacks 
considera�on for real-world 
implementa�on (interoperability, 
UX, regula�on) [35]

Emphasize deployment 
feasibility, clinician 
involvement, and regulatory 
compliance

Reproducibility Issues
Model comparisons are o�en 
non-reproducible due to diverse 
experimental setups

Require transparent 
repor�ng, shared code, and 
common tes�ng standards

Academic Silos

Dominance of academic-led 
research with limited 
collabora�on with hospitals and 
industry

Foster academia-clinic-
industry partnerships to 
bridge research and real 
deployment

8. Survey Insights and Research Gaps
This review indicates leading trends and growing voids in AI diagnos�cs 

research. CNNs are widely used in imaging tasks, and recently transformer-

based architectures have gained popularity in both textual and mul�modal 

domains. Yet, the holis�c integra�on of mul�modal data (including imaging, 

signals, clinical text data) lacks clear explora�on [36].
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[30]. Moreover, the scarce availabili�es of large, annotated datasets prevent the 

training of cumbersome models, in par�cular for rare diseases categories.

Another issue is the interpretability of the model. Prac��oners are 

typically wary of opaque algorithms, especially without detailed transparency 

on cri�cal diagnos�c calls. Explainable AI (XAI) frameworks are expected to 

mi�gate this challenge by introducing model decisions in visual or rule-

based forms, but their usage has been so far quite confined [31].

Algorithmic bias carries ethical and legal hazards. For example, if the 

training data is not diverse, models could perform poorly for par�cular 

demographic groups, which could subsequently worsen health dispari�es. The 

issue of fairness in AI would need to be carefully considered to include 

representa�ve datasets and bias correc�on in decision making algorithms [32].

7. Limitations of Existing Research
Methods and prac�cal constraints pose challenges in the AI diagnosis 

research. Most of the studies are retrospec�ve, based on selected datasets, 

and do not represent clinical heterogeneity. Back in China, mul�-center 

prospec�ve trials will be required to prove AI systems are reliable under 

different opera�onal circumstances [33].

The lack of common benchmarks is also a limita�on in terms of the 

performance assessment. Comparison with other models is difficult since 

different datasets, metrics and evalua�on procedures are used. Adop�on of 

standardised datasets and challenge structures would facilitate this, 

enabling fair comparisons and progress to be made [34].

In addi�on, the majority of the research is carried out in the university 

environment and li�le a�en�on is paid to the integra�on into the clinic. 
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Table 3: Key Differences Between AI-Driven and Conventional Diagnostic Approaches

Criteria AI-Based Diagnos�c Systems Tradi�onal Diagnos�c 
Methods

Accuracy O�en equal to or higher than 
experts in image/text-based 
diagnosis [27]

Generally high, but may vary 
with human factors

Specificity & Sensi�vity High, especially in imaging and 
biosignal interpreta�on

Dependent on prac��oner 
skill and standardized 
protocols

Time Efficiency Real-�me or near-real-�me; 
scalable across large datasets

Time-consuming; manual 
processes

Interpretability O�en limited ("black box" models 
like deep learning)

High (transparent logic in 
rule-based systems)

Adaptability Con�nuously improves with data; 
supports personaliza�on

Rigid protocols; less 
adap�ve to individual 
varia�on

Scalability Easily deployed across cloud, edge, 
and IoMT devices

Limited to facility-based, 
manual workflows

Transparency Requires explainable AI tools (e.g., 
SHAP, LIME)

Inherent transparency in 
logic-based systems

Regulatory & Valida�on Requires ongoing valida�on and 
regulatory adapta�on

Built upon well-established 
clinical guidelines

Hybrid Model Poten�al High: Combines rule-based logic 
with learning capabili�es for 
improved performance [28]

Low: Limited capacity to 
integrate learning 
mechanisms

Clinician Involvement Requires trust-building, human-in-
the-loop systems [29]

High involvement; clinicians 
are decision-makers

6. Challenges and Issues
There are many challenges associated with the use of AI i:n diagnos�cs. 

First is heterogeneity of data—health data differs across ins�tu�ons, pa�ent 

popula�ons and modali�es, making the generalizability of AI models challenging 
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Overview of main compara�ve findings for selected studies Table Key 

compara�ve insights from selected studies, AI out-performs in speed and 

scale and adds more value by not missing or improving on diagnos�c 

performance [27].

Even though AI has exhibited its performance advantages, 

interpretability remains a notable aspect where conven�onal techniques s�ll 

have advantages. There are transparent logical trails in the rule based expert 

systems, while deep learning models are “black-box”. Rule-based reasoning 

and data-driven learning hybrid models are becoming popular as a middle 

solu�on [28].

In addi�on, unlike established diagnos�cs based on sound validated 

protocols, AI would need to be revalidated constantly using new data to 

remain valid. The comparison highlights the importance of appropriately 

training AI into clinical workflow with regula�on and clinician involvement in 

mind [29]. Table 3 summarize comparison between AI based diagnos�c 

systems and conven�onal diagnos�c systems.
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4. Applications of AI in Healthcare Diagnostics
AI in health diagnos�cs span across range of fields such as medical 

imaging, biosignal processing, genomics and clinical decision support. In the 

field of imaging diagnos�cs, CNN based systems have reached the 

performance of a dermatologist for skin cancer detec�on and high sensi�vity 

for diabe�c re�nopathy (from re�nal scans.) [23] Automated pa�ern 

recogni�on techniques have also made significant contribu�ons to 

pathology and radiology, greatly decreasing the manual burden and 

diagnos�c varia�on.

Biosignal-based diagnosis using RNNs and a�en�on mechanism to 

translate ECGs, EEGs, and other human physiologies in real-�me, for early 

screening of cardiac arrhythmia and neuro-disease detec�on [24]. In 

genomics, AI is u�lized for predic�on of muta�ons, classifica�on of variants, 

and iden�fica�on of suscep�bility to disease based on sequencing data [25].

AI-based Clinical decision and support systems Conven�onal Clinical 

Decision Support Systems (CDSS) that u�lize AI technology, incorporate 

informa�on from the pa�ent, medical standards and immediate analysis to 

offer evidence-based advice and sugges�ons. Such systems both improve 

the diagnos�c consistency and the pa�ent outcome in challenging 

or equivocal clinical cases [26]. The broad usage of such tools indicates the 

desire of AI in enhancing human exper�se across many diagnos�c areas.

5. Comparative Analysis of AI Approaches
For the assessment of the effec�veness of AI systems with the 

conven�onal diagnos�c strategies of pathology, there a few metrics accuracy, 

specificity, sensi�vity and the �me efficiency are taken into account. Table 
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further develops to more general deep learning (DL) methods. These 

methods are used to structured (e.g., images and sequen�al) and unstructured 

data (e.g., clinical text) for models such as Convolu�onal Neural Networks 

(CNNs). NLP models are crucial for deriving ac�onable knowledge from 

unstructured documents such as EHRs. Frameworks such as TensorFlow, 

PyTorch and Scikit-learn are enabling the development and deployment of 

these models. Last but not least, hardware support (such as those from GPUs 

and TPUs) and edge and cloud-based infrastructures allow real-�me and 

decentralized diagnos�cs applica�ons. Figure 2 Framework of AI Techniques 

and Infrastructure in Healthcare Diagnos�cs Figure 2 shows  Framework of 

AI Techniques and Infrastructure in Healthcare Diagnos�cs

F igure 2: Framework of AI Techniques and Infrastructure in Healthcare Diagnostics
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3. Techniques an d Tools Used in AI for Diagnostics
AI methods in healthcare diagnos�cs are diverse, as they are drawn 

from a variety of machine learning ML and deep learning (DL) algorithms 

developed for specific diagnos�c tasks. Classical ML models, including 

Support Vector Machine (SVM), Decision Tree (DT), and Random Forest (RF), 

have been shown to have good performance in structuring data classifica�on 

tasks and risk stra�fica�on [18]. But the wave of success for DL models, 

especially CNNs and RNNs, has consequently changed the paradigm to 

process image-based and sequen�al data [19].

The Natural Language Processing (NLP) tools like BERT, BioBERT, and 

ClinicalBERT the diagnos�c informa�on can be extracted from the 

unstructured clinical texts, Electronic Health Record (EHR), etc., and it could 

be served as a serious help in decision-making process [20]. Furthermore, AI 

toolkits and pla�orms such as TensorFlow, PyTorch, and Scikit-learn establish 

interfaces for AI algorithm development and deployment.

The adop�on of AI in healthcare diagnos�cs is also facilitated by 

highperformance hardware pla�orms like GPUs and TPUs [19] and edge 

compu�ng infrastructure, which enables online processing on medical 

devices [21]. Advances in Internet of Medical Things (IoMT) brought 

diagnos�c models closer to the pa�ent bed by opera�ng in 

decentralized se�ngs, enabling the use of intelligent diagnos�c tools in 

remote or poor resource areas [22].

This flowchart describes the technology ecosystem of AI in healthcare 

diagnos�cs, presen�ng how the different ML and DL methods are 

mainstreamed into diagnos�c workflow. It starts with classic models 

including Support Vector Machines (SVMs) and Decision Trees (DTs) and 
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Table 2: Comparative Analysis of Key Literature on AI in Healthcare Diagnostics

Ref. Study Focus
Techniques/
Models Used

Strengths Limita�ons/Gaps

[6] Rule-based expert 
systems in 
diagnos�cs

Knowledge-based 
systems

High interpretability; 
early integra�on in 
decision support

Poor scalability and 
adaptability to new 
data

[7] Early machine learning 
in imaging diagnos�cs

Decision Trees, 
SVMs

Improved performance 
over rule-based systems

Heavy dependence on 
feature engineering

[8] Deep learning in skin 
cancer classifica�on

CNNs Achieved dermatologist-
level accuracy

Lack of explainability; 
risk of bias in datasets

[9] Explainable AI (XAI) 
for medical imaging

Saliency maps, 
a�en�on layers

Enhances 
interpretability of deep 
models

S�ll limited in clinical 
adop�on due to 
complexity

[10] NLP in biomedical 
literature and 
records

BERT, BioBERT State-of-the-art clinical 
NLP performance

Requires large annotated 
corpora; domain-specific 
challenges

[11] Clinical adapta�on 
of NLP models

Clinical BERT Be�er contextual 
understanding of 
clinical language

Limited generaliza�on 
across ins�tu�ons

[12] Mul�-modal data 
integra�on

EHRs, Imaging, 
Genomics

Supports personalized 
and holis�c diagnos�cs

Data heterogeneity; 
alignment challenges

[13] Big data analy�cs in 
healthcare

Cloud-based AI 
systems

Scalability and 
popula�on-level insights

Privacy concerns; data 
siloing

[14] Federated learning 
for privacy-
preserving AI

Federated deep 
learning

Enables model training 
without central data 
sharing

Complex 
synchroniza�on; 
performance varia�on

[15] Edge compu�ng in 
digital health

Edge AI 
architectures

Real-�me inference 
and reduced latency

Hardware limita�ons; 
regulatory uncertain�es

[16] Ethical concerns 
and valida�on gaps

Conceptual 
frameworks

Highlights societal and 
regulatory implica�ons

Underrepresenta�on in 
technical studies

[17] AI’s impact on 
clinical roles and 
collabora�on

Review and 
analysis

Emphasizes 
interdisciplinary needs 
and clinician trust factors

Lack of concrete 
implementa�on 
strategies
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these issues, approaches, such as synthe�c data genera�on and federated 

annota�on pipelines are being inves�gated.

On the deployment side, there is also an emerging literature on how 

to deploy AI models at the point of care in an op�mal way. Approaches to 

edge processing and federated learning make it possible to run AI-driven 

diagnos�cs directly on medical devices or local servers, minimizing latency 

and keeping pa�ent informa�on private [14]. Faster architectures 

have been proposed to address these limita�ons; however, those solu�ons 

add addi�onal overhead in distributed training, real-�me inference, and 

synchroniza�on. Moreover, enforcing healthcare-specific policies—e.g., 

HIPAA or GDPR—within decentralized se�ngs con�nue to be a key 

challenge [15].

Whilst advances have been made in technology, the exis�ng literature 

remains far from reaching today’s demands. Such ethical considera�ons — 

especially regarding algorithmic bias, equity, transparency, and pa�ent 

autonomy — are also frequently overlooked in technical ar�cles. In addi�on, 

there is a lack of prospec�ve, clinical trials that have to support the use of AI 

models in everyday diagnos�c pathways [16]. Interdisciplinary coopera�on 

among computer engineers, physicians, law professionals, and ethicists is 

lacking but is key to transla�ng AI advancements to clinically safe, ethically 

sustainable, and regulatory acceptable tools[17].

To summarize the main contribu�on, methodology and iden�fied gaps 

over reviewed literature, Table 2 provides the comparison and focus on 

areas, techniques used, strengths, and limita�ons of some major studies to 

provide a synthesized view of the current state of AI-based healthcare 

diagnos�c.
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been shown to reach clinician-level performance in radiology, dermatology, 

and ophthalmology. CNNs showed be�er performance in classifica�on of 

skin lesions [6] and pneumonia detec�on in chest X-rays [8] than general 

prac�oneers. Model interpretability, however, categorically referred to as 

the “black-box” problem, causes difficul�es in clinical trust and acceptance. 

Recent studies a�empt to combine explainable AI (XAI) such as [1] a�en�on 

maps and layer-wise relevance propaga�on with the learning process to 

improve the transparency and diagnos�c accuracy [9].

Simultaneously, natural language processing (NLP) has developed as 

a powerful tool in the analysis of unstructured clinical text, such as discharge 

summaries and radiology reports. Compound models such as: BERT, and 

BioBERT achieved compe��ve results in named en�ty recogni�on, rela�on 

extrac�on and clinical text classifica�on tasks [10]. However, the medical 

domain has its own challenges in terms of considering specialized vocabulary, 

non-standard documenta�on style and insufficient annotated data. Domain 

adapta�on, self-supervised learning and con�nual fine-tuning are a current 

focus of research towards enhancing NLP robustness across ins�tu�ons and 

pa�ent popula�ons [11].

An other important line of research, mul�-modal diagnos�cs, refers to 

a situa�on where AI extracts features from mul�ple sources, such as imaging, 

genomics, electronic health records (EHRs), and biosignals. This will open up 

the path to a more comprehensive and individualized diagnos�c concept. 

But, integra�ng disparate data sources is difficult itself, such as format 

reconcilia�on, �me mismatch and sparse data [12]. Besides, the lack of such 

genuinely labeled and demographically diverse datasets hampers 

the generalizability and fairness of diagnos�c models [13]. To combat 
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contribu�ons in algorithmic innova�on and hardware design, iden�fied 

medical domains where AI has shown the most promising outcomes, and 

surveyed the architectural models in which AI deployments are conducted in 

the cloud, edge, and hybrid se�ngs. Through a thema�c organiza�on of the 

literature and highligh�ng the direc�ons of the emerging trends and exis�ng 

gaps and challenges, this paper should serve as a helpful read for researchers, 

developers, and policymakers aiming to advance the incorpora�on of AI 

technologies into diagnos�c. Lastly, this work hopes to contribute to the 

connec�on of AI breakthroughs to the actual medical prac�ce, crea�ng a 

pathway for next-genera�on diagnos�c system crea�on that is smart and 

quick, but also ethical, interpretable, and aligned with the clinical se�ngs.

2. Literature Review
Intelligence ar�ficial (AI) has made an incredible headway in 

the diagnoses in health from the power to find complex pa�erns in medical 

data. The early AI systems were largely rule-based expert systems where 

professional exper�se was encapsulated in determinis�c decision trees. 

Although being transparent and interpretable, these systems lacked 

generalizability in different diagnos�c se�ngs and performed subop�mally 

on noisy or unstructured data [6]. The rise of machine learning (ML), in 

par�cular supervised learning algorithms, including support vector 

machines, and decision trees facilitated data-based modeling. These 

approaches enabled greater accuracy and efficiency, however required 

significant hand-cra�ed features and domain specific pre-processing [7].

The emergence of deep learning technology, and in par�cular CNNs, 

revolu�onized AI diagnos�cs -- and especially medical imaging. CNNs have 
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Although there has been great progress, there are s�ll obstacles to 

overcome. The heterogeneous nature of data, lack of high-quality labeled 

datasets, model interpretability and ethical considera�ons regarding 

algorithmic bias and pa�ent privacy are some of the most cri�cal barriers 

that are preven�ng large-scale clinical deployment of AI-based clinical 

solu�ons [5]. And what’s more, the embedding of AI into exis�ng healthcare 

infrastructure requires strong interoperability standards, regulatory 

approvals and clinician trust factors which are commonly overlooked in 

strictly technical research.

As a rough comparison between ar�ficial intelligence systems and 

conven�onal diagnos�c systems, Table 1 shows the improvement in 

accuracy, speed, scalability, and flexibility, in addi�on to real-life examples 

Table 1 Differences between tradi�onal diagnos�c systems and ar�ficial 

intelligence systems.

Table 1: Comparison of AI and Traditional Diagnostic Systems

Aspect Tradi�onal Systems AI-based Systems Example

Diagnos�c Accuracy Heuris�c/Experience-
Based

Data-Driven, High 
Precision

AI in skin cancer 
classifica�on

Speed Manual Analysis Real-�me Processing Re�nal screening in 
seconds

Scalability Limited to Specialist 
Availability

Deployable on Cloud/
Edge

Telemedicine 
pla�orms

Interpretability Transparent Rules O�en Black-Box 
Models

Explainable AI efforts

In summary, this survey aims to provide a structured and comprehensive 

overview of the current prospects of AI in healthcare diagnos�c, especially in 

the real-�me intelligent systems. Specifically, this paper analyzed the recent 
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addi�on, the emergence of edge compu�ng, and Internet of Medical Things 

(IoMT) make it possible to integrate diagnos�c capacity into a wearable 

device, a mobile pla�orm, or a remote monitoring tool to provide the 

con�nuous pa�ent evalua�on with the least latency [3], [4].

Ar�ficial Intelligence in Healthcare Infographic 1 shows the role of AI in 

data acquisi�on, automated detec�on, and real-�me decision support in 

various aspects of medical diagnosis at different levels of sample collec�on 

and data analysis. It incorporates sources of data (imaging, biosignals), AI 

models (CNNs, NLP, etc.and, compu�ng pla�orms (cloud, edge, IoMT), as 

well as the ul�mate diagnos�c results.

Figure 1: AI Integration in Healthcare Diagnostics
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1. Introduction
Ar�ficial Intelligence (AI) is quickly transforming healthcare, especially 

the medical diagnos�c field where quick and precise decision making is 

crucial. As the size and complexity of clinical data, from medical images to 

genomic profiles, show no signs of slowing down the tradi�onal diagnos�c 

methods, o�en involving manual interpreta�on and rule-based heuris�cs, 

are falling behind the trend of modern healthcare. AI, infused with 

advancements in deep learning, machine learning and intelligent compu�ng 

architectures, is now being harnessed in ways that have opened up new 

possibili�es and levels of diagnos�c accuracy, error reduc�on, and real-�me 

clinical decision making.

In recent years, performance of AI models has rivaled and some�mes 

surpassed that of experienced clinicians in a wide range of diagnos�c tasks. 

For example, the use of convolu�onal neural networks (CNNs) has reached 

dermatologist-level accuracy in the classifica�on of skin cancer [1], and has 

achieved high sensi�vity and specificity in detec�on of diabe�c re�nopathy 

from re�nal images using deep learning algorithms [2]. “AI is not limited to 

imaging for imaging, and it’s not just used for radiology; it is changing 

the way that we do biosignal analyses, pathology, and even natural language 

processing for clinical documenta�on, allowing for a more data-driven and 

comprehensive approach to the diagnosis,” he explained.

An enabling factor of this transforma�on is the advent of intelligent 

machines to efficiently execute AI workloads, in many cases in real �me. 

Smart hardware pla�orms, like GPUs, FPGAs, or applica�on-specific 

integrated circuits (ASICs), are currently including on medical devices and 

will make it possible for AI algorithm deployment at the pa�ent's bed side. In 
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Abstract
Ar�ficial Intelligence (AI) is becoming the cornerstone of the future of 

healthcare diagnos�cs, that has to ability to change the healthcare diagnos�c 
landscape in terms of diagnos�c accuracy, speed, and availability. This systema�c 
review inves�gates the basic methods, tools, applica�ons, and challenges involved 
in the integra�on of AI in diagnos�c medicine. It emphasizes the using of machine 
learning models, deep learning networks (e.g., CNNs), NLP for clinical documenta�on, 
and smart compu�ng infrastructures, such as edge device and IoMT. They 
are making possible real-�me, data-driven decision making that is already at 
human-expert-level performance or, in some cases, even be�er (in the analysis of 
medical images, pathology and biosignal, for example). Despite these breakthroughs, 
a number of significant challenges remain, such as data diversity and heterogeneity, 
lack of high-quality labeled data, model interpretability and ethical issues (e.g. 
algorithmic bias and pa�ent privacy). In addi�on, there are strong compa�bility, 
clinician reliance, regula�on valida�on (these are the most commonly neglected 
part of technical development) factors, which will keep AI supported systems �ghtly 
engra�ed to the exis�ng health systems. This paper further a�empts to compare 
AI based and conven�onal diagnos�c methods, presents recent literature insights 
and scopes the research gaps in the ongoing research endeavors. The aim of the 
survey is, within the broader picture of the underpinning principles of the 'fitness 
for purpose' of predic�ve models, to capture these founda�ons fully in order to 
assist future developments that are driven by a desire for transparency, fairness, 
and clinical relevance. It emphasizes the necessity of interdisciplinary coopera�on 
and of standard assessment methods to achieve a safe and effec�ve applica�on. As 
AI transforms diagnos�cs, the future of healthcare will rely on crea�ng AI systems 
that are inclusive, interpretable and ethically grounded, and that can tackle global 
health problems and respond flexibly to the demands of clinical prac�ce.

Keywords: Ar�ficial Intelligence, Healthcare Diagnos�cs, Machine Learning, 

Deep Learning, Medical Imaging, Clinical Decision Support, Ethical Challenges.
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detec�on, and intelligent rou�ng, thereby toward highly secured, automated 

6G infrastructures. While there has been significant progress, a number of 

important research challenges remain, such as the development of efficient 

quantum repeaters, the defini�on of standardised protocols and the 

valida�on of quantum devices in real-world condi�ons. Filling such gaps will 

require close collabora�on between quantum physics, cybersecurity and 

telecommunica�ons engineering. Next-genera�on 6G networks will need to 

deliver not just fast and smart connec�vity, but also be founded on security-

by-design. In the post-quantum era, quantumsecure communica�on systems 

will require the integra�on of QKD (as well as post-quantum cryptography 

and AI) for the technology to be resilient.
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Fi gure 3: Research Roadmap for Scalable QKD in 6G

8. Conclusion
Progression towards sixth-genera�on (6G) networks offers 

unprecedented performance gains, however also exposes communica�on 

infrastructures to evolving security risks; none so much as quantum 

compu�ng. This extensive review has considered QKD as a fundamental 

technique for securing 6G networks. With the assistance of quantum 

mechanics, QKD provides uncondi�onal security of key exchange, which can 

be used to overcome weaknesses of classical cryptography. By examining 

QKD protocols, integra�on architectures and hybrid security models, this 

work seeks to emphasise QKD's ability to "play nice" with incumbent systems 

whilst confron�ng challenges of latency, scale and deployment. In addi�on, 

convergence of QKD with Ar�ficial Intelligence (AI) and Machine Learning 

(ML) poten�ally creates new avenues to adap�ve key management, anomaly 
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The Implica�ons for the Research and its Prac�cal Applica�on of 

Future studies will have to strive to overcome the prac�cal, as well as 

theore�cal, obstacles in order to develop the full poten�al for QKD in 6G 

systems. This includes promo�ng quantum hardware technologies ranging 

from high-rate photon sources, low-noise detectors, to quantum repeaters 

to extend secure communica�on across the globes [13]. In addi�on, the 

development of advanced quantum channel models which can accurately 

capture the physical and network-level characteris�cs of 6th genera�on 

mobile network (6G), is necessary to enable efficient QKD protocols under 

mobile, wireless and heterogeneous environment [14]. Efforts toward 

standardiza�on and interoperability are required for large scale uptake and 

commercializa�on and therefore require the collabora�on of industry and 

academia and regulatory bodies [15]. Explora�on of �ghter AI and ML 

coupling is also needed to automate key management, anomaly detec�on, 

and real-�me resource alloca�on in support of self-healing/adaptable 

quantum networks. [17] Funders should support construc�on of scalable 

testbeds and pilot projects that can demonstrate QKD performance under 

field condi�ons sooner rather than later, promo�ng technology transfer from 

research to infrastructure [18]. Furthermore, it will be necessary to foster 

cross-disciplinary coopera�on, involving quantum physics, communica�on 

engineering, cybersecurity and AI, in a mission to address systemic issues 

and provide secure communica�on facili�es. The integra�on of these 

research and prac�cal results will be indispensable in laying a solid 

founda�on for QDSR&T 6G networking. The Research Roadmap for Scalable 

QKD in 6G is illustrated in Figure 3.
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QKD, implemen�ng trajectory-dependent error correc�on, preven�ve 

maintenance of hardware, and adap�ve network control. Despite current 

efforts, significant challenges remain in prac�cal QKD systems, such as 

scalable quantum repeaters, QKD protocol standardiza�on, and real-world 

experimental verifica�ons on commercial-scale networks for the transi�on 

from laboratory demonstra�ons to prac�cal devices.

Final Thoughts on QKD in 6G advent of 6G networks envisions enormous 

data rates, ultra-low latency, massive connec�ons of devices, and 

ubiquitous AI integra�on, posing challenges of new extremes that call for 

the establishment of an inherently secure communica�on infrastructure 

that is secure against any quantum a�acks coming in the future. QKD exploits 

the laws of quantum physics to offer key agreement methods that are proven 

to be secure against arbitrary computa�onal advancements such as quantum 

computers a�acks [9]. But to deploy QKD in 6G era, this requires one to 

handle a number of complex challenges, including integra�ng quantum 

hardware with mobile and wireless infrastructure, managing the interplay 

of classical-radio frequency (RF) and quantum RF in heterogeneous 

environment, and dealing with the resource constraints in mobiles [11]. 

Addi�onally, the dynamic, distributed environment of 6G networks call for 

novel quantum networking architectures that facilitate flexible rou�ng, 

mul�plexing, and quantum resource management. The interplay of QKD 

with classical post-quantum cryptography (PQC) as well as AI-enhanced 

network intelligence is essen�al for layered, adap�ve, and scalable security 

solu�ons. This hybrid QKD allow QKD to be not only a theore�cal ideal but 

also a realis�c part of the overall security mechanism of next-genera�on 6G 

communica�on.
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and simula�ng tools that capture the realis�c network effects and user 

mobility trends [14]. Open standards and interoperability frameworks must 

be quickly developed for hybrid classical-quantum security and cross-vendor 

interoperability [15]. Moreover, cross-disciplinary studies of quantum 

physics, network design, and cybersecurity is needed to deal with systemic 

issues including dynamic key forma�on, network orchestra�on, and side-

channel a�ack resilience [25]. The pilot projects and testbeds should be 

extended to demonstrate new technologies in real environments, and to 

support coopera�on with industry and progress in the regulatory framework. 

This roadmap will steer the shi� from experimental QKD to robust, 

scalable quantum- secured networks as part of the future communica�on 

infrastructures.

7. Summary of Findings
This paper has presented the thorough review of QKD technologies 

and their enabling func�ons associated to the future 6G networks. The 

review emphasized major progress in the QKD field as the result of hardware, 

protocol and hybrid quantum-classical architecture op�miza�ons to overcome 

many intrinsic challenges such as distance and key rates. Simula�ons of 6G 

environments revealed that although QKD can improve communica�on 

security, the prac�cal deployment of the technology is challenged by dynamic 

network topologies, mobility and environmental noise. It was argued that 

hybrid security approaches based on the interplay between QKD and classical 

security mechanisms are crucial to build security-proof architectures which 

suit to different threat models. Furthermore, the integra�on of AI and ML was 

recognised as a disrup�ve element for obtaining the best performance from 
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solu�ons that are robust, scalable, and smart enough to be suitable in next 

genera�on communica�on networks.

6.3 Toward Quantum-Resilient 6G Infrastructure
With the possibility of 6G networks becoming reality, developing 

quantum-resilient infrastructure is crucial for protec�ng communica�ons 

from new quantum a�acks. This includes not only adding QKD for secure key 

exchange, it also includes adding PQC algorithms for mul�layered security 

at protocol level [19]. In the design of 6G, quantum-safe authen�ca�on and 

data encryp�on and quantum-safe network slicing shall be considered to 

ensure the confiden�ality and integrity of communica�on under quantum 

a�ack [10]. Studies are being carried out in the area of enabling materials 

and quantum-compa�ble hardware architectures for these low-latency, 

high-bandwidth and secure 6G applica�ons [11]. Moreover, both classical 

network engineers and quantum physicists need to work together to create 

interoperable standards and frameworks that enable seamless integra�on of 

quantum security services into 6G systems [22]. The resul�ng quantum-

robust 6G infrastructure will form the basis of communica�on systems 

immune to Quantum in the post-quantum world.

6.4 Suggested Research Roadmap
A Joint Research Roadmap is necessary to exploit the full poten�al of 

Quantum-Secured Communica�ons in Next Genera�on Networks. Among 

the priority areas are increasing the scalability of quantum hardware through 

high-rate single photon sources and low-noise detectors [33]. There must 

be parallel work on the development of be�er quantum channel modelling 
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In QKD deployments at scale and in networks, the role of AI expands to 

tasks such as resource alloca�on, network rou�ng, and key management, 

which are of cri�cal importance so as to ensure efficient and persistent 

secure communica�on. Intelligent orchestra�on of resources is an essen�al 

enabler for complex quantum networks to relegate its scarcest resources 

(e.g., quantum repeaters, and trusted nodes) in confron�ng dynamic traffic 

loads and user mobility. ML algorithms can make real-�me sense of huge 

volume of network data, learns op�mum paths for key delivery that would 

hand in lower latency and higher key rates [15]. Furthermore, AI-based key 

management systems even op�mize key refresh rates, and manage to 

coordinate key transmission from diverse nodes to ensure that security 

needs are balanced with network performance limita�ons [16]. Such a 

degree of automa�on is essen�al for controlling the complexity of future 

heterogeneous quantum-classical networks and for scaling QKD services.

Lastly, the entanglement of AI and ML into QKD systems is instrumental 

in advancing hybrid security approaches, in which quantum keys and classical 

cryptographic techniques complement each other. In this way, AI could help 

for the on-the-fly switching between quantum and classical key sources, 

enabled by real-�me monitoring of both channel quality and security posture, 

while adap�vely provision the required security, as it is actually needed for the 

applica�on at hand [17]. In addi�on, AI-assisted simula�on pla�orms speed 

up the development and tes�ng of new QKD protocols by simula�ng the 

system behaviour under different condi�ons, which in turn cuts down 

experimental costs and shortens the design cycle of new protocols [28]. All in 

all, the marriage between AI and quantum technologies could poten�ally fuel 

the transi�on of QKD from lab environments to realisable secure communica�on 
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(ML) are considered as key enablers for the advancement of Quantum Key 

Distribu�on (QKD) technologies. One of the main uses of AI in QKD is the 

op�miza�on of the error correc�on and privacy amplifica�on procedures 

that are required in order to maximize the secret key rate (SKR) while 

minimizing the quantum bit error rate (QBER). Exis�ng solu�ons are based 

on sta�c algorithms that do not necessarily guarantee proper convergence 

with respect to dynamic channel condi�ons and adversarial behaviors. One 

approach is to use AI-driven adap�ve algorithms, e.g., reinforcement learning 

(RL) and neural-network-based decoders, to adjust error correc�on 

parameters according to the real-�me feedback from the quantum channel, 

so as to enhance the robustness and efficiency of key extrac�on [10]. This 

adap�ve behavior serves to greatly increase the prac�cal key rate of QKD 

systems, par�cularly in noisy or dynamically changing environments.

In addi�on to the protocol level op�miza�on, ML techniques are 

making a significant impact to the reliability and maintainability of 

QKD hardware. Quantum devices, such as single-photon detectors 

and photon sources, are suscep�ble to atmospheric condi�ons and 

deteriora�ng with �me. Predic�ve maintenance model using machine 

learning will analyze the sensor data and opera�onal responses of the AI 

system to determine universals of the AI hardware failure or performance 

degrada�on long before it can cause system outage [3]. Further, anomaly 

detec�on techniques' func�onali�es to detect abnormal pa�erns that 

may indicate eavesdropping or a�acking, supplemen�ng security 

monitoring [4]. These AI-based diagnos�cs allow proac�ve interven�ons to 

reduce down�me and ensure con�nued high levels of security assurance 

in deployed QKD networks.
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novel quantum hardware dedicated to 6G solu�ons are needed. Addressing 

these points are key for bringing QKD from the deep laboratory scale 

demonstra�on to to robust, scalable and interoperable security products 

in the framework of next genera�on communica�on systems.

6. Future Directions
6.1 Emerging Trends in Quantum-Secured Networking

Quantum-secure networking has been maturing rapidly, propelled by 

progress in quantum hardware, as well as protocol design and network 

architectures. An emerging approach is to exploit hybrid protocols to obtain 

scalable and flexible security in integrated quantum-classical networks. 

Downsizing quantum devices, including chip-based sources and detectors of 

photons, enables QKD to be used on mobile devices and IoT devices, 

providing quantum security for moving services, not just fixed fiber links. 

Moreover, quantum repeaters and entanglement swapping are emerging as 

a way to overcome distance constraints and to realize quantum-secured 

long-distance communica�on. At the network level, mul�-path key 

distribu�on as well as quantum-secure rou�ng are also under inves�ga�on 

to improve resilience and to minimize the vulnerability in case of an a�ack 

or a failure. All of the above trends suggest an emerging trend of more 

prac�cal quantum-secured infrastructures embedded in contemporary 

communica�on networks.

6.2 Role of AI and Machine Learning in Enhancing QKD
Due to an ability to mi�gate key opera�onal issues and to increase the 

overall system performance, Ar�ficial Intelligence (AI) and Machine Learning 
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Another significant missing piece is how to intertwine quantum and 

classical communica�ons in heterogeneous network infrastructures. 

Although coexistence has been proved in a controlled environment, lack of 

exploring the effects of noise, crosstalk, and interference on QKD 

performance in mul�-service networks restrict the poten�al use of QKD in 

prac�cal situa�ons [31]. Moreover, adap�ve network management protocols 

that are capable of dynamically assigning QKD resources and maximized 

reuse and re-distribu�on of shared keys in a varying network environment, 

are only in their early phase of development [33]. Without these schemes 

in place, prac�cal deployment of MMSs compromises security and/or 

network efficiency.

Moreover there are no standardized procedures and interoperability 

frameworks for hybrid classical-quantum security systems. Although the 

ac�ons are being taken to overcome this situa�on by standards lanenvorks 

like ETSI and IEEE, security models and verifica�on methodologies are at the 

early stages of development [5]. This loophole leads to ambiguity of end-to-

end security guarantees between integrated systems, especially those 

which combine QKD with PQC or conven�onal encryp�on systems. The lack 

of homogeneous cer�fica�on processes inhibits commercial uptake and 

prescrip�ve regula�ons.

In the end, experimental proof of the performance of QKD in prac�cal 

6G condi�ons (in par�cular, terrestrial-satellite integra�on and mobile user 

dynamics and ultra-low latency constraints) is s�ll scarce. Most experiments 

are performed in simula�on, or in limited-scale experimental testbeds, which 

may not fully replicate the environment of actual networks [26]. To close 

this gap, large scale pilot installa�ons, inter-discipline collabora�on and 
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Numerical simula�ons further corroborate that hybrid solu�ons can greatly 

enlarge the working range in which secure communica�on is possible, while 

s�ll maintaining cryptographic strength.

Nevertheless, these hybrid classical-quantum models have to overcome 

the standardiza�on, interoperability, and security valida�on issues. 

The need to support quantum and classical interfaces creates serious 

security challenges and raises the bar to developing new standards. The 

work of standardisa�on organisa�ons including IEEE P3340 and ETSI ISG 

QKD working groups seek to standardise interoperability frameworks and 

security principles for hybrid deployments [5]. Exis�ng work focuses on the 

development of full-fledged threat models and verifiers for the end-to-end 

security of hybrid classical-quantum systems, to ensure their deployability 

in next-genera�on communica�on networks.

5.4 Identified Research Gaps
Although there has been impressive developments in QKD technologies 

and direc�ons to incorporate QKD solu�ons in the next-genera�on 

communica�on networks, there are quite a few research challenges yet to be 

solved in order to make QKD widely deployment in the infrastructure industry. 

One of the major issues is the scalability of QKD systems in the context of the 

large scale and mobile nature of 6G networks, as most of the exis�ng QKD 

implementa�ons are affected by reduced key genera�on rates, generated as 

well as shorter transmission distance as effect of the higher QCL and quantum 

hardware restric�ons [29]. These drawbacks prevent the employability of QKD 

in ultra-dense and high mobility environments of future networks where 

quick key upda�ng and seamless handover are demanded.
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(QKD) in conjunc�on with classical cryptographic protocols to achieve the 

provable security of QKD for key distribu�on and the flexibility and scalability 

of classical encryp�on schemes. The hybrid scheme overcomes the drawbacks 

of QKD implementa�on that including the low key genera�on rate and the 

distance limita�on, with augmen�ng with conven�onal cryptographic 

techniques like AES [1] or post-quantum cryptography algorithms (PQC) [2]. 

Its purpose is to combine key benefits from each paradigm, in order to 

achieve with high confidence a strong resistance against both classical and 

quantum computa�onal threats.

Various architectures of hybrid security have been put forward, such as 

QKD-assisted VPNs or secure mul�protocol label switching (MPLS) with 

quantum keys as seed keys for classical symmetric encryp�on. For instance, 

in [3], a hybrid strategy for refreshing the QKD keys and connec�ng them 

with the PQC algorithms were studied for securing data transmissions in an 

enterprise network scenario. Their simula�on results demonstrate a high 

increase in cri�cal renewal ra�os and network survival with no impact on 

exis�ng network infrastructure. This mode of opera�on had the poten�al to 

enable a slow migra�on to quantum-safe communica�ons without 

immediate replacement of classical infrastructure.

Besides, hybrid classical-quantum security embedded in network 

management systems, provide a greater flexibility and efficacy. A dynamic 

key management protocol was proposed in [40] to adap�vely switch between 

QKD keys and PQC keys depending on network condi�ons and security 

levels. This smart switching minimizes the deple�on of keys and maximizes 

resource u�liza�on, which is important in a bandwidth- or latency-

constrained environment as widely found in the next-genera�on networks. 
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management and that in the most cases, regardless of it being an interac�ve 

applica�on or not, key genera�ons are con�nuous compared with network 

state and will not significantly shed the overall network performance below 

the threshold.

Besides, an explora�on has been presented on the usefulness of the 

quantum-safe cryptographic protocols combined with QKD in 6G stack over 

simula�on environments. Hybrid security models were inves�gated by 

researchers such as [39] where QKD is combined with post-quantum 

cryptography (PQC) offering layered security to serve various 6G service 

needs. From their simula�ons it can be seen that the use of these hybrid 

approaches can alleviate network bo�leneck issues associated with key 

distribu�on and increasing resilience against both quantum and classical 

a�acks, providing a poten�al means to secure the future 6G communica�ons.

Although simula�ve results are promising, the modelling of prac�cal 

quantum channel impairments and the seamless integra�on of QKD into 

congested and high-mobility 6G networks is s�ll a challenging issue. Further 

development for improved simula�on fidelity and the clear tes�ng in real 

channel condi�on are required to close the gap between the theore�cal 

QKD performances and prac�cal applica�ons in 6G [5]. Standards and 

interdisciplinary research will be key to transforming these simula�on 

findings into working quantum-secured 6G networks.

5.3 Hybrid Classical-Quantum Security Approaches
Hybrid classical-quantum security solu�ons have been proposed as a 

prac�cal way to provide quantum-safe communica�ons in the short-

term �me horizon. These techniques u�lize the Quantum Key Distribu�on 
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and cer�fica�on processes that should move commercializa�on along [36]. 

Future work- Inves�ga�ons are needed regarding QKD hardware and on 

error correc�on techniques and network management protocol for the full 

exploita�on of QKD in future networks.

5.2 QKD Performance in Simulated 6G Environments
6G ‘hyper network connec�vity’ – challenges and opportuni�es for 

Quantum Key Distribu�on (QKD) deployment The advent of ultra-high data 

rate (U-H D) ultra-low latency (U-Latency) and hyper (U-density) connec�vity 

6G networks is introducing challenges and opportuni�es for quantum 

communica�ons, in par�cular for QKD deployment. Since we expect 6G 

network architecture to be heterogeneous, with terrestrial and non-

terrestrial integrated networks, research, such as the impact of 6G-like 

environment in QKD to be pursued. State-of-the-art literature deploys 

network simula�on tools coupled with quantum channel model to study 

performance measures such as secret key rate, QBER, and latency under 6G 

traffic [37]. These simulated results are useful for understanding what are or 

are not possible of QKD protocols in very dynamic and dense network 

environments as 6G.

QKD modules have been integrated into 6G network simulators in a 

number of works to study the coexistence and interference of quantum and 

classical channels in cohabited spectral resources. For instance [38] simulated 

a mul�-user 6G network with integrated QKD-enabled links, showing that 

op�mized wavelength plan and noise handling strategies enhance the secret 

key rates even when the classical traffic load is high. The simula�ons also 

emphasize the need for network fluctua�on-sensi�ve adap�ve key 



E361

Enhancing 6G Network Security with Quantum Key Distribution

E91, provide uncondi�onal security that relies on the laws of physics instead 

of computa�onal assump�ons [33]. Recent progress has enabled to combine 

QKD with exis�ng fiber op�c infrastructure, in which quantum and classical 

signals can be transmi�ed over the same channel. For example, [34] has 

successfully realized a QKD system in metropolitan fiber networks, which 

shows that the QKD can be used in prac�ce related works without significant 

change of infrastructure.

In addi�on, QKD has been studied to be combined with SDN and NFV 

to enable flexible and scalable key distribu�on in heterogeneous networks. 

[4] presented an SDN control plane design which dynamically controls QKD 

key resources in an a�empt to make key use decision on-the-fly, by 

considering network state and security policies. This concept allows the 

composi�on of quantum – secured channels beside classical network service 

and thus lead to adap�ve and robust next-gen secure networks.

And satellite QKD outside of metropolitan and access networks is 

growing as a viable global secure communica�on deployment. A ground 

test of quantum key distribu�on (QKD) using the satellite was also successful 

over 1200 km, despite the problems introduced by atmospheric absor�on 

and synchroniza�on [35]. Advancements such as these indicate that satellite 

QKD onto exis�ng quantum networks on Earth is viable and can provide a 

worldwide quantum-secured communica�on infrastructure that are 

essen�al to future-proof cri�cal communica�ons across na�ons and 

industries. Nevertheless, there are s�ll challenges in the scalability of QKD 

technology, such as reduc�ons in the key rate, the integra�on complexity, 

and standardiza�on. Standardiza�on and cer�fica�on, A number of 

organiza�ons, such as the ETSI ISG QKD, are working to create standards 
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technologies in 6G networks such as THz communica�on, intelligent reflec�ve 

surfaces (IRS), and massive MIMO. QKD systems, predominantly op�cal in 

nature, need to coexists with these electromagne�c technologies without 

interfering with each other. Hybrid RF-op�cal design is considered where 

THz channels take care of ultra-rapid data, reside with a QKD-protected key 

exchange layer [31].

The compa�bility of QKD with MEC and AI-na�ve networking is also 

essen�al. A requirement for edge nodes is that they are capable of performing 

both classical processing and quantum interfaces in order to enable secure 

key genera�on locally. AI algorithms also support QKD resource alloca�on, 

channel op�miza�on, and eavesdropping detec�on to help the quantum 

layer be more responsive to dynamic networking condi�ons [11].

Ul�mately, backward compa�bility with the legacy systems (5G or 

fiber infrastructure, for example) are important considera�ons for smooth 

migra�on. QKD interfaces need to be compa�ble with exis�ng cryptologic 

APIs and network protocols. Methods for quantum key encapsula�on and 

quantum-augmented VPNs can enable QKD systems to work with both 

quantum-aware and classical devices, thus connec�ng the future and current 

genera�ons of networks [32].

5. Review of Existing Research
5.1 QKD Implementation in Next-Gen Networks

The promise of using the principles of quantum mechanics to secure 

future IT systems is leading to the emergence of Quantum Key Distribu�on 

(QKD) as a new technology for securing future communica�on networks. 

Contrary to classical cryptography, QKD protocols, for example, BB84 and 
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4.3 Software and Protocol Adaptations
So�ware-based QKD integra�on into 6G:QKD integra�on at so�ware 

level in 6G is so challenging because it will include DR4, SI, and also are so�-

to-so� encryp�on end-point. Examples of such an adapta�on on 

classical public key exchange protocols, such as RSA (or Dif-fie-Hellman) are 

the actuality, that standard implementa�on of IPSec/ TLS needs to be made 

fit to accept quantum-generated keys from an QKD outside the scope, i.e. 

subs�tute RSA (or DH) with the quantum stuff. This combina�on offers 

forward secrecy in a post‒quantum era [30].

Quantum Key Management Systems (QKMS) are required to interface 

QKD devices and so�ware stacks in user applica�ons. These systems 

maintain the storage, life-�me, issuance and revoca�on of keys. So�ware-

defined security policies will likely be required for specifying when and where 

QKD keys are to be u�lized– such as favoring QKD keys for mission-cri�cal 

services (ie.self-driving or healthcare IoT [28]).

Moreover, network control so�ware needs to be modified to support 

QKD-tailored rou�ng and traffic engineering. Through the implementa�on 

of SDN and Network Func�on Virtualiza�on (NFV), QKD resources can be 

allocated to the 6G slices in a flexible manner. For instance, a slice responsible 

for UAV swarm coordina�on may require a higher level of QKD-based 

protec�on than a video streaming slice. This selec�ve quantum SEC provides 

a more efficient use of quantum resources [29].

4.4 Compatibility with Existing 6G Components
If we want QKD to con�nue to play important roles in the prac�cal 6G 

networks, it is necessary for QKD to be compa�ble with the thriving 
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Moreover, quantum random number generators (QRNGs) are 
indispensible for extrac�ng the truly random bits for the key genera�on. 
Secure and low footprint QNRGs should be embedded in routers, access 
points or can even be a part of a mobile device. Prototypes on the way of the 
integra�on of these components to photonic chips to form compact QKD 
devices, energy-efficient enough for mobile and edge 6G compu�ng [5].

Another hardware-related issue concerns network interfaces that are 
quantum compa�ble. These include tunable lasers, quantum transceivers, 
and entanglement distribu�on boxes which needs to be placed collocated 
with classical transceivers. For dissemina�on in open dynamic 6G systems 
(e.g., unmanned aerial vehicles (UAVs), satellites, vehicular networks), it is 
also desirable to have high resistance to mobility, vibra�on and environmental 
noise [29]. Architectural Model for Integra�on of Quantum Key Distribu�on 
into Secure Communica�on Networks Fig 2.

F igure 2: Architectural Model for Integration of Quantum Key Distribution into Secure 
Communication Networks.
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loca�on approach allows incremental deployment of QKD without the 

replacement of the investment in the exis�ng telecom network [26].

Another architectural solu�on uses centralised QKD key management, 

wherein a trusted node (e.g., quantum key management server (QKMS)) 

distributes quantum generated keys to end-nodes throughout a 6G network. 

These trusted nodes might be located in data centers or the core network 

and can support the mobile edge devices and the mobile base sta�ons using 

point-to-point QKD or quantum repeaters. Although secure for small scale 

network, such models bears trusts and may not fulfill the “uncondi�onal 

security” claimed in QKD [2].

We an�cipate that future architectural models of QKD in 6G would tap 

satellite-based QKD and So�ware Defined Networking (SDN). Capacity can 

be extended via satellite links bypassing terrestrial distance limita�ons, and 

SDN can dynamically enforce secure paths, allocate QKD bandwidth and 

control quantum key usage according to traffic demands. Such flexibility 

will be crucial for 6G that needs to accommodate diverse services such as 

URLLC and mMTC [27].

4.2 Hardware and Implementation Considerations
Hence, it is challenging to implement QKD in a 6G scenario with complex 

hardware. First, single-photon sources and detectors have to be co-integrated 

with the network hardware, especially at base sta�ons and UE. These devices 

are important building blocks for crea�on and measurement of quantum bits 

(qubits), which are o�en encoded in the polariza�on or phase of photons. High 

detec�on efficiency and low noise at high speeds are crucial for both mobile 

and high throughput QKD hardware and remain a technical challenge [28].
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Finally, although QKD systems are virtually secure, in theory, they are 

known to be vulnerable to side-channel a�acks. These a�acks take advantage 

of flaws in physical hardware, such as an imbalance in detector efficiency 

and a �ming vulnerability, that may lead to key compromise in the key 

exchange protocol. It is important to close such loopholes in order to 

guarantee the security of prac�cal QKD implementa�on [11]. Table 7 Pros 

and Cons of QKD.

 Table 7: Benefits and Limitations of QKD
Category Benefits Limita�ons

Security Uncondi�onal security, 

eavesdrop detec�on

Side-channel vulnerabili�es

Performance Future-proof against quantum 

a�acks

Limited distance without 

repeaters

Implementa�on Compa�ble with exis�ng 

cryptosystems

Expensive, infrastructure-

intensive

Scalability Poten�al for global secure 

comms (via satellite)

Prac�cal challenges in large-

scale deployment

4. Integration of QKD in 6G Networks
4.1 Architectural Models for QKD Integration 

Quantum communica�on should not only break classical form of 

informa�on theory and establish new prototype of secure communica�on, 

but also correspond the need of extending tradi�onal communica�on protocol 

observe its produc�on and communica�on process. One model that has been 

put forward is the hybrid classical-quantum network model, in which quantum 

channels are used in conjunc�on with classical infrastructure to distribute 

secure keys, and classical channels are used for carrying data traffic. This co-



E355

Enhancing 6G Network Security with Quantum Key Distribution

3.4 Benefits and Limitations of QKD  
Quantum Key Distribu�on (QKD) provides the strong advantage of 

uncondi�onal security, as it guarantees the confiden�ality of communica�ons 

even if powerful quantum computers are available. Unlike tradi�onal 

cryptosystems, which rely on the computa�onal complexity of mathema�cal 

problems, the security of QKD is grounded on the laws of quantum 

mechanics. This so-called intrinsic feature makes QKD a�ack-proof by future 

quantum computers a robust base for secure communica�on [9].

Another useful property of QKD is its built-in capacity to recognize 

eavesdropping a�empts. The quantum state is disturbed by any measurement 

an opponent might make, because of the nature of quantum systems. This 

interference causes observable errors in the key exchange process so that 

legi�mate par�es know that tampering (or eavesdropping) is taking place. 

Thus, QKD ensures secure communica�on link and further strengthens security 

against intrusion [10]. Yet, QKD s�ll faces some implementa�on constraints. 

One of the big issues is the distance the quantum signals can be sent. Photons 

are unfortunately not very good at holding onto their coherence as they move 

over long distances: this is a poorly-understood process, known as 

photon decoherence. Quantum repeaters have been proposed to 

increase the transmission distance, but it is s�ll limited in the experimental 

stage and has not been so prevalent [7]. Also, the environment needed for 

QKD is very expensive and high-tech. Most of the components of QKD 

networks, e.g. single-photon detectors (SPDs) or quantum entanglement 

generators, are costly which restricts the scalability and penetra�on of QKD 

networks. This economic challenge is the main hurdle that retards the 

widespread use of quantum-safe communica�on systems [6].
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3.3.1 Point-to-Point QKD Networks
The point-to-point QKD network is the simplest architecture, where 

two par�es (Alice and Bob) are directly connected by a quantum channel, 

typically an op�cal fiber. While this architecture provides secure key 

exchange, it is limited by the distance over which quantum signals can travel. 

Photon loss due to a�enua�on in fibers and the decoherence of photons in 

free-space communica�on hinder the scalability of these networks for long-

range key distribu�on [6].

3.3.2 Quantum Repeaters
Quantum repeaters are a poten�al solu�on to the distance limita�ons 

of point-to-point QKD networks. They work by dividing a long transmission 

path into smaller segments, with each segment having its own quantum 

repeater. These repeaters perform entanglement swapping, crea�ng a new 

entangled pair between distant segments, thus extending the reach of 

QKD. This architecture allows for global-scale QKD networks, but quantum 

repeaters are s�ll in the experimental phase and are not yet widely 

deployed [7].

3.3.3 Satellite-based QKD networks
 Represent a promising approach for enabling long-distance quantum 

key distribu�on. By using low-Earth orbit (LEO) satellites, quantum keys can 

be distributed globally without the limita�ons imposed by terrestrial fiber 

op�c cables. The launched by China in 2016, demonstrated the feasibility of 

such systems, showing that QKD can be successfully implemented across 

vast distances, including between Earth and space [8].
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the results are correlated because of the entanglement. This is also ensured 

by Bell’s theorem which implies that the measurement outcomes cannot be 

jus�fied by a local hidden variable model. Any eavesdropping will disturb this 

entanglement & allow Alice Bob to detect the intruder. The security of the 

E91 protocol is based on this viola�on of Bell's inequality [25]. Table 6 

Comparison of QKD Schemes.

 Table 6: Comparison of QKD Protocols

Feature BB84 Protocol E91 Protocol

Year Introduced 1984 1991

Based On Quantum superposi�on Quantum entanglement

Key Distribu�on Method Random basis 
measurement

Correlated entangled photon 
pairs

Security Basis No-cloning theorem, 
uncertainty

Bell's inequality viola�ons

Eavesdropping Detec�on Error rates during basis 
comparison

Disturbance in entanglement 
correla�ons

Implementa�on Complexity Lower Higher (requires entangled 
photon sources)

3.3 QKD Network Architectures (pic)
QKD networks are infrastructure systems designed to enable the 

secure distribu�on of quantum keys over large distances, connec�ng 

mul�ple users in a quantum communica�on network. Several architectures 

have been proposed, ranging from simple point-to-point configura�ons to 

more complex networks that involve quantum repeaters and satellite-

based systems.
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perturbs the system in a way that the legi�mate users can no�ce possible 

eaves-dropping [22,23 ].

3.2 QKD Protocols (BB84, E91, etc.)
Several QKD protocols have been developed to facilitate secure key 

distribu�on. The most well-known among them are the BB84 and E91 

protocols, each u�lizing different quantum mechanical principles to ensure 

the security of the key exchange.

3.2.1 BB84 Protocol
The BB84 protocol, proposed by Benne� and Brassard in 1984, is the 

first QKD protocol and is the founda�on for many subsequent QKD 

implementa�ons. In this protocol, Alice (the sender) prepares quantum bits 

(qubits) in one of four possible polariza�on states, chosen from two 

orthogonal bases: rec�linear (|0� and |1�) and diagonal (|+� and |−�). Bob 

(the receiver) measures each qubit using one of the two bases, randomly 

chosen. A�erward, Alice and Bob publicly exchange informa�on about the 

bases they used, and discard the instances where the bases did not match. 

The remaining bits form a shared secret key, and any a�empt by an 

eavesdropper to intercept and measure the qubits will result in detectable 

errors [24].

3.2.2 E91 Protocol
E91, is another key QKD protocol, however it depends on quantum 

entanglement. In this protocol, Alice and Bob have one part of an entangled 

photon pair each. When they do measure the proper�es of their photons, 
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3. Quantum Key Distribution (QKD
3.1 Quantum Cryptography

Quantum cryptography is a method which is based on the quantum 

mechanical theory in order to create secure form of communica�on that can 

be safe guarded against eavesdropping a�acks which now a days are the main 

problem to classical cryptosystems. In contrast to classical encryp�on schemes, 

which are based on computa�onally infeasible mathema�cal problems, 

quantum cryptography offers security that is based, in one way or another, on 

the quantum mechanical phenomena of superposi�on and entanglement. One 

of the most widely used examples of quantum cryptography is [the] Quantum 

Key Distribu�on (QKD) meant for secure distribu�on of cryptographic keys 

between two par�es, even on an insecure channel [20].

The security of quantum cryptography is based on the Heisenberg 

Uncertainty Principle, according to which the measurement of a quantum 

system always disturbs it and thus makes it possible to detect eavesdropping. 

Moreover, the no-cloning theorem implies that it is impossible to obtain an 

iden�cal copy of an unknown quantum state which also contribute to the 

security of the the key communica�on. These quantum features ensure that 

any eavesdropping on the quantum key will create detectable disturbances, 

which can be sensed by the communica�ng par�es so cannot be kept secret 

from them, securely facilita�ng data exchange [21].

Addi�onally, quantum entanglement is a fundamental tool in some 

QKD protocols, in which entangled par�cles have correlated states: 

measurements of one par�cle instantly changes the state of others. A 

secure key distribu�on between remote par�es is possible due to the fact 

that if anyone tries to intercept the entangled par�cles, it inevitably 
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Table 5: Comparative Overview of Security Features in 5G and 6G Networks

Security Feature 5G 6G (Expected)

Encryp�on Classical cryptographic 
algorithms (e.g., RSA, ECC)

Quantum-safe encryp�on (e.g., 
la�ce-based, Quantum Key 
Distribu�on (QKD))

Trust Model Perimeter-based security Zero-trust architecture, where trust is 
never implicit

AI Integra�on for 
Security

Limited and reac�ve use of AI in 
anomaly detec�on

Deeply embedded AI for real-�me 
threat predic�on, adap�ve response

Authen�ca�on 
Mechanisms

Centralized (e.g., SIM-based, 
PKI managed by operators)

Distributed and decentralized 
mechanisms using blockchain or 
decentralized ID

Vulnerability to 
Quantum

High—relies on encryp�on 
methods suscep�ble to 
quantum decryp�on

Resistant to quantum a�acks via 
post-quantum algorithms and QKD

Iden�ty Management SIM-based, managed by 
network operators

Decentralized iden�ty frameworks, 
possibly using self-sovereign iden�ty

Security Management Manual, rule-based policies AI-automated and context-aware 
policies with real-�me adaptability

Edge Compu�ng 
Security

Basic protec�ons at edge nodes Enhanced with distributed AI and 
lightweight encryp�on

A�ack Surface Moderate (compared to 4G), 
but s�ll centralized in control

High, due to massive connec�vity 
and heterogeneity; requires stronger 
defense layers

Resilience and 
Recovery

Lacks na�ve resilience 
mechanisms

Built-in resilience, using blockchain, 
AI, and redundancy strategies
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Table 4: Emerging Security Challenges in 6G Networks Across Key Technological Domains
Category Security Challenge Example Threats

AI/ML Integra�on Adversarial machine learning Data poisoning, model inversion

Device Density Expanded a�ack surface DDoS, unauthorized access, 

spoofing

Network 

Decentraliza�on

Complex trust and access 

control

Sybil a�acks, compromised edge 

devices

Quantum Threats Obsolescence of classical 

encryp�on

Post-quantum a�acks on RSA, ECC, 

etc.

Edge Compu�ng Data confiden�ality and 

integrity

Eavesdropping, tampering at local 

nodes

2.4 Comparison with 5G Security Paradigms
The 5G mobile network had advanced network security features such 

as stronger encryp�on and more robust authen�ca�on protocols, but it s�ll 

used classical cryptography, which is not invulnerable to a�acks by quantum 

computers. On the other hand, 6G is foreseen to include quantum-safe 

algorithms and QKD to address poten�al future threats by quantum 

computers [18].

Another dis�nc�on is the trust model in the network. 5G relies 

predominantly on perimeter-based security, whereas 6G is expected to 

be built around a zero trust model - where any device, user and applica�on 

is compelled to prove its iden�ty irrespec�ve of loca�on. This methodology, 

as well as SDN and network slicing, requires context-aware dynamic security 

architectures [19]. A compara�ve analysis between the 5G and 6G security 

proper�es is summarized in Table 5 where a classical encryp�on and 

centralized cont rol in 5G are replaced by a quantum-safe, distributed, and 

AI-enabled security approaches in 6G.
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cryptographic algorithms in widespread use that would be broken by a 

sufficiently strong quantum computer, and the security of all widely used 

public key cryptography protocols assume that a�ackers do not have access 

to a universal quantum computer. In order to address this challenge, 

6G networks need to migrate to post-quantum cryptographic algorithms 

and consider alterna�ve secure schemes, such as Quantum Key Distribu�on 

(QKD). The security of QKD is provably based on laws of physics, as it exploits 

the quantum nature of light, which is o�en ul�mately immune to both 

classical and quantum a�acks. Moreover, the predicted enormous device 

density on 6G, possibly as high as 10M devices per square kilometer, demand 

scalable and lightweight security solu�ons. Tradi�onal security protocols 

may prove to be computa�onally expensive for devices like sensors, 

wearables and autonomous robots. For this, we need such energy efficient 

and AI enabled security frameworks that can analyze security threats, take 

ac�on immediately and not hinder the performance of the device and 

device ba�ery.

Last but not least, materializing trust rela�onship among objects with 

diversified owners in a dynamic and heterogeneous 6G world requires on-

the-fly and context-sensi�ve security protocols. These new protocols should 

take into account issues like user's behaviour, mobility and dynamic nature 

of networks. To combat APTs, con�nuous authen�ca�on, behavior-based 

intrusion detec�on and collabora�ve threat intelligence sharing will become 

cri�cal. In such a dynamic environment, the sta�c security setups are not 

enough, therefore, flexibility and automa�on should be core components of 

6G security design [18]. Table 4 Key Technological Domains for Emerging 

Security Challenges of 6G Network.
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scale-out of the 6G wireless systems involving ultra-density networking, 

satellite integra�on, and world-wide ini�a�ves, the a�ack surfaces also 

increase rapidly. Furthermore the migra�on from centralized to decentralized 

topologies also complicates tradi�onal security enforcement models with 

respect to the exposure to different types of cyber threats including data 

eavesdropping, spoofing, jamming and Distributed Denial-of-Service (DDoS) 

a�acks [16].

In 6G, it is crucial to incorporate intelligent technologies, such as AI and 

ML, in order to accomplish: Efficient opera�on, autonomous decision-making, 

and real-�me op�miza�on. But at the same �me, these technologies also 

create new ways for people to be a�acked. Adversarial Machine Learning 

(AML), for example, a�acks AI algorithms with the purpose of injec�ng harmful 

or decep�ve data in order to distort outputs and promote decisions. A�acks 

such as poisoning, model inversion poses threat to the integrity to AI-driven 

services in domains like healthcare, transporta�on, defense etc. [17].

Furthermore, the security of 6G is also threatened by the iden�ty 

management and trust verifica�on. Unlike historical centralized models, 

where data processing would aggregate from edge/fog toward secure core 

servers, edge/fog processing in 6G may be backwards, locally automa�ng 

appliances and crea�ng machine visions. This system is vulnerable to 

Sybil a�acks, in which a single adversarial en�ty pretends to be mul�ple 

nodes, and compromised edge devices disseminate misinforma�on to the 

whole net- work [16]. Ensuring secure and scalable authen�ca�on for 

millions of heterogeneous edge devices is indeed a difficult problem.

Besides, quantum compu�ng threatens in long term to break the 

cryptographic bases of today s communica�on networks. There are many 
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network, in order to improve its reliability and security [14].

Intelligent Reconfigurable Surfaces (IRS) are reconfigurable meta-

surfaces that modify the environment in which wireless signals travel. 

They introduce remarkable benefits for spectral efficiency, signal coverage 

and link reliability in complex environments. IRS are an�cipated to be 

deployed ubiquitously in 6G systems - indoor as well as outdoor [15]. 

Overview of these enabling technologies is shown in Figure 1, which groups 

6G innova�ons into four key pillars including the ultra-fast transmission, 

energy-efficient communica�on, AI, and the high-security and privacy.

Figure 1: Key Enabling Technologies of 6G Network Architecture

2.3 Security Challenges in 6G
Novelty Factor: Sixth genera�on (6G) networks will evolve to provide 

super speed, lower latency and massive connec�vity. Nevertheless, with all 

these advantages, 6G architecture brings new security challenges. With the 
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improve data integrity and user confidence [11]. In addi�on, with the all 

these 6G service delivery, such as mobile edges deployment and decentralized 

architecture, the problems have become more complicated, and require a 

more well-developed and flexibility security mechanism to deal with threats 

in real �me [6].

The quest for realizing this visionary concept has s�mulated interna�onal 

efforts across academia, industry, and governmental sectors. Standards 

bodies such as ITU-T, 3GPP, and ETSI, among others, are working together to 

specify the technical requirements and architectures of 6G. For instance, there 

had been research programs and experimental testbeds for 6G use cases and 

technologies in countries including China, the USA, South Korea, and the EU 

[7]. As the research advances, such collabora�ons will help establish the 

regulatory, technological, and ethical frameworks that will be required to 

govern the 6G era in a responsible and inclusive manner [12].

2.2 Key Technologies in 6G 
For instance, THz communica�on, with frequency band ranging from 

0.1 GHz to 10 THz, is one of the key technologies of 6G because it can sa�sfy 

ultra-high data rate requirement. But such opera�on is facing significant 

challenges, like the huge path loss and high atmospheric absorp�on, which 

need new solu�ons such as ultra-massive MIMO, beamforming, and 

intelligent reflec�ng surfaces [13]. Embedding Ar�ficial Intelligence (AI): The 

architecture of 6G will include the deep integra�on of AI and play an 

increasingly important role in predic�ve maintenance, traffic op�miza�on 

and intelligent resources alloca�on. These AI based technologies are also key 

for real-�me threat detec�on and automated network control of the future 
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higher energy efficiency than those of 5G systems [9]. And these 

enhancements are not merely evolu�onary, but revolu�onary, making 

possible a whole range of futuris�c applica�ons including real-�me 

holographic comms, UHD video streaming, and flawless human–machine 

interfaces. The requirements of such services requires not only higher 

capacity, but also strict fault-tolerance and determinis�c latency, all of which 

6G intends to provide via spectrum innova�on and backend hardware and 

network innova�on [10].

Beyond the an�cipated performance improvements in throughput and 

latency, 6G is envisioned as the deeply integrated technology ecosystem that 

fusion communica�ons, sensing, and compu�ng into an intelligent and unified 

environment. This convergence helps realize the idea of “network of 

intelligence” where the network is equipped with the intelligence of being 

context-aware and dynamically adap�ve to the environment. Edge compu�ng 

and AI-na�ve networking will be cri�cal enabling technologies to process and 

make decisions near the source of data genera�on to minimize latency and 

support intelligence response in real �me [3]. Moreover, applica�on of high 

frequency bands such as terahertz (THz) and visible light communica�on (VLC) 

will bring new experiences for bandwidth increment and ultra fine sensing [4].

Security and privacy are also core to the 6G vision, because of an 

increased dependence on wireless networks for both societal infrastructure 

and personal use, for which secure-by-design principle is essen�al. Unlike 

previous genera�ons where security is tradi�onally a bolt-on, 6G will likely 

include security, trust, and resilience as parts of core architecture. Methods 

including post-quantum cryptography, distributed ledger technology (DLT), 

and zero-trust network architectures are currently being inves�gated to 
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Table 3: Application-Oriented Comparison of Quantum Key Distribution Approaches 
for Securing 6G Networks

Deployment Context Key Advantages Main Limita�ons Applica�on Areas

Theore�cal modeling Future-proof 
cryptographic 
founda�on

Lacks 
implementa�on 
specifics

General 6G security 
framework

Protocol simula�on 
environments

Robust protocols like 
MDI-QKD, twin-field 
QKD

Scalability issues at 
global scale

Secure control 
signaling

Lab-scale QKD 
testbeds

High key rate, low error 
rate

Limited to small-
scale test 
environments

Smart grid, 
autonomous vehicle 
networks

Time-sensi�ve 
networks

Reduced latency for 
real-�me use cases

Does not address 
long-distance 
transmission

Tac�le internet, 
telemedicine

Hybrid op�cal-
classical links

Enables integra�on 
without major 
redesigns

Expensive quantum 
hardware

Urban communica�on 
backbones

Secure hybrid 
encryp�on design

Balances quantum and 
classical encryp�on

Requires sync 
mechanisms

IoT and edge devices

Tokyo QKD network Demonstrated 
feasibility in metro-
scale

Costly 
infrastructure, 
regional constraints

Smart ci�es, financial 
networks

Future QKD via 
satellites

Scalable and global key 
distribu�on poten�al

S�ll in early 
development

Global roaming, 
satellite 6G networks

2. Fundamentals of 6G Networks
2.1 Overview of 6G 

The sixth genera�on (6G) of wireless communica�ons networks is 

expected to transform the digital world, by over performing in many 

performance indices compared with 5G. Some of the key improvements, 

which have been gained much a�en�on are peak data rates of 1 Tbps, end-

to-end latency of less than 1ms or even in microsecond scale, and 10 �mes 
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Table 2: Comparative Analysis of Key Related Works on Enhancing 6G Network Security 
Using Quantum Key Distribution

Study Focus Methodology Key Metrics Key Findings

Role of QKD in 6G 
security

Literature Review Security guarantees, 
integra�on

QKD enhances security in 
6G by enabling quantum-
safe key exchange.

QKD Protocols for 6G Theore�cal and 
simula�on-based 
studies

BB84, CV-QKD, E91 
protocols

Twin-field QKD and 
MDI-QKD improve 
distance and robustness.

QKD performance 
evalua�on

Experimental 
evalua�on

KGR, QBER, SKR Achieved high key rates 
(>120 keys/sec), low error 
rates in simulated 
networks.

Latency in QKD-
based 6G

Empirical tes�ng on 
latency metrics

Transmission delay, 
error margin

Reduced latency from 
250ms to ~180ms; 
suitable for real-�me 
apps.

Infrastructure 
integra�on 
challenges

Architecture 
modeling and 
analysis

Hardware 
requirements, 
channel use

Iden�fied the need for 
quantum-compa�ble 
infrastructure.

Hybrid QKD-Classical 
Security Systems

Hybrid model design 
and security 
assessment

Compa�bility, 
encryp�on strength

Hybrid models preserve 
security while ensuring 
backward compa�bility.

Prac�cal 
deployments (e.g., 
Tokyo QKD net)

Case studies and 
performance 
benchmarking

Key rate, 
deployment scale

Achieved 300 kbps key 
rate; viable for metro-
scale implementa�on.

Future trends and 
research gaps

Review and future 
projec�on analysis

Scalability, satellite 
integra�on

Future relies on satellite 
QKD and scalable 
repeaters for global 
coverage.

To complement the methodological analysis, Table 3 presents an 

applica�on-focused comparison of exis�ng studies. It outlines the context of 

deployment, key benefits, limita�ons encountered, and targeted 6G 

applica�on areas. This helps iden�fy real-world applicability and the poten�al 

for scaling QKD in prac�cal 6G environments.
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infrastructures. These challenges are, for example, the requirement of 

compa�ble hardware (quantum repeaters, detectors, etc.), or modifica�ons 

of classical network to serve quantum channels. Solving these problems is 

necessary for the prac�cal applica�on of QKD in 6G networks.  Hybrid 

quantum-classical systems are inves�gated to combine the advantages of 

each of this regimes. These systems combine QKD with classical cryptographic 

solu�ons and seek to add new security without requiring changes to exis�ng 

infrastructure. The research has shown that the hybrid architecture may be 

able to offer efficient security defense in the 6G networks.   A few real-world 

installa�ons of QKD have shown that it is, in fact, feasible to use QKD to 

increase the security of a network. For example, the Tokyo QKD network 

realized key rates of 300 kbps [↑], which demonstrated the applicability of 

QKD in real world scenarios. These use cases of differing scales illustrate 

some challenges and possible remedies for using QKD in a large network.  

The next step in QKD for 6G networks is to achieve further scalability, 

to be able to be�er integrate with the current infrastructure, as well as to 

produce new protocol that cover new security threats. HM runs HRLQKD and 

QR441 and the quantum repeater, and satellite based QKD are likely to be 

important components in moving beyond current constraints. Inter-

disciplinary coopera�on will be key to fulfilling the promise of QKD for 

securing communica�on systems of tomorrow. To deepen the knowledge of 

such studies, a comparison of main studies about the implementa�on of 

Quantum Key Distribu�on (QKD) into 6G cybersecurity is depicted in Table 2. 

Table 2 summarizes the focus of each study, methods used, metrics and key 

findings of the studies, providing a be�er overview of the advancement and 

limita�ons in research [8].
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This strategy can remedy the vulnerabili�es of tradi�onal cryptosystems, 

especially when it comes to the future threats expected in 6G wireless 

networks. Recent research focuses on the incorpora�on of QKD for data 

security and integrity in future mobile communica�ons.  [8]

There has been substan�al progress in the construc�on of QKD 

protocols tailored for 6G networks. For instance, protocols namely, BB84, E91 

and Con�nuous Variable QKD [10,16-19] have been widely inves�gated for 

their theore�cal and prac�cal aspects. Recently proposed QKD protocols, such 

as measurement-device-independent QKD (MDI-QKD) [57–59], twin-field QKD 

[60–62], and satellite-based QKD [63, 64], have addressed the inherent 

limita�ons in the scalability, integra�on, and interfacing of quantum 

communica�on with exis�ng systems. The development of QKD technologies is 

important for its integra�on in future communica�on systems.   [2]

Metrics such as Key Genera�on Rate (KGR), Quantum Bit Error Rate 

(QBER) and Secret Key Rate (SKR) are used to evaluate performance of 

QKD systems. It is suggested that KGRs over 30 �mes higher than 

conven�onal methods can be achieved by QKD. Moreover, QKD systems 

have lower QBERs, which makes the key communica�ons more trusted. 

Such advancements are needed to sa�sfy the high-speed and low-latency 

demands of the 6G applica�ons.   [9]

The latency is a key factor in QKD system opera�on, specially for the 

real �me applica�ons in 6G networks [23]. Realiza�ons of QKD have already 

shown reduced latency, according to these tests, from tradi�onal 

systems’ 250 ms down to 180 ms ─ an important decrease as �mely data 

transmission is cri�cal in areas like self-driving and telehealth. There are 

several obstacles in incorpora�ng QKD into prac�cal communica�on 
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introduced, emphasising quantum security protocols. The quantum-assisted 

cryptographic techniques and applica�ons for 6G environments are 

surveyed in sec�on 4. Sec�on 5 addresses issues rela�ng to implementa�on, 

such as hardware limita�on, interoperability and scalability. Sec�on 6 

presents research gaps at which the current knowledge has arrived and 

direc�ons for future research. The last sec�on (Sec�on 7) concludes the 

paper by providing a summary of the main results presented and by stressing 

the relevance of including quantum-safe security approaches in 6G networks. 

Table 1 Security requirements evolu�on for wireless genera�ons and need 

for quantum-safe approaches availed in 6G networks.

 Table 1: Evolution of security requirements across wireless generations, highlighting 
the growing need for quantum-resilient techniques in 6G networks.

Feature / Genera�on 4G LTE 5G NR 6G (Expected)

Encryp�on Type Classical (AES, ECC) Classical + Post-

Quantum 

Cryptography (PQC)

Quantum-Safe + 

Quantum Key 

Distribu�on (QKD)

Latency Requirements ~50 ms ~1 ms <0.1 ms

AI Integra�on Not Supported Par�al AI Integra�on Na�ve AI Integra�on

A�ack Surface Moderate High Very High (Massive IoT, 

XR, UAVs)

Quantum Threat 

Resilience

Not Considered Early Research Phase Strongly Required

1.2 Related works:
At the heart of safeguarding 6G networks, Quantum Key Distribu�on 

(QKD) is being touted as a game-changing technology. Quantum Key 

Distribu�on(QKD) makes it possible to produce and share cryptographic keys 

with a verified security guarantee based on the laws of quantum mechanics. 
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Quantum cryptography, in par�cular Quantum Key Distribu�on (QKD), 

offers a hopeful answer by using the phenomena of quantum mechanics in 

order to be able to obtain informa�on-theore�c security [6]. Unlike 

conven�onal encryp�on, which can be cracked with sufficient computer 

power, QKD provides secure exchange of secret keys based on the principle 

that any a�empt to eavesdrop will disturb quantum states in a way that can be 

detected, aler�ng users to eavesdroppers and making it impossible for a 

hacker to copy or intercept a key without being detected. BB84, E91, and 

Con�nuous Variable QKD are few of QKD protocols that have a lot of poten�al 

for secure communica�on [7]. Such technologies can provide a strong level of 

security guarantees for cri�cal services such as finance, defense, autonomous 

vehicles, smart healthcare systems and others in the 6G framework.

In this paper, our aim is to present a survey of quantum-inspired 

security solu�ons for 6G networks. The paper takes a look into the basics of 

quantum cryptography, to provide a typology of the current protocols, to 

analyze the relevance of these protocols for 6G use cases, and to assess 

their strengths and weaknesses faced in prac�cal environments. Furthermore, 

the paper provides an overview of exis�ng experimental demonstra�ons, 

research projects, and pilot studies that intend to incorporate quantum 

communica�on technologies in future wireless networks. This survey, by 

delinea�ng SLE vulnerabili�es and lis�ng open research ques�ons, adds to 

the growing discussion on how to purposefully construct secure, quantum-

proof communica�on infrastructures for the future.

The remaining part of this work is organized as follows: In Sec�on 2 we 

describe the network architecture of 6G and security requirement of 6G. In 

Sec�on 3, basic no�ons of quantum compu�ng and cryptography are 
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1. Introduction:
The worldwide deployment of sixth-genera�on (6G) systems will 

fundamentally transform wirelesscommunica�ons by providing a mul�tude 

of disrup�ve features including terabit-per-second data rates,sub-

millisecond latency, ubiquitous associa�on, and na�ve integra�on of ar�ficial 

intelligence (AI) [1]. Such capabili�es are intended to enable future 

technologies such as holographic telepresence, tac�le internet, and machine 

autonomy. Nonetheless, the addi�on of these func�onali�es enlarges the 

a�ack surface and makes it more complex, thus augmen�ng the risks about 

privacy, integrity and authen�ca�on. In addi�on, the currently used security 

solu�ons for this type of wireless networks are not as well suited for 6G in a 

mul�-dimensional security approach due to the complexity of it [2]. Hence 

next-genera�on networks demand new and future-proofed security solu�on 

and this has lead to a research challenging priority.

At the same �me, the development of quantum computers is a major 

challenge to classical cryptographic schemes. Shor’s and Grover’s algorithms 

have shown that widely used public-key cryptosystems, such as RSA and 

ECC, are poten�ally breakable in polynomial �me complexity [3]. As classical 

cryptographic schemes men�oned above are fundamental to exis�ng 

internet and mobile network security protocols, their insecurity against 

quantum a�acks urgently calls for rethinking for the security of 

future communica�on systems, i.e., 6G. The ’store now, decrypt later’ threat 

model adds another vector to the importance of ini�a�ng security models 

that are resistant to quantum capabili�es from the beginning [4,5]. This need 

provides a drive towards quantum-safe and quantum-enhanced security.
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Abstract
With the considerable progress of sixth-genera�on (6G) networks further on 

the horizon, security has a�racted much a�en�on in the face of increasingly 

sophis�cated threats, especially from quantum compu�ng. Classical cryptographic 

schemes based on computa�onal hardness are becoming more and more bri�le, as 

they can easily be a�acked with a quantum computer. Quantum Key Distribu�on 

(QKD) arises as a promising tool for informa�on-theore�c security through quantum 

mechanics to obtain an unbreakable key by exchanging unknown bit sequences. In 

this paper, we provide an extensive survey on the integra�on of QKD both in the 

envisioned 6G architecture, including current implementa�ons, technical feasibility, 

and deployment of QKD in fiber-based and wireless scenarios. We compare 

performance metrics of QKD systems in simula�ng 6G systems such as secret key 

rates, quantum bit error rates, and robustness to noise and mobility. We propose 

and inves�gate hybrid security schemes to leverage both classical PQC and QKD 

technologies to build mul�layered security shields. We highlight the importance of 

the Ar�ficial Intelligence (AI) and Machine Learning (ML) in improving QKD systems 

in terms of smart error correc�on, dynamic rou�ng, anomaly detec�on, and 

adap�ve key management, and more. In spite of efforts, the paper points out 

important research challenges that remain to be addressed in scalability, 

standardiza�on, cross-opera�on comparison and demonstra�on. We finally 

summarize new direc�ons for quantum-secured networking, offering a future 

research agenda which combines AI, standardiza�on works and real testbeds to 

deliver a QKD shi� from a lab-scale proof of concept to global-scale 6G network 

adop�on. This review serves as a useful reference for researchers and prac��oners 

as they develop quantum-safe, next-genera�on communica�on networks.

Keywords: 6G Networks, Quantum Key Distribu�on (QKD), Network Security, 

Ar�ficial Intelligence (AI), Machine Learning (ML), Post-Quantum Cryptography (PQC), 

Quantum-Resilient Infrastructure.
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connec�vity also raises cri�cal concerns about data security and pa�ent 

privacy. A physics-based approach to enhanced imaging not only improves 

the quality and accuracy of ultrasound images but also addresses the 

challenges posed by IoT security. By leveraging lightweight encryp�on 

algorithms, we can ensure that sensi�ve pa�ent data remains secure without 

compromising the performance and efficiency of imaging systems. This 

balance between advanced imaging and robust security is crucial in an era 

where data breaches can have severe consequences for both pa�ents and 

healthcare providers. In summary, the future of ultrasound technology lies in 

the harmonious integra�on of innova�ve imaging techniques and stringent 

security measures. Con�nued research and development in these areas will 

be essen�al to fully realize the poten�al of ultrasound in modern healthcare, 

ensuring that it remains a safe and effec�ve tool for diagnosis and treatment. 

As we move forward, priori�zing both enhanced imaging capabili�es and 

data security will be vital in fostering trust and efficacy in the healthcare 

ecosystem.
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Figure(4) SHA image Hashing results

The value of the tested picture explains the significant dispari�es 

between the original and encrypted images, as seen in the preceding table. 

It indicated that the input and output images did not correlate. 

5. Conclusions
Advancements in ultrasound technology have significantly transformed 

the landscape of medical imaging, enhancing diagnos�c capabili�es and 

pa�ent outcomes. The integra�on of Internet of Things (IoT) frameworks 

with ultrasound systems has further propelled these advancements, allowing 

for real-�me data sharing and remote monitoring. However, this increased 
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Figure (3) SHA image Hashing results

The output is the same size with different consuming �me with SHA3 

algorithm works, it depends only on the size of the entered image. Since the 

basic purpose of this algorithm is to provide faster reliability when dealing 

with very large files that generate the result of the work of a large number of 

en��es with the approved IoT system. 

• Image Quality Test   
Image Quality tested for encrypted image concerning original image 

by finding the difference to assure image quality [12]. tes�ng procedures 

offer objec�ve test represented by mean square error, signal to noise ra�o, 

peak signal to noise ra�o, and structural similarity index measure as shown 

in Figure (4). 



E328

Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

Figure (2) Hamming distance Results of Encrypted images

Hashing Func�on Result  
SAH3 is used for authen�ca�on in the suggested system. The final hash 

will be produced by using hashing algorithms once the sensors' data has 

been collected. The picture was captured under the control of the input 

sensors. SAH3 received the picture. The final hashing is explained in figure 

(3).   It is evident that the SAH3 method, which was put forward by using the 

SHA3 architecture, generates a hash result that is more efficient than the 

hash produced by conven�onal techniques.  
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Image Size Opera�on Encryp�on Time (ms) Decryp�on Time (ms)

256x256 1 34.000 31.050

2 33.250 31.500

3 34.100 31.800

4 34.800 31.500

5 34.600 31.700

6 34.900 30.300

7 33.900 32.000

Average 34.200 31.400

Image Size Opera�on Encryp�on Time (ms) Decryp�on Time (ms)

512x512 1 182.300 175.200

2 183.500 176.200

3 183.000 175.500

4 184.000 176.000

5 183.500 176.100

6 183.200 175.300

7 182.600 175.400

Average 183.200 175.600

This varia�on provides a fresh perspec�ve on the performance metrics 

while maintaining the essence of the data.

The benchmarking average encryp�on of proposal for 128*128 is 

about seven second and the decryp�on about five seconds which is 

considered quite good for any reac�on for the abnormal event. From the 

previous table, the output sequences passed the NIST test when comparing 

with the original present algorithm  Hamming distance Analysis The hamming 

distance of the test image is that encrypted by two keys using am proposed 

algorithm should be the difference in total bits when finding Hamming 

distance as shown figure (2). The results prove that the hamming distance of 

the two proposed is secure able to resist sta�s�cal a�acks. 
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values present in all horizontal, ver�cal, and diagonal direc�ons, as well as 

for all color bands, according to the previous table, which shows that the 

image's internal correla�on values have been broken and are ge�ng close to 

zero nega�ve value. One of the examined photos displays correla�on 

between the three color bands before and a�er encryp�on in order to 

illustrate the outcome. Arnold's cat map parameters are x0=0.9 and y0=0.4, 

as seen in table (2), while the key Henon parameters are x0=1.2, y0=1.8, 

L=1.4, and B=0.3. Following the removal of floa�ng-point and the conversion 

of each key's digits to hexadecimal numbers, the final output of the key 

produced by the two systems will produce a Chaos key, which will be saved 

in a file for use in the encryp�on algorithm's valida�on stages.  

4.4 Time compression  of medical image 
The �me consuming for applying the proposed algorithm are measuring 

and explaining in table (1)for encryp�on three sizes of image 128*128, 

256*256, 512*512 in encryp�on and decryp�on �me.  

Table (1): Time consuming for encryption and decryption  

Image Size Opera�on Encryp�on Time (ms) Decryp�on Time (ms)

128x128 1 6.520 5.900

2 6.140 5.350

3 6.800 5.900

4 6.500 4.400

5 7.200 4.300

6 7.700 5.100

7 6.900 5.300

Average 6.820 5.180
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func�on is to regulate the security camera. Periodically, it takes pictures that 

are hashed and encrypted before sending them to the data center. If any 

sensors are func�oning, addi�onal photos are taken and hashed for analysis 

and hazard avoidance on the receiver side, which is in charge of the decision-

maker. Gathering remote sensing data from sensors and devices linked to 

the Internet of Things system is the first stage in the suggested system. The 

Raspberry Pi unit, which gathers its output for the required ac�vi�es that 

controlled the taking picture, was used to gather the data from each sensor. 

Three primary tasks are included in the transmi�ng layer of the proposed 

IoT system environment: encryp�on using the modified PRESENT-SPECK 

algorithm, authen�ca�on using SHA3, and a generator of chaos keys using 

the Henon-cat chao�c system. 

4.2 Data Aggregation Stage 
At this moment, each sensor's data will be gathered using a Raspberry-

Pi during opera�on slice �me. During the slice �me, get the sensor data. The 

data from these sensors' readings will be sent to the transmi�ng layer, 

where the suggested hybrid encryp�on and hashing-authen�ca�on 

algorithms will be used to generate the final encryp�on-authen�ca�on 

codes, as seen in Fig. (3).

4.3 Correlation Test Results 
This test measures the correla�on of input pictures in the horizontal, 

ver�cal, and diagonal direc�ons. It also measures the correla�on a�er 

encryp�on, as shown in table (1), which has been applied to a set of seven 

photos used for all three color pandas. There is no correla�on between the 
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into equal-length bits, the same opera�on is applied, and if the block size 

does not need it to complement the number, zeros are added to the last 

por�on. At each step, the current block is combined with the next block, and 

the result is split into a capacity bit (c) and a rate bit (r), which are worked 

with the next block. These are then sent to the next process. The total 

amount of 1600 may be 1088 for r and 512 for c, 

3.5 Image Decryption of medical image
The data center (server) uses the decryp�on procedure to retrieve the 

supplied picture. The same suggested method is subjected to this process in 

reverse. From twenty to one, twenty rounds in reverse. Inverse P-Value and 

inverse S-boxes are applied, the result is rounded to the nearest ten using the 

inverse Speck method, and the output is used as the input for the subsequent 

round un�l it reaches round one. The outcome is compared to the validity of 

the received picture, demonstra�ng that it is accurate and free of manipula�on. 

4. Experimental Results  
4.1 Proposed System Requirements 

This suggested system is an applica�on that uses the Python 3.7 

programming language. It has been tested on a PC running Windows 10 with 

an Intel Core (TM) i7-7500 CPU running at 2.70GHz and 16GB of RAM. 

Addi�onally, a Raspberry Pi 3 B + with a 1.4GHz 64-bit quad-core processor 

has been u�lized for transmission. The KY-026 Flame Sensor Module, Light 

Dependency Resistance (LDR) sensor module, and Door Sensor Model are 

the three kinds of sensors that are used. Three of the previously listed sensors 

were affixed to the Raspberry-Pi device in the suggested system, and their 
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cipher as the technique, the researcher improved the S-box opera�on in this 

suggested system. They were dispersed between the algorithm's first input 

whitening phase and its final output whitening phase. The hyper-chao�c 

system from which these keys were derived. These keys have been u�lized to 

boost the algorithm's power and increase the number of randomized 

encoded results. 

The PRESENT method, an effec�ve security solu�on for applica�ons 

opera�ng on machines with limited resources, is sandwiched by the SPECK 

algorithm, a reliable lightweight block cipher. With low-end devices in mind, 

the SPECK family of lightweight block ciphers was developed. A large variety 

of block and key sizes are supported by Speck. Two words, each 64 bits long, 

typically make up a block. Adding the right word to the le�, applying the key 

to the le� word using the exclusive-or opera�on, and then applying the le� 

word to the right word using the same exclusive-or opera�on are the two 

rota�ons that make up the round func�on. This strategy makes use of a total 

of 20 rounds.

3.4 SHA3 Hashing    
SHA3 is the hash algorithm u�lized for authen�ca�on in this work. In 

addi�on to mee�ng certain security criteria, the SH3 hash algorithm is 

designed to offer a random mapping from a string of binary data (image pixel 

data) to a fixed-size "message digest". Numerous security programs make 

advantage of it. Two stages—the absorbing stage and the squeezing stage—

represent the algorithm. The sponge func�on-based overall structure 

generated a large number of blocks that were used in the squeezing step, 

one block at a �me. When using the hash technique, the image is divided 
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maps, two different kinds of chao�c func�ons. Two sets of keys of the same 

length are created to produce the final key, which is then converted to binary 

integers with exclusive-or between-values outcomes. Two parameters, a and 

b, determine the Henon map; for the tradi�onal Hénon map, a = 2.5 and b = 

0.4. The map might be chao�c for different values of a and b. 

The cat map has a dis�nct equivalent that may be described. The 

discrete dynamics of a bead hopping from site qt (0 qt N) to site qt+1 on a 

circular ring of circumference N is defined by the discrete cat map, according 

to the second-order. This Arnold cat mapping's mixing behavior is typical of 

turbulent systems. Because the determinant is equal to unity, the 

transforma�on is area-preserving and hence inver�ble to the inverse 

transforma�on. The mapping turns into a toroidal square grid of points 

mapped into itself when the posi�on and momentum variables are all 

integers. Such an integer cat map is o�en used to describe mixing behavior 

with Poincaré recurrence using digital photos.

The Henon map and the Arnold Cat map, which produce two sequences 

of floa�ng numbers, represent the suggested primary genera�on. To create 

the produced sequence, two sequences are stripped of their floa�ng points, 

transformed to binary form, and then subjected to an exclusive opera�on. 

Conver�ng the generated sequence to hexadecimal is the last step. 

3.4 PRESENT method
The Modified Lightweight PRESENT algorithm with SPECK Algorithm 

was used to begin the encryp�on stage. The hybrid method that is suggested 

in this stage is intended to decrease the algorithm's complexity, 

implementa�on �me, and memory requirements. By switching to a stream 
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3.1 Image Encryption   
Using a suggested approach, the acquired picture is encrypted by 

spli�ng it up into blocks of 64 bits each, running the Speck algorithm for 10 

rounds, and then applying the S-box and P-Value stages to the outcome. The 

output is sent to the data center a�er these processes are performed twenty 

�mes for twenty rounds. The suggested encryp�on method is a hybrid Speck-

Present algorithm, which combines the Present algorithm with the Speck 

algorithm (with 10 rounds to shorten the Speck encryp�on �me). To make the 

present encryp�on results more difficult, a Speck algorithm was added as a 

layer to the Present round layers. The suggested method was then changed to 

make the Present algorithm more resilient to several assaults. The idea uses a 

combina�on of two chao�c map types for key crea�on. As encryp�on keys, 

they were divided between the Speck and Present algorithms. These chao�c 

keys were u�lized to increase the output ciphertext's unpredictability and 

provide the encryp�on method with its strongest points.   

3.2 Block Partition
At this point, the picture was divided into three RGB color bands. A�er 

dividing each of these bands into 64-bit blocks, the suggested encryp�on 

procedure is applied to each block. Zeros are eliminated on the other side 

during the decryp�on stage if the number is not mul�ples of 64. This 

procedure is known as zero-padding.

3.3 Key Generation using 2D Chaotic Map 
Every encryp�on technique requires the crea�on of keys, and the hybrid 

approach used in this study was based on the Henon Mapp and Arnold-Cat 
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image, genera�ng a unique fingerprint that facilitates integrity verifica�on. 

Subsequently, a robust lightweight encryp�on algorithm is implemented to 

safeguard the images during transmission.

The images, along with their respec�ve hash values, are sent to a 

centralized data center. Upon receipt, the data center decrypts the images 

and applies the same hash func�on to verify their integrity by comparing it 

with the previously transmi�ed hash value. This process ensures that any 

altera�ons or tampering of the images can be detected reliably.

The opera�onal flow of the proposed system is illustrated in Fig. 1, 

showcasing the seamless integra�on of sensor data collec�on, image 

capture, and secure data transmission, all underpinned by advanced 

encryp�on techniques.

Figure (1): General block diagram of the proposed system
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of digital images [9]. Lightweight Cryptographic Protocols: Research focuses 

on developing bespoke lightweight cryptographic protocols designed to 

defend against cyber intrusions while adhering to the opera�onal 

requirements of IoT devices [10]. Challenges and Future Direc�ons Security 

Concerns: The integra�on of IoT in ultrasound technology raises cri�cal 

security concerns, par�cularly regarding transmi�ng sensi�ve medical data 

over networks [11]. Tradi�onal encryp�on methods may not be suitable for 

resource-constrained IoT devices, highligh�ng the need for lightweight 

encryp�on algorithms [7] [12][13]. Wearable Ultrasound: Advancements in 

wearable ultrasound technology show promise for health monitoring and 

personalized therapy, ensuring precise dynamic monitoring of muscles, 

blood vessels, and internal organs, and facilita�ng targeted therapeu�c 

interven�ons [14]. This related work highlights the ongoing efforts to 

enhance ultrasound imaging through physics-based approaches and secure 

IoT integra�on using lightweight encryp�on, addressing cri�cal challenges in 

medical diagnos�cs and data protec�on [15][16].

3. Proposed Method  Design 
The proposed system presents an innova�ve mechanism designed for 

integra�on within the Internet of Things (IoT), effec�vely linking three types 

of sensors—mo�on, light, and heat sensi�vity. At its core, a Raspberry Pi is 

u�lized in conjunc�on with a security camera to periodically capture images 

of the designated area. When these sensors detect unusual ac�vity, the 

system triggers the camera to take images promptly.

To ensure data integrity and security, the captured images undergo a 

dual-layered protec�on process. First, a hash func�on is applied to each 
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forma�on process, enhancing the quality of ultrasound imaging [2]. A 

physics-based deconvolu�on method, PHOCUS, has been developed for 

ultrasound resolu�on enhancement, integra�ng physical sound propaga�on 

principles with advanced computa�onal techniques on B-mode images [2]. 

Deep Learning Applica�ons: Deep learning models are being used for super-

resolu�on ultrasound localiza�on microscopy, enhancing vascular imaging 

[5]. AI-driven approaches also show promise in personalized treatment and 

intelligent management by correla�ng ultrasound biomarkers with mul�-

omics data to create individualized disease progression models [6].

2.2 IoT Security and Lightweight Encryption Lightweight 
Cryptography for IoT

Given the resource constraints of IoT devices, lightweight cryptography 

is crucial. Lightweight encryp�on algorithms are designed to provide secure 

cryptographic opera�ons while minimizing computa�onal and memory 

resources [7]. Examples include AES, which is commonly used for resource-

constrained devices [7]. DNA-Based Encryp�on: A novel solu�on using a 

secure and lightweight DNA-based encryp�on method, combined with ellip�c 

curve encryp�on (ECC), has been proposed to secure IoT communica�ons. 

This approach aims to provide be�er security and efficiency compared to 

exis�ng methods while maintaining lightweight opera�onal performance [8].

2.3 Multi-Chaos-Based Image Encryption
A lightweight mul�-chaos-based image encryp�on scheme (MMCBIE) 

has been developed for IoT networks, leveraging mul�ple chao�c maps to 

construct a strong encryp�on framework suitable for the inherent features 
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their implica�ons for clinical applica�ons. Addi�onally, we will discuss how 

lightweight encryp�on algorithms can be seamlessly integrated into IoT-

enabled ultrasound systems, balancing the cri�cal trade-off between security 

and efficiency. Through this research, we aim to contribute to the ongoing 

discourse on enhancing medical diagnos�cs and protec�ng pa�ent data in 

an increasingly interconnected healthcare environment.

2.Related Work
Previous studies have extensively explored various facets of ultrasound 

technology, including transducer development, beamforming techniques, 

and image reconstruc�on methods [1]. Recent literature emphasizes 

integra�ng physics-based models with machine learning algorithms to 

enhance image quality and diagnos�c accuracy [2][3]. For example, deep 

learning techniques have been applied to improve beamforming processes 

and image segmenta�on, leading to more precise and efficient imaging 

systems [2].

2.1 Advancements in Ultrasound Imaging Physics-Inspired Models
 Research has focused on improving the quality of generated ultrasound 

images by introducing physics-based diffusion models specifically designed 

for this imaging modality [3][4]. These models incorporate ultrasound-

specific scheduler schemes that mimic the natural behavior of sound wave 

propaga�on, aiding in modeling a�enua�on dynamics [4]. Resolu�on 

Enhancement: Novel methodologies have been introduced to retrieve 

con�nuous echogenicity maps by learning implicit neural representa�ons 

based on differen�able rendering pipelines that model the ultrasound 
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1. Introduction
Advancements in ultrasound technology are reshaping the landscape 

of medical diagnos�cs, par�cularly through the integra�on of Internet of 

Things (IoT) capabili�es [1]. Ultrasound imaging is valued for its non-invasive 

nature, real-�me monitoring, and versa�lity across various medical 

applica�ons, including obstetrics, cardiology, and emergency medicine [2-6]. 

As IoT devices proliferate, they enhance the capabili�es of ultrasound 

systems, enabling remote monitoring and data transmission that can 

significantly improve pa�ent care [7].

However, the integra�on of IoT in ultrasound technology also raises 

cri�cal security concerns [8]. The transmission of sensi�ve medical data over 

networks necessitates robust protec�on against unauthorized access and 

data breaches [9-11]. Tradi�onal encryp�on methods may not be suitable 

for resource-constrained IoT devices due to their high computa�onal 

demands [12]. This highlights the need for lightweight encryp�on algorithms 

that can ensure data security without compromising the performance of 

ultrasound systems [13].

This paper explores the intersec�on of ultrasound technology 

advancements and IoT security, focusing on a physics-based approach to 

enhance imaging performance while implemen�ng effec�ve lightweight 

encryp�on strategies. By leveraging the physical principles of sound wave 

propaga�on and interac�on with biological �ssues, we aim to improve the 

quality and reliability of ultrasound images while ensuring the secure 

transmission of data.

We will examine recent developments in ultrasound technology, 

including advanced imaging techniques and sensor integra�on, alongside 
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 المستخلص

يتُيح التقدم السريع في تقنية الموجات فوق الصوتية، إلى جانب الأهمية المتزايدة 

البيانات.  مع ضمان سلامة  التصوير  أنظمة  لتحسين  فريدةً  فرصةً  الأشياء،  إنترنت  لأمن 

تستكشف هذه الدراسة دمج المبادئ الفيزيائية في التصوير بالموجات فوق الصوتية، مع 

التركيز على كيفية تأمين خوارزميات التشفير خفيفة الوزن للبيانات المُرسلة من أجهزة 

إنترنت الأشياء. شهدت تقنية الموجات فوق الصوتية تطورًا ملحوظًا، مستفيدةً من تقنيات 

مختلف  في  الأجهزة  هذه  انتشار  ومع  الأشياء.  إنترنت  أجهزة  ودمج  المُحسّنة  التصوير 

التطبيقات، بما في ذلك الرعاية الصحية والمراقبة الصناعية، أصبحت الحاجة إلى نقل آمن 

للبيانات أمرًا بالغ الأهمية. تقترح هذه الورقة إطار عمل يجمع بين التصوير بالموجات فوق 

الصوتية المُتقدم وطرق تشفير خفيفة الوزن متينة لحماية المعلومات الحساسة. ندرس 

مع  الصوتية  فوق  الموجات  لتحسين جودة تصوير  الفيزياء  على  قائمة  مناهج  استخدام 

يعُزز  لا  المزدوج  التركيز  هذا  الحسابية.  التكاليف  من  تقُلل  تشفير  خوارزميات  تطبيق 

بأمان.  الأشياء  إنترنت  أجهزة  من  البيانات  نقل  أيضًا  بل يضمن  الصور فحسب،  وضوح 

نهدف من خلال هذا البحث إلى بناء فهم شامل لكيفية مساهمة هذه التطورات في تحسين 

تطبيقات  في  المطاف  نهاية  في  يسُهم  مما  البيانات،  وأمن  التصوير  من  كل  في  النتائج 

إنترنت الأشياء أكثر موثوقية وأماناً في مختلف المجالات.

أمن   ،)IoT( الأشياء  إنترنت  الصوتية،  فوق  الموجات  تقنية  المفتاحية:  الكلمات 

البيانات، التشفير خفيف الوزن، تقنيات التصوير، النهج القائم على الفيزياء.
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Abstract
The rapid advancements in ultrasound technology, coupled with the 

growing significance of IoT security, present a unique opportunity to enhance 

imaging systems while ensuring data integrity. This study explores the 

integra�on of physics-based principles in ultrasound imaging, focusing on 

how lightweight encryp�on algorithms can secure data transmi�ed from IoT 

devices. Ultrasound technology has evolved significantly, benefi�ng from 

improved imaging techniques and the incorpora�on of IoT devices. As these 

devices proliferate across various applica�ons, including healthcare and 

industrial monitoring, the need for secure data transmission becomes 

paramount. This paper proposes a framework that combines advanced 

ultrasound imaging with robust lightweight encryp�on methods to protect 

sensi�ve informa�on.

We inves�gate the use of physics-based approaches to op�mize 

ultrasound imaging quality while implemen�ng encryp�on algorithms that 

minimize computa�onal overhead. This dual focus not only enhances the 

clarity of images but also ensures that data from IoT devices is transmi�ed 

securely. Through this research, we aim to establish a comprehensive 

understanding of how these advancements can lead to improved outcomes 

in both imaging and data security, ul�mately contribu�ng to more reliable 

and secure IoT applica�ons in various fields.   

Keywords: Ultrasound Technology, Internet of Things (IoT), Data Security, 

Lightweight Encryp�on, Imaging Techniques, Physics-Based Approach.
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2. Integrate smart control systems to manage the flow of energy 

between the PV module, heat exchanger, and storage unit.

3. Conduct economic feasibility studies to assess the cost-benefit 

ratio of implementing such hybrid systems at scale.

4. Explore hybrid configurations that include both supercapacitors 

and batteries to combine the advantages of high power density 

and high energy density.

5. Test the system in different climatic conditions to evaluate its 

performance in diverse environments.

5.4. Future research directions
Future studies could expand on this work by:

• Investigating the use of thermoelectric generators (TEGs) for direct 

thermal-to-electrical conversion.

• Exploring the integration of phase change materials (PCMs) for 

passive thermal regulation.

• Developing simulation models using tools such as MATLAB, 

COMSOL, or ANSYS to optimize system performance.

• Conducting experimental studies to validate theoretical results 

and refine system design.
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4. The proposed hybrid configuration demonstrates the potential to 

significantly improve both electrical and thermal performance . 

The system can recover up to 800 W of thermal energy per PV 

module , which can be stored or redirected for auxiliary use.

5. Compared to other energy storage technologies , supercapacitors 

offer superior response time and durability, although their energy 

density is relatively low. This makes them ideal for integration in 

systems requiring rapid energy response.

5.2. Research Contributions
To this body of knowledge on hybrid solar energy systems, this study 

makes contribu�ons through:

• Presenting a new setup that consists of thermal recovery and 

advanced electrical storage.

• Emphasizing the possibility of the supercapacitors in improving 

the performance and responsiveness of PV.

• Offering a theoretical model that may be demonstrated in the 

experiments in the future and optimize the system.

This observa�on is an incontrover�bly strong evidence of the general 

mission of crea�ng more sustainable, efficient, and adap�ve solar energy 

systems, in hot climate zones, where overhea�ng is a consistent issue..

5.3. Recommendations for implementation
To move from theore�cal modeling to real-world applica�on, the 

following recommenda�ons are proposed:

1. Develop a prototype system to validate the theoretical model 

under actual operating conditions.



E307

Harnessing Waste Heat from Solar Cells Using Advanced Energy Storage Systems

• Climate dependency: The effectiveness of the system varies 

depending on ambient temperature and solar irradiance levels.

Despite these challenges, the hybrid system shows strong poten�al for 

applica�ons in hot climates where overhea�ng is a persistent issue and rapid 

energy response is needed.

5. Conclusions and Recommendations

5.1 Conclusions 
This study inves�gated the poten�al of integra�ng advanced energy 

storage systems—par�cularly supercapacitors—with photovoltaic (PV) 

modules to harness waste heat and improve overall system efficiency. The 

key findings of the research can be summarized as follows:

1. PV modules suffer from efficiency degradation due to thermal 

buildup, with a typical loss of approximately 0.4% per degree 

Celsius increase above standard conditions . This not only reduces 

power output but also accelerates material degradation and 

shortens the lifespan of the modules.

2. Waste heat recovery is a viable solution to mitigate thermal losses. 

By integrating a rear-side heat exchanger, it is possible to reduce 

cell temperatures by up to 10–15°C , resulting in an estimated 

4–6% increase in electrical efficiency .

3. Supercapacitors offer a promising option for energy recovery and 

storage , particularly in fluctuating solar conditions. With their high 

power density, fast charge/discharge cycles, and long cycle life, they 

are well-suited for short-term energy smoothing and load balancing.
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• Base: It is the performance of the standalone PV without the load.

• Instant: defines the responsiveness of the system.

• None: This is used to describe the fact that some of the restrictions 

and setbacks of the proposed system are not presented.

As the chart points out:

1. Compared to the standalone PV system, the proposed system 

faces great enhancements in terms of the response time and 

absence of some limitations.

2. The stand-alone PV system has less responsive time and is limited by it.

It is clear that this visualiza�on demonstrates the benefits of 

incorpora�ng high-performance energy storage-based systems into PV 

systems in order to increase performance and reliability.

In Figure 4-4 the comparison of main parameters of the conven�onal 

standalone PV system with the proposed hybrid system is provided.

4.5. Limitations and practical considerations
While the theore�cal results are promising, several limita�ons and 

prac�cal considera�ons must be addressed before real-world implementa�on:

• Scalability: The current model assumes a small-scale system. 

Scaling up may require additional control mechanisms and 

optimized thermal management.

• Cost-effectiveness: Although supercapacitors offer long lifespans 

and high cycle life, their upfront cost remains relatively high 

compared to lithium-ion batteries [25].

• Integration complexity: Combining thermal recovery with 

electrical storage requires precise control algorithms to manage 

energy flow efficiently.
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Fig. 4: Comparison of FIMD and FIA schemes on the receiver side of a single channel [108], 
[110]. 

 

Figure 4.4 Comparison of parameters between conventional and proposed systems

This bar chart will show the comparison of main performance 

parameters between the standalone PV system and the proposed hybrid 

system with a great level of energy storage. They are the parameters:
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As shown in Figure 4-3, the majority of energy storage technologies fall 

under the Low-cost category, indica�ng a favorable economic landscape for 

integra�ng cost-effec�ve solu�ons like supercapacitors into hybrid PV 

systems.

4.4. System efficiency improvement
The proposed hybrid configura�on improves both electrical and 

thermal efficiency. Table 1 summarizes the expected improvements 

compared to a standalone PV system:

Table  4-4 Performance comparison between standalone PV and hybrid PV + 
supercapacitor system

Parameter Standalone PV Hybrid PV + Supercapacitor

Cell Temperature Reduc�on — ~10–15°C

Electrical Output Increase Base +4–6%

Waste Heat Recovery None ~800 W/module

Energy Storage Capability None ~36 kJ/cycle

Response Time Instant Sub-second

These improvements demonstrate the poten�al of the proposed 

system to achieve higher overall energy yield while maintaining grid stability 

and reducing dependency on fossil-fuel backup sources.

As shown in Figure 4-4, the proposed system demonstrates superior 

performance in terms of response �me and elimina�on of certain limita�ons, 

highligh�ng its poten�al for enhancing overall system efficiency.
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Table 3  Presents a compara�ve overview of different energy storage 

technologies, highligh�ng the advantages of supercapacitors in terms of 

power density and cycle life.

Table  4-3 Comparison of different energy storage technologies

Technology
Energy Density 

(Wh/kg)
Power Density 

(W/kg)
Cycle Life Response Time Rela�ve Cost

Supercapacitor 5 10,000 &gt;500,000 Instant Medium

Lithium-Ion Ba�ery 150–200 1,000–3,000 1,000–2,000 Moderate High

Lead-Acid Ba�ery 30 180 500 Slow Low

Phase Change 
Material

100–200 
(Thermal) — Unlimited Very Slow Low

Furthermore, when integrated with a Maximum Power Point Tracking 

(MPPT) controller, the supercapacitor-based system can respond within 

milliseconds to changes in irradiance levels, offering faster response �mes 

than tradi�onal ba�ery systems [24].

330 
 

 
 

Figure 0-3  Distribution of energy storage technologies by relative cost 
 

As shown in Figure 4-3, the majority of energy storage technologies fall 
under the Low-cost category, indicating a favorable economic landscape for 
integrating cost-effective solutions like supercapacitors into hybrid PV 
systems. 

 

System efficiency improvement 

The proposed hybrid configuration improves both electrical and thermal 
efficiency. Table 1 summarizes the expected improvements compared to a 
standalone PV system: 
Table 0-4 Performance comparison between standalone PV and hybrid 

PV + supercapacitor system 

Parameter 
Standalo

ne PV 
Hybrid PV + 

Supercapacitor 
Cell Temperature 
Reduction — ~10–15°C 

0

0.5

1

1.5

2

2.5

High Low Medium

Number of Technology by Relative Cost

Figure 4.3  Distribution of energy storage technologies by relative cost
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Table  4-2 Stored energy vs voltage and capacitance

Capacitance (F) Voltage (V) Stored Energy (J) Notes

100 2.7 364.5 Single unit

500 2.7 1,822.50 5 units in parallel

1000 2.7 3,645 10 units in parallel

2000 2.7 7,290 20 units in parallel

3000 2.7 10,935 30 units in parallel

This demonstrates the scalability of supercapacitor-based systems and 

their poten�al for integra�on in hybrid solar systems.
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Figure 0-2 Relationship between capacitance, voltage, and stored energy 
The chart highlights that: 

1. Higher capacitance values result in greater stored energy. 

2. Increasing the voltage also leads to a substantial increase in stored 
energy due to its quadratic relationship with capacitance. 

This visualization underscores the scalability and potential of 
supercapacitors for short-term energy recovery in hybrid PV systems. 

 

Table 3  Presents a comparative overview of different energy storage 
technologies, highlighting the advantages of supercapacitors in terms of power 
density and cycle life. 

Table 0-3 Comparison of different energy storage technologies 

Technology 
Energy 

Density (Wh/kg) 
Power 

Density (W/kg) 
Cycle 

Life 
Resp

onse Time 
 
 

Supercapacitor 5 10,000 
&gt;50

0,000 
Insta

nt  

0

2000

4000

6000

8000

10000

12000

1 2 3 4 5

Capacitance (F) Voltage (V) Stored Energy (J) Notes

Figure 4.2 Relationship between capacitance, voltage, and stored energy

The chart highlights that:

1. Higher capacitance values result in greater stored energy.

2. Increasing the voltage also leads to a substantial increase in stored 

energy due to its quadratic relationship with capacitance.

This visualiza�on underscores the scalability and poten�al of 

supercapacitors for short-term energy recovery in hybrid PV systems.
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Bar chart showing the theore�cal decrease in PV module efficiency 

and the corresponding increase in energy loss at different cell temperatures, 

based on a standard 300 W PV module and a temperature coefficient of 

–0.4%/°C.

4.2. Supercapacitor integration and energy storage potential
One of the key contribu�ons of this research is the integra�on of 

supercapacitors as part of the hybrid system. As shown in the mathema�cal 

model:
1 2
2 E CV=

Using commercially available supercapacitors with capacitances 

ranging from 100 F to 3000 F and voltage ra�ngs up to 2.7 V, it is possible to 

store between 135 J and 10,935 J per unit.

Assuming a system with 10 supercapacitors connected in parallel and 

charged during peak solar hours, the total stored energy could reach:

( )2110 .  .1 000 . 2.7 36.450 
2totalE J= =

This level of energy storage allows for short-term load balancing, 

smoothing out fluctua�ons caused by intermi�ent solar irradiance or sudden 

cloud cover.

4.3. Stored energy vs voltage and capacitance
The amount of energy stored in a supercapacitor depends on both the 

capacitance and the voltage applied. Table 3 illustrates how increasing either 

of these parameters enhances the total stored energy.
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This means that the module’s output is reduced by 12% , delivering 

only 264 W instead of its rated 300 W under ideal condi�ons.

Table 1 presents the theore�cal efficiency and power loss of a PV 

module at different opera�ng temperatures.

Table 4-1 Effect of cell temperature on PV efficiency

Cell Temperature (°C) Theore�cal Efficiency (%) Efficiency Loss (%) Energy Loss (W)

25 20 0 0

35 19.6 0.4 12

45 19.2 0.8 24

55 18.8 1.2 36

65 18.4 1.6 48

By implemen�ng a rear-side heat exchanger, the cell temperature can 

be reduced by up to 10–15°C , depending on the cooling efficiency [27]. This 

would result in a power recovery of approximately 4–6% , significantly 

improving the system's electrical performance.
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Figure 0-1 Effect of cell temperature on PV efficiency and energy loss 
Bar chart showing the theoretical decrease in PV module efficiency and 

the corresponding increase in energy loss at different cell temperatures, based 
on a standard 300 W PV module and a temperature coefficient of –0.4%/°C. 

Supercapacitor integration and energy storage potential 

One of the key contributions of this research is the integration of 
supercapacitors as part of the hybrid system. As shown in the mathematical 
model: 

𝐸𝐸𝐸𝐸 =  𝐶𝐶𝐶𝐶𝑉𝑉𝑉𝑉22
1  

Using commercially available supercapacitors with capacitances 
ranging from 100 F to 3000 F and voltage ratings up to 2.7 V, it is possible to 
store between 135 J and 10,935 J per unit. 

Assuming a system with 10 supercapacitors connected in parallel and 
charged during peak solar hours, the total stored energy could reach: 

 

𝐸𝐸𝐸𝐸𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 = 10 .
1
2

 . 1000 . (2.72) = 36.450 𝐽𝐽𝐽𝐽 

0

10

20

30

40

50

60

25 35 45 55 65

Theoretical Efficiency (%) Efficiency Loss (%) Energy Loss (W)

Figure 4.1 Effect of cell temperature on PV efficiency and energy loss
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4. Results and Discussion
This sec�on presents the theore�cal outcomes of integra�ng advanced 

energy storage systems par�cularly supercapacitors—with photovoltaic (PV) 

modules to harness waste heat. The results are based on the system model 

and compara�ve analysis described in the methodology sec�on, and they 

provide insights into how such integra�on can enhance overall system 

efficiency.

4.1. Thermal performance of PV modules
As previously discussed, the efficiency of PV modules decreases with 

increasing opera�ng temperature. Based on the standard thermal model 

[22], a typical monocrystalline silicon PV module experiences an efficiency 

drop of approximately 0.4% per degree Celsius increase above STC.

Using the equa�on for power loss due to temperature rise:

( ).â.loss STC cell STCP P T T= −

Where:

• lossP  : Power loss due to temperature increase (W)

•  STCP : Rated power at standard test conditions (W)

• β: Temperature coefficient of power (typically around –0.4%/°C for 

c-Si modules)

• cellT  : Actual cell temperature (°C)

• STCT : Standard test condition temperature (25°C)

For example, if a 300 W PV module operates at a cell temperature of 55°C:

Ploss =300×(−0.004)×(55−25)=−36W
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 .TEGP T Iα= ∆

Where:

TEGP : The power output of the thermoelectric generator (in Wa�s).

α : The Seebeck coefficient (in V/K).

ΔT : The temperature difference across the TEG (in Kelvin).

I : The current flowing through the TEG (in Amperes).

For example, assuming a TEG with a Seebeck coefficient of α=200μV/K, 

a temperature difference of ΔT=50K , and a current of I=1A , the power 

output would be:

PTEG =200×10⁻⁶ ×50×1=0.01Wa�s

While the power output of TEGs is rela�vely low, they offer a compact 

and maintenance-free solu�on for small-scale thermal-to-electrical 

conversion.

3.5. Limitations of the study
This study has several limita�ons that should be noted:

• It is primarily theoretical and does not include experimental 

validation.

• Assumptions made in the system model may not fully represent 

real-world operating conditions.

• Economic analysis is limited to qualitative discussion rather than 

detailed cost-benefit modeling.

Future work could involve simula�on-based studies or pilot-scale 

implementa�on to validate the proposed concept under actual environmental 

condi�ons.
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For instance, if we consider a supercapacitor with a capacitance of 

C=1000F charged to a voltage of V=2.7V , the stored energy would be:

( )21  .1 000 . 2.7  3645
2

E Joules= =

This demonstrates the ability of supercapacitors to store significant 

amounts of energy quickly, making them ideal for short-term applica�ons.

3.4. Comparative analysis framework
To assess the suitability of different energy storage technologies for 

integra�on with PV systems, a compara�ve framework was established using 

the following criteria:

Criteria Supercapacitors Lithium-Ion Ba�eries Phase Change Materials

Energy Density Low High Medium

Power Density Very High Moderate Low

Cycle Life Very Long Moderate Limited

Response Time Fast Moderate Slow

Temperature 

Sensi�vity Low High Medium

Cost Medium High Low

Based on this comparison, supercapacitors emerged as a promising 

candidate for short-term, high-efficiency energy recovery applica�ons, 

par�cularly in fluctua�ng solar condi�ons [23].

Integra�on with Thermoelectric Generators (Op�onal)

In cases where direct thermal-to-electrical conversion is desired, 

thermoelectric generators (TEGs) can be integrated into the system. The 

power output of a TEG is given by:
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     heat thermal incident moduleQ I Aη= ⋅ ⋅

Where:

Q heat : The amount of thermal energy recovered (in Watts).

η thermal : The thermal efficiency of the heat recovery system 

(dimensionless).

I incident : The incident solar irradiance (in W/m²).

A module : The surface area of the PV module (in m²).

For example, assuming a typical PV module with an area of A module 

=1.6m 2  under standard test condi�ons (I incident =1000W/m2) and a 

thermal recovery efficiency of η thermal =0.5 , the es�mated thermal energy 

recovery would be:

Q heat =0.5�1000�1.6=800W

This calcula�on provides a baseline for es�ma�ng the thermal energy 

available for recovery.

Energy storage analysis
Once the thermal energy is converted into electrical energy (if 

applicable), it is stored in an advanced energy storage device. The energy 

stored in a capacitor is given by the equa�on:

21  
2

E CV=

Where:

• E : The stored energy (in Joules).

• C : The capacitance of the supercapacitor (in Farads).

• V : The applied voltage (in Volts).
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• Technical specifications: Review of manufacturer data sheets for 

commercial PV modules and energy storage systems.

• Performance models: Utilization of standard PV temperature and 

efficiency models, such as those based on NOCT (Nominal Operating 

Cell Temperature) and STC (Standard Test Conditions) [22].

All sources are cited using the IEEE referencing style, ensuring academic 

integrity and traceability.

3.3. System modeling approach
A conceptual model of a hybrid system was developed to demonstrate 

how waste heat from PV modules can be captured and u�lized effec�vely. 

The proposed configura�on includes:

1. PV module with rear-side heat exchanger – to absorb excess 

thermal energy.

2. Thermal-to-electrical conversion unit – optional, depending on 

application (e.g., thermoelectric generators).

3. Advanced energy storage unit – such as supercapacitors or lithium-

ion batteries for storing recovered energy.

4. Control and monitoring interface – to manage energy flow and 

optimize system performance.

Each component was analyzed individually based on available technical 

data, and their interac�ons were assessed to evaluate overall system 

func�onality and efficiency.

Mathema�cal modeling of thermal energy recovery
To quan�fy the amount of waste heat that can be recovered from PV 

modules, the following equa�on was used:
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3. Research Methodology
This sec�on outlines the comprehensive methodology adopted in this 

study to inves�gate the integra�on of advanced energy storage systems with 

photovoltaic (PV) modules for the purpose of harnessing waste heat 

effec�vely. The research combines theore�cal modeling, compara�ve 

analysis, and conceptual system design to explore the feasibility and poten�al 

benefits of such an approach.

3.1. Research design
The research follows a qualita�ve and descrip�ve methodology , 

supported by theore�cal modeling and compara�ve evalua�on. Since the 

focus is on exploring the feasibility and poten�al benefits of integra�ng 

thermal recovery with advanced energy storage, no experimental setup or 

field tes�ng was conducted at this stage. Instead, the study relies on:

• A thorough review of existing literature.

• Comparative analysis of relevant technologies.

• Conceptual design of a hybrid system configuration.

• Evaluation of technical feasibility and performance improvements.

This approach allows for a structured inves�ga�on into the topic while 

providing a founda�on for future empirical valida�on.

3.2. Data collection methods
Data and informa�on were collected through:

• Literature review: Examination of peer-reviewed journal articles, 

conference papers, and technical reports related to PV thermal 

behavior, PVT systems, and energy storage technologies.
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However, they suffer from degrada�on at high temperatures, making 

them less ideal for direct integra�on with hot PV modules unless proper 

thermal management is applied.

- Phase change materials (PCMs)
Phase change materials can store large amounts of thermal energy 

during mel�ng and release it during solidifica�on. They are increasingly 

being studied for use in PVT systems to stabilize module temperatures and 

provide delayed thermal output [21].

2.3. Research gaps
Despite the progress made in thermal management and energy 

storage, several gaps remain:

• Limited studies on integrating waste heat recovery with advanced 

electrical storage systems like supercapacitors.

• Lack of comprehensive models that evaluate the combined impact 

of thermal regulation and energy storage on overall system 

efficiency.

• Insufficient economic analyses of hybrid configurations, especially 

in hot climate zones where overheating is a persistent challenge.

This research aims to address these gaps by proposing and analyzing a 

novel configura�on that combines thermal recovery from PV modules with 

advanced energy storage systems, focusing on maximizing both electrical 

and thermal efficiency.
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• Hybrid cooling: Combining passive and active methods to optimize 

performance across different climatic conditions [17].

While these approaches improve thermal regula�on, they o�en 

require addi�onal components and energy inputs, increasing system 

complexity and cost.

2.2.2. Advanced energy storage technologies
Recent advancements in energy storage have opened new possibili�es 

for integra�ng PV systems with efficient energy recovery mechanisms. 

Among the most promising technologies are:

- Supercapacitors (Ultracapacitors)
Supercapacitors offer several advantages over conven�onal ba�eries:

• High power density

• Fast charge/discharge cycles

• Long cycle life (over 500,000 cycles)

• Wide operating temperature range [18]

They are par�cularly suitable for applica�ons requiring rapid response 

and frequent cycling, such as smoothing power fluctua�ons caused by 

intermi�ent solar irradiance [19].

- Lithium-ion batteries
Lithium-ion ba�eries remain the dominant technology for medium to 

long-term energy storage due to their:

• High energy density

• Relatively low self-discharge

• Scalability and modular design [20]
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2.1.2. Photovoltaic-thermal (PVT) systems
One approach to mi�ga�ng thermal losses is the integra�on of 

photovoltaic and thermal collec�on technologies into hybrid PVT systems. 

These systems combine electrical genera�on with thermal recovery, allowing 

for simultaneous produc�on of electricity and usable heat [12].

In a typical PVT configura�on:

• A heat exchanger or fluid channel is attached to the rear side of 

the PV module.

• Air or liquid coolant flows through the system to absorb excess heat.

• The recovered thermal energy can be used for domestic water 

heating, space heating, or even absorption cooling [13].

Several studies have demonstrated that PVT systems can achieve total 

energy efficiencies exceeding 60–70% , combining both electrical and thermal 

outputs [14]. However, most tradi�onal PVT systems focus solely on immediate 

thermal u�liza�on without incorpora�ng energy storage, which limits their 

flexibility and applicability in off-grid or intermi�ent solar condi�ons.

2.2. Literature Review

2.2.1. Thermal management techniques
Various thermal management techniques have been explored to 

reduce the opera�ng temperature of PV modules:

• Passive cooling: Using high-conductivity backplates, fins, or phase-

change materials (PCMs) to enhance natural heat dissipation [15].

• Active cooling: Circulating air or liquid coolants using pumps or 

fans to remove heat more effectively [16].
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This hypothesis will be tested through theore�cal modeling, compara�ve 

analysis of exis�ng systems, and evalua�on of proposed design configura�ons.

2. Theoretical Framework and Literature Review
This sec�on provides the theore�cal background and reviews relevant 

previous studies related to harnessing waste heat from photovoltaic (PV) 

cells and integra�ng it with advanced energy storage systems. It also 

highlights key research gaps that this study aims to address.

2.1. Theoretical Background

2.1.1. PV cell performance under thermal conditions
The efficiency of photovoltaic modules is highly sensi�ve to opera�ng 

temperature. As solar radia�on strikes a PV cell, only a por�on of the incident 

energy is converted into electricity, while the remaining energy is dissipated 

as heat [9]. This thermal buildup significantly affects both the electrical 

performance and long-term reliability of the system.

Studies have shown that for crystalline silicon PV modules, the power 

output decreases by approximately 0.3–0.5% per degree Celsius increase 

above standard test condi�ons (STC) [10]. This decline is primarily due to:

• Reduction in open-circuit voltage (V<sub>oc</sub>)

• Increase in dark current

• Degradation of semiconductor materials over time under 

continuous thermal stress [11]

Therefore, managing excess heat is not only crucial for maintaining short-term 

efficiency but also for extending the opera�onal lifespan of PV installa�ons.
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solar energy systems to become more stable, flexible, cost-effec�ve, which 

would help transi�on to cleaner and sustainable energy networks.

1.3. Research questions
This study seeks to answer the following key ques�ons:

• What is the quantitative impact of increasing cell temperature on 

the electrical efficiency of photovoltaic modules?

• Which types of advanced energy storage systems are most suitable 

for integration with photovoltaic systems to capture and utilize 

waste heat?

• How can a hybrid configuration of thermal recovery and energy 

storage be designed to maximize overall system efficiency?

• What are the technical and economic feasibility factors associated 

with implementing such a system in real-world applications?

These ques�ons aim to guide the inves�ga�on and provide a structured 

approach to evalua�ng the proposed concept.

1.4. Research hypothesis
The central hypothesis of this research is that:

"Integra�ng advanced energy storage systems with photovoltaic 

modules to capture and u�lize waste heat will significantly improve the 

overall efficiency and economic performance of solar energy systems." 

It is hypothesized that by recovering and repurposing the thermal 

energy that would otherwise be lost, it is possible to:

• Reduce the operating temperature of PV modules.

• Increase the net energy yield per unit area.

• Improve the financial return and sustainability of solar installations.
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transmit the heat into the environment or reuse it in simple thermal processes 

without employing it in the advanced energy storage devices [5]. This is a 

lost chance of becoming overall more energy-efficient and even be�er to 

invest in solar installa�ons cost-effec�veness.

Thus, the point to inves�gate new methods of conver�ng this waste 

heat and finding new uses with it appears self-evident, especially in the 

context of linking to contemporary energy storage solu�ons as to 

supercapacitors and high-efficiency ba�eries.

1.2. Research significance
The importance of the research is in solving two big problems occurring 

in the solar-energy systems: energy intermi�ency and thermal losses . 

Presen�ng the possibili�es of collec�ng the waste heat that PV modules 

release, the paper also helps to make solar energy systems more efficient and 

sustainable. To begin with, electrical efficiency and life of PV modules is 

posi�vely affected by the direct control of temperature, which increases the 

solar projects during come out of investments [6]. Secondly, although solar 

energy is intermi�ent, it can be overcome by conver�ng the waste heat into 

storable energy that can either be thermal or electrical and used to smoothen 

out the load and enhance the stability of the grid [7]. Besides, with the 

incorpora�on of advanced energy storage devices such as supercapacitors, 

hybrid solar systems which can also provide electricity and usable heat on the 

same system under one installa�on becomes another avenue. This strategy 

will emerge with the trend of circular energy systems and smart energy grid 

worldwide [8], par�cularly in areas with high levels of solar irradiance where 

overhea�ng is a typical issue. The study, finally, helps the larger aim of enabling 
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In this paper, we suggest a different method of u�lizing waste heat of 

solar cells with the help of well-developed energy storage systems, which 

would enhance the life cycle and performances of the ones installed PV. The 

paper looks at ways in incorporated thermal recovery that can offset thermal 

losses and improve the economics of solar power systems especially in hot 

climates where heat intolerance would be a recurring problem.

1.1. Problem statement
The PV solar cells are proving to be the backbone of a renewable energy 

system because they are scalable, environmentally friendly and cost is coming 

down [1]. But the problem that comes along with the PV technology is that as 

the temperature increases so do the adverse effects of the same on the 

system. Only some percentage of incident energy is converted into electricity 

with the remaining energy being loss to heat as the light energy hits the 

surface layer of a PV module [2]. This thermal build up results in marked 

decrease in the electrical efficiency especially in hot environments where 

there is high ambient temperature and the cooling systems are most �mes 

inadequate. It has been established that hea�ng above normal opera�ng 

temperatures, the efficiency of standard silicon based PV modules can reduce 

by around 0.3-0.5 per cent per degree Celsius [3]. This does not only minimize 

the power output but also increases the rate of wear and tear of the materials 

used and decreases the durability of the panels as �me goes [4].

Although a�empts have been made at controlling this problem by 

passive cooling or introducing the concept of hybrid photovoltaic-thermal 

(PVT) systems, there s�ll exists a loophole in making good use of the so called 

waste heat that is produced. The majority of the exis�ng systems either 
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1. Introduction
The trend in the world of aligning to the renewable form of energy 

sources has escalated the u�liza�on of the photovoltaic (PV) solar systems 

quite high because of the importance they contribute in terms of the 

environment and the reduced cost [1]. Nonetheless, one of the major 

problems of the PV technology is the adverse effect of temperature increase 

on the power efficiency. Because the solar cells can absorb very li�le of the 

sunlight that hits them, only a small por�on of the light is changed to 

electricity and the rest is deflected as waste heat [2].

Research studies have indicated that there is a decrease in electrical 

efficiency of crystalline silicon PV modules of about 0.3 percent to 0.5 percent 

due to every 1 Deg C increment in temperature above the nominal opera�ng 

cell temperature (NOCT) [3]. Beside limi�ng power genera�on, this thermal 

degrada�on also causes a faster material aging and shortens the life of PV 

modules opera�onal lifespan [4]. It is thus very crucial to regulate this excess 

heat to ensure con�nued performance and dura�on of this system.

Rather than this waste heat is an inevitable byproduct, recent research 

indicates that this waste heat could be harnessed and used efficiently using 

integrated thermal management procedures and energy storage systems [5]. 

As an example, hybrid photovoltaicthermal (PVT) modules operate as power 

slides and thermal collectors, which improves the total energy output [6].

Also, elevated energy storage equipment, including lithium-ion ba�eries, 

supercapacitors, as well as phase-change materials, are more being researched 

in regards to their ability of storing both electrical and thermal energy 

effec�vely [7]. Such systems allow a more favorable load balancing, grid 

stability and energy use, par�cularly off-grid or intermi�ent solar [8].
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المستخلص

 ،)PV( تنُتجَ الطاقة المتجددة في معظمها من خلال الخلايا الشمسية الكهروضوئية

إلا أن هذا النوع من الإنتاج يتأثر بشكل ملحوظ بتراكم الحرارة أثناء عمل الخلايا. فالحرارة 

الزائدة لا تقتصر آثارها على خفض كفاءة الإنتاج الكهربائي، بل تسُهم كذلك في تسريع 

تآكل الخلايا وتقليص العمر الافتراضي لوحدات الطاقة الشمسية. في هذه الدراسة، أقترح 

الأداء  فائقة  ومكثفات  الكفاءة  عالية  الشمسية  الخلايا  بين  يجمع  هجيناً  نظامًا 

الحرارة  استثمار  جانب  إلى  الطاقة،  لتخزين  كوحدات  تسُتخدم   )Supercapacitors(

ولتقدير  متكامل.  بشكل  النظام  كفاءة  رفع  في  يسُهم  إضافي  طاقة  كمصدر  المهدورة 

الإمكانات الحرارية القابلة للاسترداد، وكذلك تقييم مدى جدوى استخدام المكثفات الفائقة 

الذي  الغرض،  في توفير طاقة تخزين قصيرة الأمد  و قد طورنموذج نظري شامل لهذا 

على  التركيز  مع  النظام،  أداء  لاختبار  المقارن  والتحليل  الرياضية  النمذجة  على  اعتمد 

عناصر محددة مثل انخفاض درجة الحرارة، وتحسين الخرج الكهربائي، وتعزيز القدرة 

التخزينية للطاقة. وأظهرت نتائج الدراسة أن استخدام مبادل حراري في الجهة الخلفية 

 15 إلى  الخلايا بما يتراوح بين 10  الشمسية يمكن أن يخفض درجة حرارة  الخلايا  من 

درجة مئوية، الأمر الذي ينعكس بزيادة في القدرة الكهربائية بنسبة تقديرية تتراوح ما 

بين %4 إلى %6. كما أظهرت الاختبارات أن المكثفات الفائقة تمتلك سعة تخزين كافية 

فعّالة  وسيلة  يجعلها  مما  قصيرة،  زمنية  فترات  خلال  الطاقة  من  كبيرة  كميات  لاحتواء 

لتعويض التقلبات التي قد تحدث بسبب تغيرّ شدة الإشعاع الشمسي. ويبرز هذا التصميم 

المناطق  في  والحراري، خاصة  الكهربائي  الأداءين  لتحسين  واعدًا  نهجًا  بوصفه  الهجين 

ذات المناخ الحار، ما يعزز فرص تطوير أنظمة طاقة شمسية أكثر كفاءة واستدامة ومرونة 

في المستقبل، ويمكن لاحقًا التحقق من فاعليته عبر تجارب تطبيقية.

الكلمات المفتاحية: الخلايا الشمسية الكهروضوئية، استعادة الحرارة المهدورة، 

المكثفات الفائقة، إدارة الحرارة، أنظمة الطاقة الهجينة، تخزين الطاقة.
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Abstract
Renewable energy is largely produced by photovoltaic (PV) solar cells, 

but such a process is greatly impacted with thermal buildup as the solar cells 

work. Redundant heat not only lowers the level of electrical produc�on, but 

also hastens deteriora�on and decreases the life-�me of PV modules. In this 

study, we suggest a hybrid system which combines high-performance energy 

storage devices, namely, supercapacitors, and PV modules coupled with the 

use of waste heat as a source of useful energy and which increases efficiency 

of the system in conjunc�on. In order to es�mate the poten�al amount of 

thermal energy recovery, as well as to determine the viability of using 

supercapacitors to provide short-term energy storage it was created a 

theore�cal model. To test the system performance such as temperature 

reduc�on in the system, electrical output enhancement, and energy storing 

capacity, mathema�cal modeling and compara�ve analysis were made. The 

outcomes show that with the applica�on of a rear-side heat exchanger, the 

temperature of cells can be lowered up to 10 -15C, which will yield a power 

recovery of about 4 -6% . Also, the supercapacitors were proved to have 

sufficient storage capacity to hold large energy in a short period of �me and 

could have been u�lized to eliminate any varia�on of disrup�on due to 

variable solar irradiance. The hybrid design under considera�on demonstrates 

great prospects to improve the electrical and thermal performance, especially 

within hot climates regions. This will help in the designing of more efficient, 

future sustainable and adap�ve solar energy systems and can be used in the 

future to validate through experiments.

Keywords: Photovoltaic systems, Waste heat recovery, Supercapacitors, 

Thermal management, Hybrid energy systems, Energy storage.
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based 2FA—offers efficient cryptographic 2fa more suitable in mobile and 

low powered devices; while digital cer�ficates enhance enhanced iden�ty 

proofing mechanisms. Applica�ons of biometric authen�ca�on make use of 

biological characteris�cs in order to reduce the possibility of unauthorised 

access to the system. Through the es�mates proposed in the study, it is 

possible to learn about the best strategies to apply in adop�ng easy-t0-use 

2FA systems that can resist modern security reali�es. Possible future works 

may involve further develop procedures that use such technologies like applied 

machine learning and ar�ficial intelligence for developing more intelligent and 

adap�ve authen�ca�on systems. Such systems could vary the needs for 

further authen�ca�on based on the behavioural characteris�cs and the 

rela�ve es�mated threat level and would offer the administrators convenient 

means to combat new threats. In doing so, this paper con�nues to build up the 

framework for resilient, scalable and dynamic network security architectures 

to address emerging threats in cyberspace environment.
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e. Security Policy and Management: By and large, it is impossible 

to speak about effective implementation of 2FA not only in terms 

of technological infrastructure but it has to be tied to an 

organisation’s security policies framework. Tokens, biometric data 

and digital certificates should therefore be enjoined to higher 

security standards so as to discourage any form of easy access. 

Also, organisations need to be very particular about lost tokens, 

compromised biometric data, or revoked certificates to ensure 

long-term security [55].

These issues have been discussed to help an organisa�on come up 

with a decision of implemen�ng advanced 2FA methods in their network 

taking into account of the realis�c security measures without compromising 

the usability. Such planning therefore guarantees that reinforcement of 

security in the network is stable and can easily be scaled as well as integrated 

into its architecture.

9. Conclusion
Network access control cannot be complete without Two-factor 

authen�ca�on (2FA) but trends like using SMS or emails for OTPs are proving 

ineffec�ve against new genera�ons of cyber threats. This paper explored 

other types of second factor authen�ca�on as providing be�er solu�ons for 

advanced a�acks; these integrated Ellip�c curve cryptography (ECC), cer�fy 

by a digital cer�ficate, and biometric authen�ca�on; all providing be�er 

security and more robust client models than regular systems. This analysis 

described a model that posited high security and complemented it with 

usability appropriate for networked environments. Other—including ECC 
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to a larger audience. As mentioned earlier and more important for 

scaled implementations, organisations might need to roll out a set 

of 2FA mechanisms customised for various users [52].

c. Compatibility: To avoid the interruption of new 2FA solutions the 

compatibility with preexisting structures should be maintained. 

For example, digital certificates are compatible with PKI based 

systems while may not be compatible with older system or less 

standardised systems. ECC is a relatively weaker cryptographic 

algorithm as compared to RSA and therefore is compatible with 

current generation mobile devices; however, it may need some 

modifications for those organisations or companies which still 

have archaic systems embedding only RSA algorithms. Biometric 

systems need the compatible hardware in the device, which may 

be an issue when users connect to the network via the own 

computers or from different places. Organisations should 

undertake compatibility evaluation studies before implementing 

the frameworks so that they can avoid many of the pitfalls [43].

d. User Training and Support: These new and more sophisticated 

2FA methods, in particular, those that the user understandably has 

no understanding of (like digital certificates or biometric 

authentication), need to be promoted and supported. As with all 

novel approaches, users have to know how to go about these 

procedures such as hardware token handling, certificate 

configuration or even biometric capture. User training and user 

support should be provided so that user does not resist the new IT 

security policies and procedures [54].
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8. Implementation Considerations
Applying different types of the 2FA in real-world networks should meet 

certain criteria such as cost, scalability and compa�bility. Although techniques 

like ECC, digital cer�ficates, and biometrics are highly secure, their 

implementa�on differs with the organisa�on’s network topology, user 

popula�on, and cost factor [50].

a. Cost: Most developed 2FA systems have a very high cost when it 

comes to the first stage, especially if biometric devices or hardware 

tokens are used. While making use of biometric systems, 

organisation may need to procure specialised hardware such as 

fingerprint scanners or facial recognition scanners; this comes with 

high cost of installation per each network and constant maintenance 

costs. In the same manner, reliance on a technique like digital 

certificates involves costs of obtaining the certificates and /or 

renewing from certifying authorities. In organisations with many 

users, the costs of such equipment as hardware tokens or biometric 

devices for equipment issuance and control must be compared 

with anticipated enhancement of security [51].

b. Scalability: Another important consideration is scalability due to 

the size of a particular network or the variety of users in an 

organisation. While testing, app and SMS OTPs are easier to scale, 

whilst Biometric authentication, Digital certificates may need 

many changes at the hardware and infrastructure level. ECC-based 

authentication is more beneficial here because it turns out to be 

computationally reasonable and ideal for portable gadgets and IoT 

things, indeed ideal for the networks that are expected to be open 
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Table 3: Usability and Security Levels of Traditional vs. Advanced Two-Factor 
Authentication (2FA) Methods

2FA Method Security Level Usability Level Advantages Disadvantages

SMS-Based OTP Moderate High Easy to use and 
widely supported

Vulnerable to 
SIM-swapping and 
phishing a�acks; 
relies on cellular 
network availability

Email-Based OTP Moderate High Convenient, no 
extra device 
needed

Suscep�ble to 
phishing and email 
account 
compromise; relies 
on email security

App-Based OTP 
(e.g., Google 
Authen�cator)

High Moderate High security, not 
reliant on cellular 
network

Requires app 
installa�on and 
setup; poten�al 
inconvenience if 
device is lost

Hardware 
Tokens

High Moderate Strong physical 
security layer, 
independent of 
other devices

Physical token can 
be lost or damaged; 
addi�onal cost for 
tokens

Biometric 
Authen�ca�on

Very High Very High Convenient, fast, 
and user-friendly; 
hard to replicate

Privacy concerns; 
requires compa�ble 
device hardware; 
poten�al for false 
rejec�ons

Digital 
Cer�ficate-Based 
2FA

Very High Moderate Strong iden�ty 
verifica�on, 
revocable access

Complex to set up 
and manage; cost 
associated with 
cer�ficate authority 
services

Ellip�c Curve 
Cryptography 
(ECC)-Based 2FA

Very High High Efficient for 
mobile and 
low-power 
devices, highly 
secure

Complexity in 
implementa�on, 
specialized 
knowledge required
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as the level of protec�on, the difficulty of applica�on, and the level of user 

sa�sfac�on. This way, through achieving the right mix of security and 

convenience, the 2FA systems that are set up and controlled by the network 

administrators, are more likely to be adopted, and, thus, more effec�ve [46].

Tradi�onal Methods vs. Advanced Methods: As a result tradi�onal 

methods are easy by the users compared to modern methods of technology, 

in addi�on they do not demand more gadgets or expert inputs hence they 

are convenient. However, they have a middle rated security and are prone to 

usual cybercrimes including phishing and SIM-swapping [47]. Although these 

methods allow be�er security through such features as cryptographic 

techniques or unique biological characteris�cs, they generally entail extra 

setup or compa�ble hardware and, as a result, can complicate the opera�on 

of the programme and cost more [48].

Balancing Security and Usability: Although there are even more 

sophis�cated approaches, like biometric authen�ca�on, where the security 

level is high, but the inconvenience of use can be moderate, there can exist 

issues with implementa�on costs and usability by users. For organisa�ons 

where enhanced security is necessary, the methods like ECC and digital 

cer�ficates should be implemented because they occupy a higher level of 

protec�on against cyber threats [49]. They, on the other hand, are more 

appropriate in environments with less security protocol and therefore being 

more quickly accessible. Table 3 presents informa�on on several 2FA approaches 

as compared to their security levels and ease of use. Text messaging, email and 

conven�onal OTPs are reasonably secure because they are vulnerable to 

phishing and SIM-swapping. Mechanisms like, hardware tokens, biometric, 

digital cer�ficates and ECC based 2FA offer much higher 2FA security through 

cryptographic method, physical security or biological security.
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flow chart of biometric authen�ca�on system is as shown below in Figure 4 

below integra�ng all the steps of biometric data capturing and secure access.

Figure 4: Flowchart of the Biometric Authentication Process.

7. Comparative Analysis of Security and Usability in 2FA Systems
The work on using 2FA in networked systems rela�ng to this research 

is as follows: The degree of the security of a given networked system can be 

increased using 2FA while requiring the user to provide two forms of 

iden�fica�on before gaining access to a computer. There are also enhanced 

forms of 2FA, like ECC, digital cer�ficates, and biometrics, which add more 

layers of security, but issues of cost increase, solu�on complexity, and user 

recep�veness [44], [45]. In this sec�on, the authors discuss a comparison of 

simple and current types of 2FA, analysing them based on parameters such 
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Biometric Authen�ca�on: Biometric authen�ca�on is a method of 

iden�fica�on that employs the person’s biological characteris�cs such as 

fingerprints, iris scans, or face. This approach provides a high level of security 

because a biometric measure is hard to forge. Biometric authen�ca�on is 

widely employed in hand-held devices, security-sensi�ve structures, and 

other security-sensi�ve contexts [42].

Process Steps:

a) Biometric Enrollment: The user initially registers their biometric 

data (e.g., fingerprint or facial scan) with the system, which 

securely stores this data as a template.

b) User Initiates Authentication: During subsequent logins, the 

user provides the biometric input.

c) Biometric Data Capture and Comparison: The system captures 

the live biometric data and compares it with the stored template 

to verify the user’s identity.

d) Secondary Factor Verification: If required for 2FA, an additional 

factor such as a password or OTP is verified.

e) Secure Access Granted: Upon successful verification of both 

factors, access is granted.

Behavioral Authen�ca�on: Behavioural authen�ca�on is gradually 

being developed based on which behaviours are con�nuously monitored, 

including typing speed, the way people hold devices , and browsing history. 

Unlike biometric authen�ca�on which is basis on physical characteris�cs of 

an individual, behavioural authen�ca�on is instantaneous and prac�ses the 

u�lisa�on of ac�ons from the user. This method introduces a new layer on 

top of 2FA, increase security at the same �me keeping it user friendly [43]. A 
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As depicted in the following Figure 3, ECC is followed for the 

authen�ca�on from the genera�on of the authen�ca�on request up to its 

verifica�on and the secure access gran�ng. This flowchart shows how ECC 

transforms the conven�onal method through which security is implemented 

by using cryptographic measures in details in the detailed flowchart below.

Figure 3: ECC-based authentication process.

6.2. Biometric and Behavioral Authentication in Network Security
Different biometric and behavioural techniques are powerful in the applica�on 

of two-factor authen�ca�on with the use of physical characteris�c features. The 

processes as well as benefits of biometric and behavioural authen�ca�on is also 

discussed, inclusive of the flowchart of biometric authen�ca�on [41].
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6. ECC-Based and Biometric Authentication Process Flows
As an example of the use of the modern, ECC-based and biometrics-

based, methods of 2FA, this sec�on describes the process flows of both 

methods. These diagrams provide a flowchart descrip�on of each of the 

authen�ca�on processes, indica�ng the significant user-system and system-

resource interac�ons [39].

6.1.  ECC-Based Authentication Process Flow
The proposed ECC-based authen�ca�on method is effec�ve and secure 

for two-factor, and ideal for environments with limited resource such as the 

mobile networks and the IoT applica�on [40]. The common steps followed 

include key genera�on, data acquisi�on, encryp�on as well as template 

matching, for the purpose of iden�fying the user.

Process Steps:
a) User Initiates Authentication: The user begins the authentication 

process by providing login credentials.

b) ECC Key Generation: The system generates an ECC key pair for 

the user session, creating a digital signature based on the 

credentials provided.

c) Signature Verification: The system verifies the digital signature 

using the stored ECC public key to authenticate the user.

d) Secondary Factor Verification: An additional factor, such as a 

one-time password (OTP) or physical token, may be required to 

complete the 2FA process.

e) Secure Access Granted: Upon successful verification of both 

factors, the user is granted access to the network.
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codes sent through SMS or email. Of them, the user has to submit a digital 

cer�ficate with the target system, which is an encrypted papers of iden�fica�on 

provided by the cer�fica�on authority. It starts with login by the user and the 

system asks for a digital cer�ficate from the user. The user then provides this 

cer�ficate where the system validates for credibility or otherwise. One 

authen�cates the cer�ficate, and you get access; if the cer�ficate is invalid, 

that means no access. This makes the method more secure as it demands both 

the physical holding of the cer�ficate and confirma�on by the system if needed 

[38]. Figure 2 A basic flowchart of use of digital cer�ficate-based 2FA within a 

network system and poin�ng to the ‘verifica�on’ step.

Figure 2: Digital Certificate-Based 2FA Verification Steps in a Network System.
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Hence, 2FA network communica�on en��es face threats from impersona�on 

and privileged insider a�acks. Current schemes lack advanced technical means like 

mul�factor authen�ca�on and custom dic�onaries, making them vulnerable to 

a�acks. Researchers have a�empted to design prac�cal authen�ca�on and key 

agreement (AKA) protocols using hash func�ons and symmetric cryptography to 

enhance computa�onal efficiency and communica�on overhead. However, these 

methods o�en lack forward secrecy for session key security. Public-key cryptography 

technology, such as ECC, RSA, and binary pairings, can enhance AKA protocol 

security but may lead to increased communica�on and storage costs. Balancing 

security and availability remains a challenge.

 5. Digital Certificates and Device-Based Authentication
A digital cer�ficate extends the security by checking the iden�ty of user 

or device that is a�emp�ng to access that a network. This approach improves 

on more conven�onal 2FA by demanding users to produce a single cer�ficate, 

which can be in physical form as a smartcard, or in an electronic form hosted 

in the cloud before being granted access [35]. The frequently used second 

factor is a digital cer�ficate whereby 2FA is applied in secure environments 

such as e-learning pla�orms like moodle to secure user informa�on [36]. With 

the connexion of user creden�als to another standard level of cer�fied digital 

iden�ty, the previously men�oned threats and risks are minimised. Moreover, 

it is iden�fied that cer�ficate based 2FA system is flexible enough in order to 

be adapted in context of the limited access if the device has been compromised 

or of the person has changed posi�on or job [37].

Another be�er performing security method is the use of digital cer�ficate 

based 2FA, which are more lengthy for the second factor than the mere use of 
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MHE and IoT to provide data safety and privacy in achieving the performance 

requirements of Mobile Networks [34].

Table 2 compares various cryptographic approaches for two-factor 

authen�ca�on (2FA) based on three key factors: The features include security 

level, efficiency and size of the key or a combina�on of the three. ECC gives 

the same level of security as RSA only with matched but smaller number of 

bits and as such is desirable for mobile and low power applica�ons. ECC and 

AES are efficient with less numbers of keys needed AES being op�mised for 

fast Symmetric encryp�on. But, RSA is computa�onally intensive and 

consumes more resources especially as the key length rises. ECC provides 

design with a small key size enabling it to u�lise the limited bandwidth and 

computa�ons faster compared to a mobile and IoT devices. The benefits of 

each method, such as in Table 2, are also presented as well as the drawbacks, 

which include a high level of security, fast processing, and popularity. It 

thereby also provides considera�ons about disadvantages that may include 

increased complexity, challenging implementa�on and computa�onal 

demands. ECC and AES are very appropriate for advanced uses of 2FA, while 

techniques such as RSA could be significantly slower due to key size and may 

not make efficient if used in mobile or any environment with low resource 

elements available.
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Figure 1: SMS-Based 2FA Process: Vulnerabilities to Phishing and SIM-Swapping Attacks.

 4. Elliptic Curve Cryptography (ECC) for Enhanced 2FA in 
Mobile Networks

Ellip�c curve cryptography (ECC) is a modern cryptographic technology 

that is ge�ng increasingly implemented in 2FA due to its enhanced security 

despite it requires low resource. Mobile environment applica�ons are well 

suited for ECC based 2FA because of the typical requirements in the mobile 

environments, for instance low resources constraints result in efficient 

security protocols [33]. ECC func�ons by producing the keys using some 

proper�es of the ellip�c curves and seems to be a viable choice for a secure 

user authen�ca�on system. They add that ECC has a small key size, which 

helps to save �me and memory in mobile devices while providing sufficient 

levels of security. For instance, ECC has been successfully incorporated in the 
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as they are conveyed through open communication channels with 

no form of secure_tunneling [28]. Moreover, they do not support 

smart features such as adaptive risk based authentication or device 

specific tokens which would be relevant to savvy, secured 

environment such as the financial sector or enterprise network 

[29]. Therefore most organisations end up in a compromise where 

they have to provide convenience to their users at the expense of 

exposing themselves to various risks affected by their systems. As 

a result, organisations should consider the confidentiality and ease 

of use when comparing traditional methods of 2FA.

Like any other popular technology, SMS-based two-factor 

authen�ca�on (2FA) has been compromised by a number of newer digital 

threats. There are two big dangers of the SMS-based 2FA; intercep�on of 

the code sent and SIM-swapping. When using the SMS-based 2FA process 

the user receives a one-�me password (OTP) via a message on their mobile 

device. However, this method depends on a communica�on channel that 

can easily be hacked [30]. This is so because the OTP can be intercepted 

through the possibly of newt work of the user or through spying on the 

users SMS details [31]. In addi�on, in SIM-swapping a�ack an a�acker is 

able to mislead a mobile service provider to forward the user’s phone 

number to an illegi�mate SIM card controlled by the a�acker. This makes it 

possible for the a�acker to directly receive the OTP and therefore gains 

unauthorised access to the vic�m’s account [32]. Figure 1 Simple pictorial 

representa�on of an SMS-based 2FA process and the exposed weak links to 

phishing and SIM-swapping a�acks.
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2. SIM-Swapping and Man-in-the-Middle (MitM) Attacks: SMS based 

2FA is insecure due to SIM swapping and MitM where the attackers 

are able to penetrate established network links to compromise 

OTPs [24]. A SIM-swapping act involves persuading a mobile 

service provider to port the user’s phone number to different SIM 

card owned by the intruder. This manipulation can be done using 

the social engineering and leveraging insiders at the carrier[25]. 

After the phone number is redirected, all SMS are sent to the 

attacker including OTP codes used in 2FA procedures. Worse, due 

to the impaired encryption in the OTP messages, the attacker can 

easily penetrate the 2FA layer and access the victim’s accounts 

illicitly [26]. This kind of attack is most relevant to the current 

popular application of textual- and email-based 2FA, since 

messages are transmitted in plain text and can be easily captured 

without decryption. These attacks pose a major problem for 

services using SMS-based 2FA because the underlying 

communication channel is less secure than the message 

transmission and can easily be hijacked with an intercept or 

retargeting of the OTP. While modern hackers invent more effective 

ways to breach network vulnerabilities, conventional text message-

based 2FA is not as effective [27].

3. Security vs. Usability Trade-offs: SMS- and email-based OTPs are 

traditional 2FA methods which have negligible barriers to adoption 

because of the ubiquity of phones and email [9]. Nevertheless this 

makes systems vulnerable to security threats, even to professional 

ones, at times [10]. These methods have been said to be insecure 
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 3. Traditional Two-Factor Authentication and Limitations
The tradi�onal approaches of two-factor authen�ca�on have been 

using SMS, Emails, and Time-based One-Time Password that are mobile 

applica�ons. While these approaches are convenient and straigh�orward to 

implement, they face several vulnerabili�es:

1. Phishing and Social Engineering: The participants described that 

the threat actors always advanced in utilising phishing techniques 

to make users vulnerable. Another type of attack is phishing where 

the hacker impersonates as a genuine organisation and sends 

emails, messages and links that looks completely genuine that 

makes users to enter their credentials or OTP on a fake sites 

controlled by the hackers [20][21]. For instance, an attacker may 

use email to ask the recipient to confirm their account details or to 

do a security cheque. The link provided is a phishing site, and once 

the user submits his or her credentials / OTP the attacker gets to 

capture and utilise this data [22]. Social engineering is much wider 

in its definition and in the real world it involves interacting with 

people directly. The attackers may come in disguises of trusted 

individuals, calling, emailing or even approaching the users, and 

force them to disclose access codes or OTPs [23]. These tactics 

abuse human trust and imperative, thus, it is less challenging for 

the attacker to ‘circumvent’ the second factor authentication 

process without sophisticated tools and methods. The classic 2FA 

methods that are in practise do not allow for the source of the 

challenge to be confirmed or for the user to confirm the identity of 

the sender.
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Study
Methodologies 

Explored
Key Findings Limita�ons

Proposed 
Improvements/
Research Gaps

Alghamdi et 
al. (2023)

Authen�ca�on in 
Extended Reality 
(XR)

Advanced 
methods, 
especially 
behavioral 
biometrics, 
needed for XR

Narrow applica�on 
to XR 
environments

Inves�gate 
generalizability of 
behavioral biometrics 
beyond XR

Dereje and 
Anand (2021)

Trends in 2FA Mul�-layered 
2FA improves 
security and 
user trust

Limited analysis of 
specific 2FA 
methods

Explore the impact of 
specific 2FA 
combina�ons in 
varying threat 
landscapes

Rannenberg et 
al. (2018)

Evolu�on of MFA Advanced 
sensors enable 
secure, 
convenient 
authen�ca�on

No focus on 
emerging 
cryptographic 
methods like ECC

Inves�gate ECC-based 
authen�ca�on and 
other lightweight 
cryptography

Alotaibi and 
Elleithy (2021)

User 
Authen�ca�on 
Factors

Layered 
authen�ca�on 
reduces 
vulnerabili�es

Focused on user 
authen�ca�on 
without extensive 
2FA analysis

Extend findings to 
include compara�ve 
analysis of mul�-
layer 2FA methods

Yubico & 
Ponemon 
Ins�tute 
(2020)

Password & 
Authen�ca�on 
Security

Highlighted risks 
in password 
prac�ces; rising 
2FA adop�on to 
mi�gate risks

Did not address 
advanced 2FA 
methods beyond 
tradi�onal OTP

Explore biometric 
and cer�ficate-based 
2FA integra�on for 
higher security

Deloi�e 
(2023)

Digital 
Authen�ca�on

Recommended 
MFA, biometrics, 
tokens over 
passwords

Primarily 
recommenda�ons, 
limited empirical 
data

Perform empirical 
studies on adop�on 
rates and prac�cal 
implementa�on

Lifewire [19] Authen�cator 
Apps

Authen�cator 
apps offer 
secure 
alterna�ve to 
SMS-based 2FA

Basic overview, no 
in-depth analysis

Inves�gate scalability 
of app-based 2FA 
across various user 
demographics
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ar�cle also elaborated that in comparison to the codes sent in SMS text 

messages, apps are more secure, as they do not require cell connexion and 

can easily be intercepted. This has been a handy prac�cal guide, and it 

proffered useful experience in rela�on to broad adop�on of the app-based 

2FA in the improvement of account security [19]. The major studies associated 

with 2FA are summarised in Table 1 in an abbreviated manner. The individual 

studies are described according to its research area, findings, and 

methodological restric�ons. It also brings out the variety of methodologies 

that have been used in the 2FA research including the basic techniques of 

SMS based verifica�on and goes up to the complex structures of biometric 

and digital Cer�ficate-based 2FA.

Table 1: Summary of Key Studies on Two-Factor Authentication (2FA) Methods

Study
Methodologies 

Explored
Key Findings Limita�ons

Proposed 
Improvements/
Research Gaps

SANS Ins�tute 
(2021)

Password 
Management, 2FA 
Methods

Shi� towards 
2FA adop�on; 
user resistance 
remains a 
challenge

Did not analyze 
advanced 2FA 
solu�ons (e.g., 
biometrics, 
cer�ficates)

Examine user 
educa�on 
approaches for be�er 
adop�on of secure 
2FA methods

Reese et al. 
(2019)

SMS, Email, 
Phone Call, 
Hardware, 
App-based 2FA

Hardware and 
apps offer higher 
security; users 
prefer SMS/
email for 
convenience

Limited to 
comparing five 2FA 
methods

Study addi�onal 2FA 
methods like 
biometrics and digital 
cer�ficates

Alotaibi and 
Elleithy (2019)

MFA in Cyber-
Physical Systems

Emphasized 
balance of 
security, privacy, 
usability

Focused primarily 
on cyber-physical 
systems

Apply findings to 
general networked 
environments; 
examine biometric 
impacts
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of view. It also showed how with integra�on of advanced sensors and smart 

devices authen�ca�on can be made more secure and convenient especially 

in applica�on areas that need almost constant access control [15].

In a following paper, Alotaibi and Elleithy (2021) build upon this 

framework by exploring user authen�ca�on factors and shi� from single-

factor to mul�-factor in several systems. They also talked about how the use 

of different layers of authen�ca�on increases security and also how risks 

inherent with single-factor authen�ca�on such as a password or PIN are 

overcome, and the need for using advanced 2FA techniques [16].

The Yubico and Ponemon Ins�tute surveyed and quan�fied the 

password and authen�ca�on security behaviours in the 2020 State of 

Password and Authen�ca�on Security Behaviours Report. The report then 

described the inherent dangers with bad password behaviour and also 

proposed rise in 2FA usage as an effec�ve solu�on to those risks. According 

to the report, organisa�ons need to look for other more reliable ways forward 

than passwords; for instance, biometrics authen�ca�on [17].

Digital Authen�ca�on According to the Deloi�e’s ar�cle released in 

2023, a trend is emerging to move away from o�en-hackable passwords In 

the context of the discussed topic, passwords are considered weak links. The 

ar�cle suggested that mul�-factor iden�fica�on should be implemented, 

and biometric methods as well as security tokens as more secure forms and 

offered prac�cal ideas on future work on authen�ca�on. This work stresses 

the need to develop an effec�ve and efficient authen�ca�on process that is 

both highly secure and easily installable into any system.

Lastly, an ar�cle was wri�en for Lifewire to explain the uses and the 

advantages of the authen�cator app, which creates a TOTP for MFA. The 
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authen�ca�on features into aspects such as security, privacy, usability, scalability 

and interoperability and pointed out that a good authen�ca�on system must 

strive to a�ain a good balance of all of them. They further indicated that 

although mul�-factor approach enhances security, its applica�on should 

incorporate usability for prac�cal implementa�on on real-world systems [12].

A literature review performed by Alghamdi et al. (2023) aimed to 

iden�fy the current XR authen�ca�on methodologies and found that there 

was a transi�on from the 2FA toward methods that are context-based and 

include behavioural analy�cs along with biometrics. To this end, this work 

paints the picture of a challenge typical of complex technologies such as XR, 

where ease of authen�ca�on is always a vital component and an essen�al 

way of enhancing user experience and security, par�cularly when begun 

using the exis�ng basic facility of the smartphone [13].

Another important piece by Dereje and Anand (2021) presented an 

insight into the dynamics of 2FA and focused on different ways and how 

efficient each of them is. Hence they stressed that it is cri�cal to implement 

mul�ple factors in authen�ca�on in order to increase security, and thus user 

trust to shi� from single factor to mul�ple factor authen�ca�on solu�ons. 

Their survey also reiterated that two-factor or many factor authen�ca�on 

models provide enhanced security against different cyber threats when 

adopted together with sturdy cryptographic mechanisms [14].

Similarly, another cross-sec�onal survey by Rannenberg et al. (2018 

found) examined the development of authen�ca�on systems with special 

focus on the MFA. They discussed new approaches in iden�fica�on and 

described pro and cons of biometric and behaviour-based technique as well 

as discussed them from both end-user and supplying-service provider points 
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This project aims to establish a framework for designing and implemen�ng safe 

yet user-friendly two-factor authen�ca�on systems essen�al for countering 

contemporary threats while ensuring a good user experience.

2. Related Works
The analysis of two-factor authen�ca�on has been one of the main 

concerns in the field of cybersecurity because of its significance for securing 

the important data and access to accounts. Several works have focused on 

analysing 2FA conven�onal and improved techniques in terms of performance, 

simplicity, and issues in the current cybersecurity threat environment. 

Another study by the SANS Ins�tute in 2021 focused on the current 

organisa�onal prac�ses in password management and methods used for 

2FA. In this survey, an emerging trend toward its adop�on for improving 

security with focus on the weakness of only passwords was observed. Yet the 

survey revealed barriers to user adop�on; though 2FA enhances security, 

usability issues and end-user resistance are significant bi-parameters [10].

In a usability study by Reese et al. (2019), five common 2FA methods 

were evaluated: Mobile text, electronic mail, voice call, hardware token, and 

Smartphone applica�on. The research confirmed that the assurance provided 

by the tokens of the technological hopeful was higher than with that provided 

by messages and emails since the la�er are more fallible to phishing and 

SIM-swapping ploys. However, the respondents preferred the simple designs 

of the SMS and email-based methods, but o�en there are sacrifices between 

security and convenience [11].

In their state-of-the-art survey on mul�-factor authen�ca�on in cyber-

physical systems, Alotaibi and Elleithy (2019). Their research divided user 
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authen�ca�on have been established as viable solu�ons to these issues. 

These methods emphasize the applica�on of recent advancements in 

cryptography, biometrics, and device authen�ca�on and authoriza�on 

frameworks, ensuring that the u�liza�on of secure systems remains user-

friendly. For example:

1. Elliptic Curve Cryptography (ECC) is a strong cryptographic method 

which is particularly effective for resource-constrained devices as 

are the case with many IoT and mobile devices in specific [7].

2. Digital certificates bring one more level of certification in the form 

of verifying the identity and legitimacy of both user and accessories, 

which give the attacker practically no chance to mimic the identity 

of the user [8].

3. Fingerprint or face recognition type of authentication employs use 

of bodily characteristics which makes them secure and rare to be 

imitated [9].

These advanced 2FA techniques hold poten�al to provide a be�er 

solu�on of secure networks by expanding the base of authen�ca�on factors 

in knowledge-based mechanism. These methods are achieved by combining 

both cryptographical and biometrical parts, which make it much more 

difficult to enter an unauthorised code even if a password has already been 

become expired. In addi�on, such approaches have the opportunity to 

enhance the overall user experience by libera�ng users from relying on 

poten�ally dangerous or less relevant channels.

This ar�cle examines sophis�cated two-factor authen�ca�on schemes, 

par�cularly the balance between security and ease, and how modern networking 

architecture can support the stringent security requirements of the 21st century. 
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1. Introduction
As the number of people online increases, the protec�on of one's 

online iden�ty is becoming more crucial. Sta�c passwords, which are used to 

secure personal informa�on and online ac�vi�es, can be easily cracked in 

seconds. Two-Factor Authen�ca�on (2FA) is being implemented as an extra 

layer of security to protect personal informa�on and online assets. As digital 

and mobile connec�ons expand, access control has become a cri�cal 

component of cybersecurity. Two-factor authen�ca�on (2FA) augments 

authen�ca�on processes by employing two dis�nct components to verify a 

user's iden�ty. Email and SMS-based authen�ca�ons, o�en used as two-

factor authen�ca�on (2FA), are suscep�ble to a�acks such as phishing, SIM-

jacking, and brute force methods [1]–[3].

Nonetheless, although these two-factor authen�ca�on solu�ons are 

popular, they are increasingly vulnerable to contemporary cyber a�acks. 

A�ack methods such as phishing, wherein the a�acker deceives the user into 

disclosing informa�on, jeopardize the integrity of email-based two-factor 

authen�ca�on. Similarly, SIM swapping a�acks exploit weaknesses in cellular 

networks to gain control of the target's phone number, enabling the 

intercep�on of OTPs sent over SMS [5]. These a�acks expose inherent 

vulnerabili�es in tradi�onal two-factor authen�ca�on, as they target 

communica�on interfaces. Furthermore, even basic brute-force and social 

engineering a�acks can compromise typical two-factor authen�ca�on 

systems, as users may reuse passwords or neglect standard prac�ces [6].

The deficiencies of tradi�onal methods of two-factor authen�ca�on 

underscore the necessity for adap�ve, improved, and secure solu�ons inside 

networked environments. Advanced methodologies of two-factor 
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Abstract
With the rapid increase in cybersecurity threats targe�ng network 

systems, tradi�onal two-factor authen�ca�on (2FA) methods are insufficient 

to address advanced a�acks. Vulnerabili�es such as phishing, SIM-swapping, 

and social engineering exploit the limita�ons of SMS-based and email-based 

2FA. This paper examines advanced strategies and solu�ons for securing 

networked environments through robust 2FA mechanisms, focusing on 

approaches like ellip�c curve cryptography (ECC), digital cer�ficates, and 

biometric verifica�on. This ar�cle offers a compara�ve review of various 

strategies about their effec�veness in enhancing security, while also 

highligh�ng their capacity to op�mize user-friendliness and adaptability to 

emerging threats. Research findings promote an effec�ve countermeasure 

strategy for network security, highligh�ng lessons and best prac�ces in the 

implementa�on of advanced two-factor authen�ca�on solu�ons within a 

mul�-network framework.

Keywords: -Two-Factor Authen�ca�on (2FA), Network Security, Ellip�c 

Curve Cryptography (ECC), Biometric Authen�ca�on, Digital Cer�ficates, 

Cybersecurity, Behavioral Authen�ca�on, Phishing, SIM-Swapping.



E253

Advanced Strategies and Solutions Towards More Secure and Effective Two-Factor Authentication in Networking

Advanced Strategies and Solutions 

Towards More Secure and Effective 

Two-Factor Authentication in Networking / 

Original article

Zahraa Sameer Jawad

College of Computer Science and Information Technology, 
Karbala University, Iraq, Karbala 

zahraa.sameer@uokerbala.edu.iq



E252

Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

[12] Lin, Jingzhi, et al. "A new steganography method for dynamic GIF images based on palette sort." 
Wireless Communications and Mobile Computing 2020.1 (2020): 8812087.

[13] Shu, Xinhuan, et al. "What makes a data-GIF understandable." IEEE Transactions on Visualization 
and Computer Graphics 27.2 (2020): 1492-1502.

[14] Xie, Liwenhan, et al. "Wakey-Wakey: Animate Text by Mimicking Characters in a GIF." Proceedings 
of the 36th Annual ACM Symposium on User Interface Software and Technology. 2023.

[15] Verhoeven, Geert J., Martin Wieser, and Massimiliano Carloni. "GRAPHIS—Visualise, Draw, 
Annotate, and Save Image Regions in Graffiti Photos." disseminate| analyse| understand 
gra ti-scapes (2024): 72.

[16] Hui, Shihao, et al. "Design and implementation of a physical layer optical fiber security communication 
system based on a ZUC stream cipher." Applied Optics 63.19 (2024): 5150-5158.

[17] Goulart, Ana, et al. "On wide-area IoT networks, lightweight security and their applications—a 
practical review." Electronics 11.11 (2022): 1762. 

[18] Yang, Jing, Thomas Johansson, and Alexander Maximov. "Spectral analysis of ZUC-256." IACR 
transactions on symmetric cryptology (2020): 266-288.

[19] Tian, Hao, and Chao Wang. "A secure and lightweight implementation scheme for Internet of Things 
device management based on ZUC algorithm." Sixth International Conference on Computer 
Information Science and Application Technology (CISAT 2023). Vol. 12800. SPIE, 2023.

[20] Hoomod, Haider K., Jolan Rokan Naif, and Israa S. Ahmed. "A new intelligent hybrid encryption 
algorithm for IoT data based on modified PRESENT-Speck and novel 5D chaotic system." 
Period Eng Nat Sci 8.4 (2020): 2333-2345.

[21] Xue, Xianglian, Dongsheng Zhou, and Changjun Zhou. "New insights into the existing image 
encryption algorithms based on DNA coding." Plos one 15.10 (2020): e0241184.

[22] Kolivand, Hoshang, et al. "Image encryption techniques: A comprehensive review." Multimedia 
Tools and Applications (2024).

[23] Kaur, Mandeep, Surender Singh, and Manjit Kaur. "Computational image encryption techniques: 
a comprehensive review." Mathematical Problems in Engineering 2021.1 (2021): 5012496.

[24] Kaloshin, Vadim, and Alfonso Sorrentino. "Inverse problems and rigidity questions in billiard 
dynamics." Ergodic Theory and Dynamical Systems 42.3 (2022): 1023-1056.

[25] Clark, William, and Anthony Bloch. "Invariant forms in hybrid and impact systems and a taming of 
Zeno." Archive for Rational Mechanics and Analysis 247.2 (2023): 13.

[26] Hameedi, Balsam A., Muntaha A. Hatem, and Jamal N. Hasoon. "Dynamic Key Generation Using GWO 
for IoT System." JOIV: International Journal on Informatics Visualization 8.2 (2024): 819-825.



E251

Secure GIF Files Based on ZUC Stream Cipher and Present Algorithm

the differen�al a�ack test using NPCR and UCAI through trials. Every 

experiment yielded conven�onal findings, and the technique could be used 

with any kind of mul�media file format. 
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Several objec�ve tests are used to assess the image quality and 

dissimilarity between original and encrypted images, these tests include MSE, 

PSNR, Entropy, and SSIM. The average of these tests is explained in Table 4.

Table 4: Image quality test using a proposed method 

# Average MSE Average PSNR Average SNR Average SIM Average Entropy

1 7884.4945 0.0689 1.9019 105.6666 7.7655

2 7241.9338 0.0610 1.6410 93.6049 7.4968

3 8897.1998 0.0982 1.4129 136.1678 7.7414

4 8377.9428 0.0912 1.7823 102.7638 7.5066

5 7455.5410 0.0571 1.7707 115.4101 7.5428

6 8656.1781 0.0700 1.5366 97.5147 7.4215

8. Conclusion 
Authen�ca�on, confiden�ality, integrity, non-repudia�on, and user 

privacy are some of the most crucial security requirements. These necessary 

safeguards for informa�on transfer are a part of many security systems. One 

of the most crucial security procedures is encryp�on. To guarantee a high level 

of security, many secure encryp�on techniques are based on various keys and 

key lengths. Common files in the GIF format are used in many applica�ons; it 

is crucial to secure these files during transmission. In order to generate the 

numbers that control the encryp�on outcomes, this work proposes an efficient 

technique for encryp�ng GIF files u�lizing a modified version of the current 

algorithm, a modified ZUC stream cipher, and an efficient approach for key 

genera�on based on dynamic billiard table simula�on. The suggested approach 

evaluates the quality of the encrypted picture, MSE, PSNR, SSIM, entropy, the 

�me required for encryp�on, the unpredictability of created sequences, and 
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Table 3: The minimum, maximum, and mean p-value of generated seed numbers

Test # Min. 
P-Value

Mean 
P-Value

Max. 
P-value Test # Min. 

P-Value
Mean 
P-Value

Max. 
P-value

1 0.0460 0.1297 0.0169 7 0.0011 0.1001 0.0012

2 0.0015 0.0315 0.0021 8 0.0063 0.1008 0.0009

3 0.1672 0.3486 0.0185 9 0.0175 0.0146 0.0004

4 0.5953 0.2725 0.1120 10 0.0021 0.0356 0.0094

5 0.1220 0.1363 0.1748 11 0.1820 0.1482 0.0385

6 0.0002 0.1016 0.0005 12 0.0042 0.1046 0.0009

From the previous table, these forms of numbers sa�sfy the 

requirements for generated keys used in the security requirements. 

The complexity of any encryp�on algorithm depends on the technology 

used for encryp�on and decryp�on, and the size of the input data (frame size 

and number of frames) are some of the variables that can affect how long it 

takes to apply an encryp�on technique. to gauge how long it takes to encrypt 

and decrypt images of various sizes all frames are resized into (256x256, and 

512x512) and get specific number of frames for standardiza�on. The 

performance of the algorithm can then be evaluated by recording the �me 

measurements for every image size. Table 2 measures and explains the 

average �me to apply the suggested algorithm for the encryp�on and 

decryp�on of two different image sizes: ( 256 x 256) and (512 x 512).  

Table 4: The average time-consuming for the proposed encryption/decryption algorithm

 Image #
Encryp�on Time
(256*256)

Decryp�on Time
(256*256)

Encryp�on Time
(512*512)

Decryp�on Time
(512*512)

1 0.36358 0.77443 0.74989 0.11850

2 0.54773 0.38389 1.19114 0.16229

3 0.28991 1.38893 0.91124 0.11358

4 0.11385 0.91119 0.36396 0.13807

5 0.37205 0.88403 0.86212 0.05857

6 0.29301 1.39807 0.52619 0.02505
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(control values), and the table dimension. Some samples of seed numbers 

are explained in Table 1.

Table 1: Generated numbers using a dynamic billiard table  

No. 1st dimension 2nd dimension No. 1st dimension 2nd dimension

1 0.791267678674 0.033726515230 7 0.50727098086981 0.25836350842357

2 0.523723688761 0.515946089995 8 0.42876735761504 0.48404762003481

3 0.591063640655 0.205753035517 9 0.26315682408109 0.09849427494733

4 0.266049358021 0.393284074524 10 0.32975535198079 0.12311848224074

5 0.504227801739 0.118147567635 11 0.44394351492245 0.10954989285146

6 0.251958023790 0.422023826478 12 0.29357599580899 0.10829997902249

These values from the previous table are converted to decimal values 

by ge�ng the values of the digits a�er the floa�ng point in fixed numbers for 

all values (10, 11, 12, 15, or more digits) as explained, then converted to a 

hexadecimal number as explained in Table 2.

Table 2: The Hexadecimal Form of Generated Numbers 

No. 1st dimension 2nd dimension No. 1st dimension 2nd dimension

1 'B83B3A99D2' '761BB4E505' 7 '07DA41C81D' '3C27AA46C7'

2 '79F05D4B38' '63D486AAAF' 8 '7820C88E0B' '70B37C87C2'

3 '899E236A4F' '3D455E7811' 9 '2FE7D62AFD' '16EEB75D83'

4 '3DF1C708C5' '4CC6F35BAC' 10 '5B918EBC1C' '1CAA6EF340'

5 '756651AA8A' '675D18732A' 11 '1B8224D013' '1981AEB4F3'

6 '3AA9DE566E' '445A7E31A0' 12 '6242948C2E' '19372E890E'

The standard NIST test is applied on the generated number a�er 

converted to binary numbers to find the randomness.   Table 3. Explain the 

p-value of applying all tests on the generated seed numbers. 
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7. Experimental Results
The improved efficiency of the proposed encryp�on algorithm is 

achieved through several tests applied on a set of GIF images that are used 

for applica�ons such as “robot.gif”, “cars.gif”, “airplane.gif”, “forest.gif”, 

“sport.gif”, and “dog.gif”. These files have different frame sizes and numbers 

of frames. All of them are encrypted via the proposed algorithm, and the 

results as explained in the following sec�ons. 

The seed number genera�on in the proposed method uses a dynamic 

billiard table to find a real number that represents the posi�on of the ball 

through �me. The coordina�on of these numbers is a two-dimensional 

sequence and is plo�ed in Figure 7 as an individual curve.   
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Figure 6: The Visualization of a dynamic billiard table. 

The previous numbers are processed to find a hexadecimal number 

that is entered into the two proposed methods, Modified ZUC and Present 

algorithm, which need star�ng posi�on (ini�al values) and the velocity 
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• Modified Present Algorithm
The proposed method consists of two approaches for encryp�on; the 

selec�on of which one to apply depends on the texture complexi�es. If a 
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• Encrypted GIF reconstruction 
The encrypted blocks are merged into the matrix to reconstruct frames. 

The reconstruct frame’s func�on takes the encrypted blocks and reshapes 

them into images using the specified frame shape. Then, the frames are 

merged to reconstruct the GIF file format. 
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Step 1: Choose the shape of the billiard table (e.g., circular, polygonal).

Step 2: Define the boundaries of the table mathematically.

Step 3: Initialize the Particle:

Step 4: Set the initial position and velocity of the particle.

Step 5: Ensure the initial position is within the boundaries of the table.

Step 6: Simulation Loop:

 Update the position of the particle over time based on its velocity.

 Implement collision detection to check for interactions with the 

walls of the table 

 or obstacles.

 Reflect the velocity of the particle upon collision according to the 

laws of physics.  

 (elastic collisions).

Store the trajectory data (positions and velocities) at each time step.

Step 7: Generate Randomness:

Use the stored trajectory data to create a source of randomness.

This can involve sampling the position, velocity, or angles of reflection.

Convert this randomness into a suitable format for key generation. 

• Blocks Permutation 
The permuta�on process is done by taking the numbers generated 

from the proposed method for seed number genera�on via a dynamic 

billiards table. The set of selected numbers is equal to the number of blocks 

in the GIF frames. These numbers are sorted in ascending or descending 

order, and the loca�ons of the arranged numbers are taken as an index of 

the loca�on of the block that will enter the encryp�on process.   
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frame should be shown are all part of the framing process in GIF files. Simple 

anima�ons that are frequently used on the web can be produced using this 

method. Knowing these elements will help you produce and work with GIFs 

programma�cally. GIF file framing is explained in Figure 4.
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• GIF Framing 
The framing process of the GIF file format is represented by splitting it into a sequence of 

slices, each one considered as an individual image. Creating many frames, controlling color 
tables, and specifying how each frame should be shown are all part of the framing process in 
GIF files. Simple animations that are frequently used on the web can be produced using this 
method. Knowing these elements will help you produce and work with GIFs programmatically. 
GIF file framing is explained in Figure 4. 
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• Block Partitioning of Frames 
At this stage, the image is cut into equal parts called blocks. These blocks are square and of equal 
size. Each of these blocks is encrypted as an independent case. The block partitioning is explained 
in Figure 5.   
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• Block Partitioning of Frames
At this stage, the image is cut into equal parts called blocks. These 

blocks are square and of equal size. Each of these blocks is encrypted as an 

independent case. The block par��oning is explained in Figure 5.  
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• Key Generation Based Dynamical Billiards 
The dynamical Billiards is used for key generation in the proposed encryption algorithm. 

The number generation is denoted by the following steps:  
Step 1: Choose the shape of the billiard table (e.g., circular, polygonal). 
Step 2: Define the boundaries of the table mathematically. 
Step 3: Initialize the Particle: 
Step 4: Set the initial position and velocity of the particle. 

            Step 5: Ensure the initial position is within the boundaries of the table. 
            Step 6: Simulation Loop: 
                          Update the position of the particle over time based on its velocity. 
                          Implement collision detection to check for interactions with the walls of the table  
                          or obstacles. 

              Reflect the velocity of the particle upon collision according to the laws of physics.   
              (elastic collisions). 

                         Store the trajectory data (positions and velocities) at each time step. 
           Step 7: Generate Randomness: 
                       Use the stored trajectory data to create a source of randomness. 
                        This can involve sampling the position, velocity, or angles of reflection. 
                        Convert this randomness into a suitable format for key generation.  
                 

• Blocks Permutation  
The permutation process is done by taking the numbers generated from the proposed method 
for seed number generation via a dynamic billiards table. The set of selected numbers is equal 
to the number of blocks in the GIF frames. These numbers are sorted in ascending or 
descending order, and the locations of the arranged numbers are taken as an index of the 
location of the block that will enter the encryption process.    
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• Key Generation Based Dynamical Billiards
The dynamical Billiards is used for key generation in the proposed 

encryption algorithm. The number generation is denoted by the 

following steps: 
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6. Proposed Method 
The proposed method for encryp�ng a GIF image is applied by 

separa�ng the frames from the GIF file. These frames are, in turn, divided 

into equal parts called blocks. Each block enters the encryp�on process. The 

blocks are collected in a three-dimensional matrix and permuted according 

to a specific key. The key genera�on based on dynamical billiard algorithm, 

the seeds of which will be used to generate keys and improve the ZUC stream 

cipher and Present algorithm to raise the level of its performance, then these 

blocks are merged into frames, and these frames are merged into a GIF file 

to display it as an encrypted GIF file as explain in figure 3.
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• GIF Framing 
The framing process of the GIF file format is represented by splitting it into a sequence of 

slices, each one considered as an individual image. Creating many frames, controlling color 
tables, and specifying how each frame should be shown are all part of the framing process in 
GIF files. Simple animations that are frequently used on the web can be produced using this 
method. Knowing these elements will help you produce and work with GIFs programmatically. 
GIF file framing is explained in Figure 4. 
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• Block Partitioning of Frames 
At this stage, the image is cut into equal parts called blocks. These blocks are square and of equal 
size. Each of these blocks is encrypted as an independent case. The block partitioning is explained 
in Figure 5.   
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• GIF Framing
The framing process of the GIF file format is represented by spli�ng it 

into a sequence of slices, each one considered as an individual image. 

Crea�ng many frames, controlling color tables, and specifying how each 
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• Including a circular key: In this phase, the round key and the state 
data block are subjected to a straightforward XOR operation [22].

• Substitution box layer (S-Box layer): This layer uses a corresponding 
Substitution Box (S-Box) to transfer a four-bit input to a four-bit 
output, introducing nonlinearity [23].

6. Dynamical Billiards for Key Generation
A dynamical system that represents the iner�al mo�on of a point mass 

inside an area with a piecewise smooth boundary and elas�c reflec�ons is called 

a "dynamical billiard [24]. The angle of incidence from the border is equal to the 

angle of reflec�on. In many op�cal, acous�c, and classical mechanical difficul�es, 

pool tables seem like natural models [25]. It is easy to reduce the Boltzmann gas 

of elas�cally colliding hard balls in a box—the most well-known sta�s�cal 

mechanics model to a pool. The theory of billiards was largely sparked by the 

Boltzmann-Sinai hypothesis, which has yet to be proven, regarding the ergodicity 

of the gas of hard balls in a torus that interact elas�cally. [26].  

Figure 2: Present encryption algorithm
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algorithms are thought to be robust and appropriate for LTE a�er being 

assessed by two more teams of dis�nguished specialists in addi�on to the 

algorithm standardiza�on commi�ee ETSI SAGE. ZUC is a stream cipher that 

is word-oriented [18]. A keystream Of 32-bit word is produced by using an 

ini�al vector and an ini�al key of 128 bits as input. It is possible to encrypt 

and decrypt data using this keystream [19].  

Figure 1: ZUC Stream Cipher

5. Present Encryption Algorithm 
Andrey Bogdanov and associates developed the Present encryp�on 

method [20], which is a thin-film symmetric-key block cipher. It can use an 

80-bit or a 128-bit key and runs on 64-bit blocks. As seen in Figure 2, Present 

uses a subs�tu�on permuta�on network topology with 31 rounds total, 

including a final crucial addi�on round [21]. Every round has these three 

primary purposes:
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to restore the GIF image file using the present RC4 algorithm. This method is 

highly feasible, fast, and effec�ve [12]. 

GIF Images contain a lot of redundancy, which may be used by an 

a�acker to recover the plaintext from the ciphertext. The objec�ve of 

securing Graphic Interchange Format (GIF) files by using the lightweight 

algorithm Present-ZUC is to design a lightweight algorithm that ensures 

confiden�ality, integrity, and authen�city for GIF image files. Proposing a 

solu�on for an op�mized and secure algorithm that can save RAM u�liza�on 

by enhancing the algorithm.  

2. Overview of GIF Files
A GIF (Graphics Interchange Format) file can contain mul�ple images or 

frames that are displayed in sequence to create an anima�on [13]. Each frame 

in a GIF represents a dis�nct image within the anima�on sequence [14]. 

Working with GIF frames involves extrac�ng, manipula�ng, and possibly saving 

individual frames. Extrac�ng Frames from a GIF To extract frames from a GIF, 

you need to read the GIF file and retrieve each frame's image data. This can be 

done using libraries that support GIF format manipula�on [15].

4. ZUC Stream Cipher
ZUC is a secure and effec�ve stream cipher that sa�sfies the 

requirements of contemporary communica�on networks. Because of its 

performance-focused architecture and strong security features, it is a good 

op�on for applica�ons in wireless and mobile networks [16]. Several 

encryp�on systems, notably LTE (Long-Term Evolu�on) for mobile 

communica�ons, use the lightweight ZUC stream cipher [17]. The ZUC 
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1. Introduction
The recent advances in informa�on technology and the rise of smart 

devices have led to an exponen�al increase in the need for informa�on 

exchange [1]. Images, being significant sources of informa�on, are frequently 

shared over the internet by users via web browsing, social networking 

websites, email, messages, cloud systems, etc. [2]. However, there is a need 

to secure this informa�on to avoid unauthorized access [3]. The applica�on 

of conven�onal security techniques on images has been found inadequate 

due to their intrinsic proper�es, such as high redundancy, high correla�on, 

high dimensionality, etc. [4]. Plain images make it easy for a�ackers to 

perform sta�s�cal analyses to retrieve crucial informa�on [6]. Recently, 

digital images have been chosen as cover objects to hide secret informa�on 

in steganography since the redundancy in images is very high [7]. Among 

various image formats, the GIF format is very popular due to its various 

features, such as small file size, support for anima�on, support for lossless 

compression, and usability in HTML. A lot of important and sensi�ve 

informa�on is present in GIF images that should be protected from 

unauthorized access [8]. Nevertheless, GIF, being a very popular file format, 

is very vulnerable to a�acks [9]. Many conven�onal algorithms have been 

proposed to secure the GIF images. However, conven�onal block ciphers and 

algorithms such as are not suitable for securing GIF files as they faced several 

limita�ons in computa�on �me, key size, and security level, such as the 

upper limit of the key space available to possible key search, security do not 

guarantee chaos, not good sensi�vity and so on [10]. Also, these algorithms 

needed complicated calcula�ons, which increases the complexity [11]. To 

overcome these problems, a simple and robust technique has been proposed 
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Abstract 
Some important security needs include authen�ca�on, confiden�ality, 

integrity, non-repudia�on, and user privacy. Many security systems include 

these required protec�ons for informa�on transmission. The encryp�on 

process is one of the most important security measures. Many secure 

encryp�on algorithms are based on different keys and key lengths to ensure 

a high degree of security. GIF file format is a common file format that is used 

in several applica�ons, and securing these files through transmission is 

impera�ve. In this paper, an efficient method for encryp�on GIF files is 

proposed based on using the modified present algorithm, modified ZUC 

stream cipher, and an efficient method for key genera�on based on the 

simula�on of a dynamic billiard table to generate a number that controls the 

encryp�on results. The proposed method tests through experiments on tests 

the randomness of generated sequences, the quality of encrypted image 

MSE, PSNR, SSIM, entropy, the �me-consuming for encryp�on, and the 

differen�al a�ack test through NPCR and UCAI. All experiments sa�sfy the 

standard results, and the method could be used in all types of mul�media 

file formats. 

Keywords: GIF Files. ZUC Stream Cipher,  Present Algorithm



E237

Secure GIF Files Based on ZUC Stream Cipher and Present Algorithm

Secure GIF Files Based on ZUC Stream 

Cipher and Present Algorithm / 

Original article

Suhad Fakhri Hussein
Ministry of Education /  Al-Rusafa 1, Baghdad / Iraq

suhad7242@gmail.com



E236

Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

[14]. Riad Chedid, “Unit sizing and control of hybrid wind-solar power systems” IEEE Transaction on 
energy conversion, Vol 12, No 1, March 1997.

[15]. B. Panajotovic and B. Odadzic, “Design and Inteligent” Control of Hybrid Power System in 
Telecommunication, IEEE Conference Melecon 2010, Valleta, April 2010.

[16]. Muhammad Aziz, Phi-Hai Trinh, Chairul Hudaya, Il-Yop Chung, “Coordinated control strategy for 
hybrid multi-PEMFC/BESS in a shipboard power system” Electric Power Systems Research 
Volume 243, June 2025, 111495



E235

Design of A Hybrid System for Powering Wireless Communication Units

9. References
[1]. European Commision Repport, IP/09/1498, Brussels,9. October 2009

[2]. Mou Mahmood, Prangon Chowdhury, and all, “Impacts of digitalization on smart grids, renewable 
energy, and demand response: An updated review of current applications” Energy 
Conversion and Management: X 24 (2024) 100790.

[3]. ETSI Technical Repport ETSI TR 102 532, The use of alternative energy solution in 
telecommunication installation.

[4]. Somalee Mitra, Basab Chakraborty, Pabitra Mitra “Smart meter data analytics applications for 
secure, reliable and robust grid system: Survey and future directions” Energy, Volume 289, 
15 February 2024, 129920

[5]. E.F.E. Ribeiro, A.J. Marques Cardoso and C. Boccaletti “Uninterruptible energy production in 
standalone power systems for telecommunication”, International conference on renewable 
energies and power quality, Valencia, April 2009.

[6]. Sophea Elmmydya Damian, Ling Ai Wong, and all, “Optimal operation of diesel generator and 
battery energy storage system for total fuel cost minimization in hybrid power system”, 
Journal of Power Sources Volume 628, 1 February 2025, 235859

[7]. Reeve, “DC Power system design for telecommunication”, John Wiley and Sons, USA (2007).

[8]. Gumhalter, “Power supply in telecommunications”, Springer-Verlag, Berlin (1995).

[9]. D. B. Nelson, M.H. Nehrir and C. Wang, “Unit sizing of standalone hybrid wind/PV/fuel cell power 
generator system”, IEEE Power Engineering Society Meeting 2005, Vol. 3, pp 2116-2122, 
June 2005.

[10]. William W. Braham, Max Hakkarainen, Munkhbayar Buyan, Gankhuyag Janjindorj, Jay Turner, 
Sunder Erdenekhuyag. “Cooking, Heating, Insulating Products and Services (CHIPS) for 
Mongolian ger: Reducing energy, cost, and indoor air pollution” Energy for Sustainable 
Development Volume 71, December 2022, Pages 462-479.

[11]. Karam Alhroub, Bashar Hammad, and all, “Electrical and optical characterizations and modeling 
of bifacial photovoltaic mini-modules integrated into solar air heaters”, Solar Energy 
Materials and Solar Cells Volume 286, 1 July 2025, 113566

[12]. E. Muljadi and J.T. Bialasiewicz, “Hybrid power System with a ontrolled Energy Storage”, 29th 
Annual Conference of the IEEE Industrial Electronich Society, Roanoke, Virginia, November 
2003.

[13]. Seeling-Hochmuth, “Optimisation of hybrid energy systems sizing and operation control”, PhD 
thesis, Universiti of Kassel, October 1998.



E234

Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

is to reduce fuel consump�on, lower greenhouse gas emissions, and lower 

opera�onal and logis�cal costs. Many algorithms can be applied to the 

opera�on of a hybrid energy system, depending on economic and technical 

feasibility. 

This hybrid system can also be further developed by adding another 

type of energy storage, such as hydrogen fuel cells. This research also 

presents some of the investment and opera�ng costs of the hybrid energy 

system components to compare economic and technical feasibility. Changes 

in clima�c condi�ons and investment programs affect the cost of the system 

and the selec�on of its components, depending on the need to secure 

electrical power for the loads.

Overall, the purpose of this work is to provide some prac�cal 

applica�ons for hybrid energy systems, s�mulate and develop new ideas in 

this field, and promote the widespread use of this technology, both now and 

in the near future.
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Load

PV Wind turbine Diesel G

Battery

Control system

Battery

LVD

DC

Meteorological parameters
• Temperature 
• Humidity 
• Atmospheric pressure
• Wind speed

Battery Monitor

Fig5: control of the hybrid power system

8. Conclusion
These days, there is a consensus among scien�sts, engineers, 

economists, and poli�cians worldwide on the need to provide energy to all 

sectors of life, including the informa�on and communica�ons technology 

(ICT) sector, without harmful environmental impact.

In this work, a hybrid energy system is proposed that combines 

renewable energy sources (solar and wind) with conven�onal sources (diesel 

generators) with the possibility of storing energy through ba�eries. This 

represents a solu�on for the efficient use of energy resources to provide 

stability and reliability. 

The use of renewable energy systems can be connected to the public 

grid (in-grid), and this system can cons�tute the primary source of power 

supply in the absence of an off-grid. Another goal of the hybrid energy system 



E232

Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

7. Control of hybrid power system
The basic principles of hybrid power system control are based on the 

principles outlined in the previous paragraph. If energy is not available from 

renewable energy sources, it is obtained and supplied either from the ba�ery 

or a diesel generator, primarily from the ba�ery and then from the generator. 

The ba�ery can be charged with a lower current, which requires a longer 

charging period. Conversely, if the charging current is high, the charging 

period is shorter, resul�ng in a shorter ba�ery life [15], [16]. There are many 

ba�ery parameters that must be taken into account, such as the minimum 

ba�ery voltage and the maximum charging current. In this research, the 

variable parameters can be programmed as follows:

• Battery monitoring: Two capacitors must be calculated based on 

the available information: the actual capacity (representing the 

battery's instantaneous capacity) and the charging capacity 

(representing a percentage of the battery's nominal capacity). The 

battery can be safely used up to a charging capacity greater than 

the nominal capacity. If the charging capacity is close to the 

nominal capacity, this indicates a high charge level (increased 

charging time) and a low minimum allowable voltage. 

• Weather information, such as air temperature, relative humidity, 

wind speed, and atmospheric pressure at the center's geographical 

location. This is to obtain accurate information over a short period.

The control system relies on the ba�ery's state of charge, as well as 

controlling the diesel generator when needed. Figure (5) shows the control 

of the hybrid power system without the presence of a central ba�ery charger.
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6. Principle of hybrid power system operation 
Figure (4) shows several types of electrical energy acquisi�on strategies. 

The primary goal of a hybrid energy system is to secure electrical energy 

from renewable energy sources (solar and wind energy) to power the load 

(communica�ons equipment) and charge the ba�ery, if possible (Figure (4a). 

If the electrical energy generated by either photovoltaic panels or a wind 

turbine is insufficient, the load is supplied without charging the ba�ery 

(Figure (4b). When the electrical energy supply to the load from renewable 

energy sources (solar and wind) is interrupted, the supply is secured from 

the ba�eries and a diesel generator a�er the ba�ery is discharged (Figure 

(4c). When the diesel generator is opera�ng, this indicates that the ba�ery 

has been discharged (4d). Care must be taken to protect the ba�ery from 

deep discharge, where the minimum voltage must be fixed at a constant 

value ( )cellV /8.1 , and from overcharging, where the voltage must also be 

fixed at a constant value corresponding to the maximum current maxbattI ..

Fig 4: several types of electrical energy acquisition strategies
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maximum charging current maxbattI . Generator power is determined based 

on the capacity of the photovoltaic panels. From the following rela�onship, 

we find:

2
min

9.6 12
cos 0.8

PVPS kVA
ϕ

= = =

A generator with a power of approximately ( )15 cos 0.8kVA φ = .

Therefore, the presence of a backup diesel generator is a posi�ve 

factor for system reliability and complete power security. Typically, a large-

capacity diesel generator with a sufficient power factor is recommended for 

powering equipment and other applica�ons, if any. Small generators lack the 

high quality and capacity, and the voltage is unstable, resul�ng in unstable 

voltage and frequency. There is no possibility of using an intelligent 

monitoring and control system for the backup diesel generator.

Calcula�ng the fuel tank capacity V required for the generator, assuming 

the generator will operate during certain �mes of the year (mostly in winter) 

15autT days= . Average fuel consump�on required 220 /g kW , knowing that 

1 1Liter Kg≈ .

0.220 9.6 15 24 760V kW dayes h Liters= × × × =

Therefore, we suggest adding backup diesel generators to fuel tanks 

(for certain periods of the year, such as during the winter) in case electricity 

from the public grid is unavailable. Failure to add seasonal tanks (during the 

winter) increases opera�onal and logis�cal costs, as well as reduces system 

reliability.
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fuel consump�on and greenhouse gas emissions. Furthermore, opera�onal 

and logis�cal costs increase due to increased fuel tanks, services, training, 

and increased staffing, etc.

5-3 Power of wind turbine
The power output of a wind turbine can be determined in several ways, 

including the power required to supply the load only. In a hybrid power 

system built on solid ground, the cost of a wind turbine is lower than that of 

photovoltaic panels. Wind turbines are primarily dependent on wind speed. 

Wind turbines are used to supply telecommunica�ons equipment and charge 

the ba�ery with maximum current maxbattI . When building a wind turbine, a 

wind atlas is required to obtain the op�mal design, as the output voltage is 

affected by the wind speed in the area. The turbine is selected based on the 

equipment and its technical specifica�ons.

In this paper, the turbine provides power to the communica�on 

equipment and charges the ba�ery with maximum current AIbatt 180max =  .

Turbine capacity is determined based on the capacity of the photovoltaic 

panels 2 9.6PVP kW= , since the turbine's output power depends on wind 

speed and ambient weather condi�ons. Therefore, a 12kW wind turbine is 

selected.

5-4 Diesel back-up generators
Diesel generators are used when electrical power is not available from 

solar panels (due to lack of solar radia�on) or a wind turbine (wind speeds 

are very low), and the ba�ery is discharged. In this case, diesel generators 

power telecommunica�ons equipment and charge the ba�ery at the 
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5-2-2 Method II
In this method, the electrical power generated by the photovoltaic 

panels will be determined to supply power to the equipment and charge the 

ba�ery based on the maximum current of the ba�ery [15].

(13)2  PV DC DC batt max DCP I U I U= +

2 20 48 180 48 9.6PVP A V A V kW= × + × =

Therefore, the area of photovoltaic panels is determined according to 

this method as follows:

2 2
2 2

9600/ 71
135PV PV mS P P m= = =

2PVS : Photovoltaic panel area (m2)

2PVP : Power generated by photovoltaic panels according to Method II 

DCU : Nominal voltage 48Vdc

DCI : DC current for communica�ons equipment 

maxbattI : Maximum charging current of the ba�ery.

Results for Photovoltaic panels Area According to the two previous 

methods, it was found that 2PVS  > 1PVS  : Both of the above methods were 

used to calculate the photovoltaic panel area. The decision to choose one of 

them depends on several factors, including price, weather condi�ons, and 

opera�onal costs, among others.

In this work, we propose a larger photovoltaic panels area to reduce 

fuel consump�on required to operate the diesel generator, lower greenhouse 

gas emissions CO2, and reduce logis�cal costs through the use of an intelligent 

simula�on system for the hybrid energy system. In general, a smaller 

photovoltaic panels area can be adopted, but this leads to increased fossil 
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(12)PV DC DC ins DC DC back upE I U T I U T −= +

EPV: Power generated by photovoltaic panels 

IDC: DC current for wired and wireless telecommunica�ons equipment 20A

UDC: Nominal voltage 48Vdc

insT : Sunshine period 9h

upbackT − : Ba�ery opera�ng �me 48h

20 48 9 20 48 48 54.720PVE A V h A V h kWh= × × + × × =

The power required to be obtained from photovoltaic panels during 

the period of sunshine is expressed by the following mathema�cal 

rela�onship:

1
54.720/ 6.080

9PV PV insP E T kW= = =

To determine the op�mal area for photovoltaic panels, a�er knowing 

the technical and technological characteris�cs of the panels (for example, a 

monocrystal photovoltaic panels has a higher energy density than a 

polycrystal cell, and the price is also higher), according to the following 

formula:

2 2
1 1 2

6080/ 45
135 /PV PV m

WS P P m
W m

= = =

1PVS : Photovoltaic panel area (m2)

1PVP : Power generated by photovoltaic panels 

mP : Maximum power per unit area (m2)
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5-2 Area of photovoltaic panels
Many methods and algorithms have been developed for op�mal 

photovoltaic panels. In this study, photovoltaic panel size is a cri�cal factor due to 

price and cost. The basic principle of using PV panels is to obtain electrical energy 

to power equipment and charge the ba�ery. This research relies on photovoltaic 

panels during the summer, and the panel size is determined based on the 

equipment available at the center. The day will be divided into two periods: the 

first period 9h (during this period, the cell provides maximum power), and the 

second period 15h (black period, during which no electrical energy is obtained 

from the photovoltaic panels). The requirements of the photovoltaic panels 

during the first period 9h are to provide power to the telecommunica�ons 

equipment and to charge the ba�ery sufficiently during the black period 15h (the 

second period), which is predetermined based on meteorological data. Diesel 

generators can also provide power, but the goal is to reduce fuel consump�on. A 

larger area for photovoltaic panels means more electricity, not just in the summer, 

but also during periods of less sunshine. The end results are linked to lower 

opera�ng costs and lower greenhouse gas emissions CO₂.

Two methods are proposed to determine the size of panels necessary 

to provide energy to fit the available space.

5-2-1 Method I 
In this method, the electrical energy generated by the photovoltaic 

panels during the summer will be determined to supply power to the 

equipment and charge the ba�ery [9]. The energy stored in the ba�ery is 

determined based on the power required to supply the equipment, according 

to the following rela�onship:
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5-1 Capacity of battery
The minimum ba�ery capacity can be calculated according to the 

following formula:

(11)Q I T K AhDCmin . . ( )= 1

IDC: DC power for communica�ons equipment (20A)

T : Ba�ery self-recovery �me 

1K : Ba�ery capacity factor, which depends on the type of analyzer and 

increases with decreasing temperature.  Its value is equal to 1.15.

min 20 48 1.15 1104( )Q A h Ah= × × =

In this system, four Lithium ba�eries (4×300Ah) connected in parallel 

and with the same voltage will be used 48Vdc.

( ) ( ) ( )4 300 1104
min

Q Ah Q Ah Ah= × > =

This type of ba�ery offers a balance between price, the number of 

charge and discharge cycles, the depth of discharge, and the specific resistance. 

Another important characteris�c is the high charging current, which, in turn, 

shortens charging �mes. On the other hand, a high charging current reduces 

ba�ery life and increases opera�ng costs. Typically, the ba�ery current is fixed 

at a constant value, while the intelligent control system adjusts the current 

value based on ba�ery condi�on and weather condi�ons.

Amperage capacity of the ba�ery pack used:

( ) ( )4 300 1200AhC Ah Ah= × =

Thus, the ba�ery current according to the manufacturers:
0.1 120batt AhI C A= =

Maximum ba�ery charging current

max 0.15 180batt AhI C A= =
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• Equipment capacity (load DC) 1000W
• Load current 20A 
• Need for diesel generator operation 15days/year
• Need for two batteries to operate continuously 2days
These assump�ons can affect system costs, and they vary from one 

system to another and from one geographic region to another. In areas with 
greater sunshine, generator opera�ng hours are reduced, resul�ng in 
reduced fuel consump�on and environmental conserva�on.

5. Calculation and component sizing
The principles adopted in this work are: opera�on at direct current (DC) 

and nominal voltage 48Vdc. The inverter will not be considered in this study, 
given that the center's equipment operates on direct current and is powered 
solely by the proposed hybrid system. The remaining components operate at 
high efficiency. There are numerous studies and researches that take inverters 
(DC/AC) into account and calculate the necessary parameters (output voltage, 
distribu�on, meandering and disturbances, peak values, and harmonics). Figure 
(3) shows the power system used in this study and illustrated in this work.

Load

PV Wind turbine Diesel G

Battery

Fig 3: the power system used
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where the center (opera�ng communica�ons equipment) or telephone booth is 

to be built must be known. The reliability of the system to provide electrical power 

must also be determined. In the detailed study of the hybrid power system, the 

financial costs, maintenance and replacement costs, investment and opera�ng 

costs must be determined [13]. To calculate and size the power system, it is 

necessary to know: the geographical loca�on, meteorological data, temperatures, 

the insula�on period per year, the type of insula�ng material used, the insula�on 

period per day, the voltage required to supply the electrical equipment, the 

opera�ng �me of the backup diesel generator, and the charging and discharging 

periods of the ba�ery. These requirements play an important role in determining 

the total cost of the hybrid power system to be invested in [5].

For example, in a region with unstable and variable clima�c condi�ons 

throughout the year, high-capacity ba�eries are used. These ba�eries are 

charged via photovoltaic panels, which are the most expensive component 

of the system, and also via a wind turbine. In this case, diesel generators 

operate at a minimum, thus reducing the fossil fuel consump�on required to 

operate the generators. Therefore, accurate and precise data are essen�al 

when designing a hybrid energy system.

The hypotheses that will be taken into considera�on in this study are:

• Temperature varies from -150C to +400C ¬

• Number of hours of sunshine per year 2400h 

• Average daily sunshine 7h 

• Number of hours of sunshine per day in summer 9h 

• Nominal voltage 48Vdc 

• Input voltages for communications equipment range from 

( )40.5  57VDC VDC→
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3-4 Diesel back-up generators
Diesel generators are used in a hybrid power system to con�nuously 

provide electrical power to telecommunica�ons equipment. One requirement 

is to op�mize the generator's size and reduce fuel consump�on, thereby 

reducing carbon and greenhouse gas emissions CO₂.

It is necessary to purchase a diesel generator at the beginning of the 

project to calculate the costs of the diesel generator, which will later serve as 

a backup component in the proposed power system. We take into account 

the generator's capacity Rd(kW) for a life�me Ld, which is typically shorter 

than the turbine's or photovoltaic panel's life�me. The ini�al investment 

value is calculated according to the following equa�on [14]:

(9)
( )1 .

1

1. .
1

d
d

x L
x

d d d x

esf R
r

α
−

=

 + =   + 
∑

Which αd($/kW) is the ini�al cost.

The total annual cost is as follows:

(10)( ). . . 2d MCd OCd d dOM R T facα α= +

From the rela�onship (10), we find that the fuel price is calculated 

using the factor ( )kWhOCd /$α , while the opera�ng and maintenance costs 

are calculated using the parameter ( )kWhMCd /$α . The total number of 

working hours is expressed using the factor dT .

4. System design
Many methods and algorithms are being developed for designing and 

modeling hybrid power systems. To obtain the op�mal model, as well as to 

calculate and design the system's components, the clima�c data of the area 
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where the center (opera�ng communica�ons equipment) or telephone booth is 

to be built must be known. The reliability of the system to provide electrical power 

must also be determined. In the detailed study of the hybrid power system, the 

financial costs, maintenance and replacement costs, investment and opera�ng 

costs must be determined [13]. To calculate and size the power system, it is 

necessary to know: the geographical loca�on, meteorological data, temperatures, 

the insula�on period per year, the type of insula�ng material used, the insula�on 

period per day, the voltage required to supply the electrical equipment, the 

opera�ng �me of the backup diesel generator, and the charging and discharging 

periods of the ba�ery. These requirements play an important role in determining 

the total cost of the hybrid power system to be invested in [5].

For example, in a region with unstable and variable clima�c condi�ons 

throughout the year, high-capacity ba�eries are used. These ba�eries are 

charged via photovoltaic panels, which are the most expensive component 

of the system, and also via a wind turbine. In this case, diesel generators 

operate at a minimum, thus reducing the fossil fuel consump�on required to 

operate the generators. Therefore, accurate and precise data are essen�al 

when designing a hybrid energy system.

The hypotheses that will be taken into considera�on in this study are:

• Temperature varies from -150C to +400C ¬

• Number of hours of sunshine per year 2400h 

• Average daily sunshine 7h 

• Number of hours of sunshine per day in summer 9h 

• Nominal voltage 48Vdc 

• Input voltages for communications equipment range from 

( )40.5  57VDC VDC→
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Table 1: Technical characteristics of several types of batteries.

Opera�on 

T [ ]C0

Lifespan at 

20⁰C

energy 

density 

Wh/kg

Energy 

effeciency 

%

Faraday 

effeciency 

%

ElectrolyteType

-20 → 60500-200020-35%75-90%>99%H2SO4Pb

-40 → 60500-200040-60%70-87%>99%KOH
Nickl-

Cadmium

10 → 50500-250060-80%70-87%>99%KOH
Nickel-

metal alloys

-20 → 60500-4000100-20070-95%>99%LiPF6Lithium

The total cost of storing electrical energy (ba�ery cost) is expressed by 

the following formula [14]:

(7)
( )1 .

1

1. .
1

b
b

x L
x

batt b b x

esf R
r

α
−

=

 + =   + 
∑

bα : Capital per kilowa�-hour 

bR : Ba�ery cost 

bx : Number of ba�eries to be purchased over the life�me of the 

system 

bL  : Ba�ery life�me, which is typically less than the life�me of the 

system as a whole
r : Interest or infla�on rate 

es : Escala�on rate

Neglec�ng the opera�onal cost of the ba�ery, and taking into account 

the annual opera�ng and maintenance costs ( )yearkWh //$ OMbα , we find 

that the total cost of the ba�ery during the system life�me is:

(8). . 2b OMb bOM R facα=
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including: the area that the turbine can occupy (
wA ), the price of one square 

meter ( 2/$ m ) wS ,, as well as the interest factors (r ), infla�on (j), and the 

�me period of the project (system) N.

(4)1.. facASf www =

By entering the annual maintenance cost and the annual opera�ng 

cost, we can calculate the total cost over the life of the wind turbine system 

in terms of investment and maintenance costs.

(5). . 2w OMw wOM A facα=

OMwα : Annual cost of opera�on and maintenance

(6)
( )
( )

( )
( )1

1 1 12 . 1
11

y N
N

yy

es es esfac
r es rr=

  + + +   = = −     − ++   
∑

Which (es) is escala�on rate (for es=r we obtain Nfac =2 ).

3-3 Energy storage
There are different types of energy storage (ba�eries, hydrogen fuel 

cells, etc.). Storage is a cri�cal component of the energy system to ensure 

energy is available at all �mes. When selec�ng ba�eries, considera�ons 

must be given to the number of charge and discharge cycles, life�me, 

technology, depth of discharge, resistance, and cost. The following table 

shows the technical characteris�cs of several types of ba�eries.
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energy system include the small site (roo�op or adjacent garden), weather 

condi�ons, the type of cell technology, and financial costs [11].

The area occupied by the photovoltaic panels is expressed as a symbol 

( )2mAS , where the price per square meter is expressed as a symbol ( )2/$ mSα

. Therefore, the cost of photovoltaic panels, a�er taking into account the 

purchase price per square meter SS , we get:

(2). . 1PV S Sf S A fac=

The total annual cost a�er taking into account opera�ng and 

maintenance costs ( )yearmOMS //$ 2α  is as follows:

(3). . 2PV OMS SOM A facα=

Where 
( )
( )N

N

r
jfac

+
+

=
1
11

r : Interest factor. 

j : Infla�on factor. 

N : Project lifespan

3-2 Wind turbine
Electricity genera�on depends on wind speed, with slight changes in 

speed resul�ng in minor varia�ons in electricity genera�on. On the other hand, 

wind disturbances result in fluctua�ng power genera�on [12]. Therefore, a key 

requirement is to ensure as constant and stable electricity genera�on as 

possible. When designing, a wind atlas and accurate data are required.

The opera�onal cost of a wind turbine can be expressed by the 

following mathema�cal rela�onship, which is linked to several factors, 
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For new cabins or centers, it is preferable to build them from insula�ng 

materials according to the standard specifica�ons used and applied in this 

field. In areas with high solar radia�on (long periods of sunshine), it is 

preferable for the walls to be made of two layers of insula�ng materials, as 

shown in Figure (2). Therefore, the use of insula�ng materials is considered 

an important indicator of reduced electrical energy consump�on, and on the 

other hand, it is considered a posi�ve factor at the environmental level [10].

Thermal insulator

Air insulator

Communications 
equipment

Communications 
equipment

Fig 2: insulation materials 

3-1- Photovoltaics panels
Solar radia�on can be harnessed to generate electricity directly using a 

photovoltaic panel. However, the associated problem remains the high cost 

per wa� produced by the panel. One of the key requirements in designing a 

hybrid energy system is op�mizing the size of the photovoltaic panel. Factors 

that affect photovoltaic panel and must be considered when designing an 
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kI : Ini�al value of the project (ini�al investment)

PkS : The present value of implemen�ng each system element

YE : Annual energy required by the system

OMPk: Present value of opera�ng and maintenance costs

3. Outdoor cabinet design
Some sta�ons may be located outdoors to avoid weather factors, external 

influences, and mechanical protec�on. This requires good design for outdoor 

sta�ons. Some�mes (summer, for example), the center's internal climate plays 

a significant role in influencing the opera�on of the equipment. This requires 

the provision of insula�ng materials such as rigid insula�ng panels or insula�ng 

glass wool (rock wool, polystyrene, polyurethane, foam, and fibricated fiber), as 

shown in Figure (1). The concept of thermal insula�on and its applica�ons in 

centers are linked to the country's legal regula�ons and the encouragement of 

investments in this field. This solu�on of direct insula�on ensures that the 

internal temperature does not rise, thus reducing energy consump�on.

Fig 1: outdoor cabinet
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a diesel generator, and a storage system (ba�eries). These elements play an 

important role in the system's opera�on to be at its best performance.[5], [6].

2. Requirements
The basic requirements for supplying a communica�ons center must 

ensure public safety, long life, and con�nuous electrical power supply [7], [8].

The proposed power supply solu�on must achieve high efficiency in 

usage, energy consump�on, and reliable opera�on of the electrical equipment 

connected to the center. Some�mes, the power consumed can be an important 

indicator of the total power consump�on where the equipment is installed. 

The hybrid power system is designed to supply the equipment with the 

appropriate voltage, whether direct current, alterna�ng current, or both. To 

avoid high and prohibi�ve costs, an op�mal approach must be followed [9]. 

One of the design requirements is to combine costs with the poten�al 

u�liza�on of the system, achieving both economic and technical feasibility.

When choosing renewable or hybrid energy systems, they must achieve 

economic feasibility within acceptable limits compared to conven�onal 

systems or obtaining energy from the public grid, in addi�on to the goal of 

preserving the environment and reducing pollu�on and its harmful effects.

The total cost of the hybrid energy system is expressed by the following 

rela�onship:

(1)( )( )4
1

1
.k Pk Pkk

Y

f I S OM
E N=

= − +∑

k : Elements of a hybrid energy system (solar, wind, diesel generator, 

and ba�ery)

N : Project lifespan (system)
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1. Introduction
Many governmental and private organiza�ons and ins�tu�ons are 

working to u�lize renewable energy and increase its efficiency in the near 

future, depending on available resources. Renewable energy can be used to 

power wired and wireless communica�ons units using hybrid systems. 

U�lizing renewable energy reduces greenhouse gas emissions and lowers 

electricity consump�on in buildings, transporta�on, and electrical logis�cs 

applica�ons [1],[2]. Du to the posi�ve benefits of renewable energy, such as 

mi�ga�ng global warming and other environmental issues, it also reduces 

the consump�on of fossil fuels in electricity genera�on. This has prompted 

serious considera�on of u�lizing renewable energy, especially hybrid 

systems, to power wired and wireless communica�ons centers in remote 

loca�ons far from the public grid where electricity is unavailable [3], [4].

Renewable energy, with its high efficiency, can be a viable solu�on for 

many large investments. Therefore, governments must make regulatory, 

administra�ve, and legisla�ve efforts and create frameworks to s�mulate 

investments in this field due to its posi�ve advantages. The investment 

proposed in this research is securing electricity for a communica�ons center. 

Renewable energy sources include fuel cells, photovoltaics, wind generators, 

�dal, geothermal, and hydraulic. The investment proposed in this research 

combines renewable energy (photovoltaics and wind) with conven�onal 

energy (diesel). One of the posi�ve features of a hybrid system (energy and 

storage system) is the con�nuous provision of electricity from both sources or 

one of them, thus achieving reliable electricity supply. In this research, the 

hybrid system will be reviewed in terms of design, calcula�on, size, and control. 

The system includes the following components: photovoltaics, a wind turbine, 
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Abstract
Wireless and op�cal communica�on units are becoming more 

widespread nowadays, especially in rural areas. Therefore, feeding electricity 

has become essen�al for the con�nuity of services. As a result of economic 

and social development, there has been an urgent need to supply electrical 

power for the basic requirements of wired and wireless telecommunica�ons 

equipment. This is linked to public safety, long life, and connec�on to 

uninterrup�ble power systems to ensure con�nuous power supply, whether 

from renewable energy sources or tradi�onal diesel systems. This research 

studies and designs a renewable energy (solar) power system to power 

telecommunica�ons equipment. The proposed power system consists of the 

following main components: photovoltaic panels, a wind turbine, an energy 

storage system (ba�ery), in addi�on to the tradi�onal power system 

represented by a diesel generator. The study addresses several principles, 

including reliance on meteorological informa�on and the condi�on of the 

ba�ery used in this system. This type of system offers the following benefits: 

reduced fuel consump�on, lower CO2 emissions, and lower logis�cal costs.
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density mmWave environments. It adds a lot of benefits to the proposed 

system because it dynamically distributes power, which enables the system 

to adapt to user density and fluctua�ng network condi�ons, thus greatly 

reducing interference and resource compe��on. Future research will focus 

on significant improvements in system performance through be�er power 

alloca�on and user scheduling in RIS-enabled systems, in par�cular. The 

latency model is to be examined in some prac�cal condi�ons, such as queuing 

delays, handover effects, and packet retransmissions.
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Fig. 12. Fairness index versus against SNR for three different scenarios with optimization 
technique

4. Conclusions 
The proposed system achieves substan�al enhancements in SE and 

throughput via the implementa�on of CR spectrum detec�on and intelligent 

phase shi� op�miza�on across diverse user configura�ons inside the 

mmWave environment. Studies show that adding RIS to CR-based mMIMO 

coopera�ve NOMA systems greatly lowers latency and packet loss while 

raising the fairness index, especially when there are a lot of users. The 

findings indicate that RIS-assisted coopera�ve NOMA is an op�mal selec�on 

for future 6G networks, as it diminishes interference, enhances signal quality, 

and op�mizes system performance under high mobility. The study’s findings 

confirm the significant improvement and increasing importance of Q-learning 

approaches in reducing latency, packet loss, and the fairness index in high-
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Observe  the varia�on of the fairness index as a func�on of SNR across 

three dis�nct systems in Figure 12: mMIMO coopera�ve NOMA, mMIMO CR 

coopera�ve NOMA, and mMIMO CR coopera�ve NOMA with intelligent RIS, 

and systems u�lize the Q-learning approach. When the SNR is low, par�cularly 

at 5 dB, the system becomes unstable as it fails to provide equitable power 

distribu�on among users under adverse signal condi�ons, resul�ng in the 

loss of advantages from CR and RIS owing to significant interference. 

Addi�onally, Q-learning may struggle to balance explora�on, seeking 

superior solu�ons, and exploita�on by selec�ng the most effec�ve known 

ac�on, resul�ng in instability and subop�mal fairness. 

With 100 users and 40 dB SNR, the fairness index performance levels 

for the three systems are 0.71851, 0.71214, and 0.72123, respec�vely. When 

comparing the performance of the fairness index ra�o before and a�er using 

Q-learning, we find that the fairness index improvement rate for the three 

systems reached 20.9%, 20.4%, and 20%, respec�vely. Q-learning and RIS 

provide an effec�ve approach to enhance fairness in coopera�ve NOMA 

systems by dynamically distribu�ng power and op�mizing signal condi�ons 

for weaker users, hence providing a more equitable performance across all 

users. These outcomes surpass those of [50-55].
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the NOMA coopera�ve mMIMO CR system, and the mMIMO coopera�ve 

NOMA CR system combined with intelligent RIS. The system is rather unstable 

in terms of fairness across different configura�ons and SNR levels, with 

fairness values that don't change much. CR and RIS seem to have li�le effect 

on jus�ce, since they don't change much from the basic coopera�ve NOMA 

system. S�ll, they have certain benefits, including higher signal quality and a 

be�er user experience. Also, fairness is constrained by things like how power 

is shared, who uses the channel, and how the channel is set up, which don't 

change much between different setups. The performance of the three 

systems is approximately equal to the SNR of -15 dB and then begins to 

diverge. At an SNR of 40 dB, the fairness index ra�ngs for the three systems 

are 0.47, 0.658, and 0.48, respec�vely, with 100 users.

Fig. 11. Fairness index versus SNR for three different scenarios
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NOMA, and mMIMO CR coopera�ve NOMA with intelligent RIS integra�on 

with Q-learning logarithm. At a user density of 50, the packet loss performance 

of three systems is 9%, 12%, and 1%, and at the user density of 100, the 

packet loss performance of three systems is 17%, 18.5%, and 13%, 

respec�vely, at the SNR of 40 dB. The results show that u�lizing Q-learning in 

conjunc�on with RIS greatly simplifies the problem of dealing with packet 

loss in dense coopera�ve NOMA systems. This method dras�cally reduces 

packet loss rates in situa�ons with a high concentra�on of users. These 

results surpass those of [44-54].

Fig. 10. Packet loss vs. user density for three different scenarios with Q-learning 
logarithm

Figure 1 1 displays the fluctua�on in the fairness index in rela�on to 

SNR across three separate systems: the NOMA coopera�ve mMIMO system, 
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Figure 9 shows how packet loss varies with the number of users in 

three different systems: mMIMO coopera�ve NOMA, mMIMO CR coopera�ve 

NOMA, and mMIMO CR coopera�ve NOMA with intelligent RIS. At a user 

density of 50, the packet loss performance of three systems is 22%, 22.5%, 

and 21%, and at the user density of 100, the packet loss performance of 

three systems is 23.5%, 23.75%, and 22%, respec�vely, at the SNR of 40 dB. 

An increase in users results in greater interference and diminished resources, 

adversely affec�ng all systems. Op�mal placement of RISs, phase adjustments, 

and addi�onal strategies, such as user clustering and improved power 

distribu�on, can op�mize performance.

Fig.  9. Packet loss against user density for three different scenarios with optimization 
method  

Figure 10 shows how packet loss changes with the number of users in 

three different systems: mMIMO coopera�ve NOMA, mMIMO CR coopera�ve 
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Figur e 8 exhibits the varia�on in latency rela�ve to the number of 

users across three dis�nct systems: mMIMO coopera�ve NOMA, mMIMO 

CR coopera�ve NOMA, and mMIMO CR coopera�ve NOMA integrated with 

intelligent RIS u�lizing a Q-learning algorithm. At a user density of 52, the 

latencies recorded are 0.21, 0.23, and 0.20 ms. With 100 users, the latencies 

for mMIMO coopera�ve NOMA, CR mMIMO coopera�ve NOMA, and CR 

mMIMO coopera�ve NOMA systems with the intelligent RIS of 40 dB SNR 

are 0.47, 0.51, and 0.45 ms, respec�vely. These results are be�er than 

those of [44-53]. Compared to the previous result, we find an improvement 

of 38.2%, 37.8%, and 38.4% for three scenarios due to a reduc�on in 

latency due to the use of the Q-learning algorithm for diverse power 

alloca�on strategies based on the varia�on of user density, which leads to 

greater stability in access �me.

Fig. 8. Latency versus user density for three different scenarios with optimization 
algorithm  
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The latency performance of mMIMO coopera�ve NOMA and mMIMO 

CR coopera�ve NOMA using intelligent RIS systems was 6.8% and 5% be�er 

at 50 users, respec�vely, than mMIMO CR coopera�ve NOMA, which had a 

latency of 0.31 ms. At a user density of 100, mMIMO coopera�ve NOMA and 

mMIMO CR coopera�ve NOMA using intelligent RIS systems had 9.5% and 

6% be�er latency performance than mMIMO CR coopera�ve NOMA, which 

had a latency of 0.87 ms at the SNR of 40 dB; the outcomes surpass those of 

[44]. The mMIMO CR coopera�ve NOMA with an intelligent RIS system has 

superior latency performance, even at elevated user densi�es, posi�oning it 

as a formidable op�on for high-density 6G networks where interference 

control is essen�al.

Fig. 7. Latency vs. user density for three various systems
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the impact of user density by improving channel condi�ons and reducing 

interference, especially in high-user-density scenarios.

 
Fig. 6. Throughput versus user density of mMIMO DL CR cooperative NOMA users with 

and without intelligent RIS

Figu re 7 illustrates how latency varies with the number of users in 

three systems: mMIMO coopera�ve NOMA, mMIMO CR coopera�ve NOMA, 

and mMIMO CR coopera�ve NOMA with intelligent RIS. As user compe��on 

for limited resources intensifies, network conges�on and interference occur, 

leading to increased latency with more user density. mMIMO CR coopera�ve 

NOMA regularly exhibits higher latency than tradi�onal NOMA u�lizing the 

mMIMO method and mMIMO CR coopera�ve NOMA with RIS [52]. The 

heightened latency is due to the requirement to implement a coordina�on 

layer and perform channel sensing, which introduces further latencies from 

interference management and channel access. 
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F ig. 5. Throughput against mobility speed for 100 mMIMO DL CR cooperative NOMA 
users with and without intelligent RIS

Figure 6 shows the mmWave mMIMO DL CR coopera�ve NOMA PD 

system with and without intelligent RIS. It shows the throughput and user 

density for different user numbers. Throughput reduces with the rising user 

density. The group of 1000 users achieved throughputs of 0.01 and 0.05 

Gbps/Hz, as well as 0.21 and 1.1 Gbps/Hz, without and with intelligent RIS, 

at the SNR of -20 and 40 dB, respec�vely. A cohort of 50 users achieved 

throughputs of 0.1 and 0.33 Gbps/Hz, as well as 3.76 and 17.51 Gbps/Hz, 

without and with intelligent RIS, at SNR levels of -20 and 40 dB, respec�vely. 

The findings are be�er compared to those in [49].

As the user base expands, performance generally declines due to user 

interference and resource alloca�on. In coopera�ve NOMA systems, it is 

common for mul�ple users to compete for iden�cal resources. RIS mi�gates 
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Figure 5a-b shows the throughput and mobility speed (from 0 to 350 

km/h) for 100 users in the coopera�ve NOMA PD system with mmWave 

mMIMO DL CR technology, with and without the intelligent RIS. As speeds 

increased, the throughput decreased due to Rayleigh mul�path vanishing.

Figure 5-a demonstrates that a system with a (-20 dB) SNR undergoes 

a more rapid decrease in throughput when mobility speed escalates, unlike 

the system using RIS. Mobility rates of 50 km/h intensify system a�enua�on, 

resul�ng in a significant reduc�on in throughput. The poor SNR causes the 

signal quality to deteriorate to such an extent that augmenta�on of 

transmission power is unable to maintain an acceptable throughput level; 

the results achieved surpass the findings of [49].

The system illustrated in Figure 5-b has the SNR of 40 dB. At low 

mobility rates (0 to 30 km/h), throughput is improved, especially with the 

application of RIS. The RIS enhances signal reception by efficiently 

reflecting or refracting signals in the desired direction. As mobility 

increases, the throughput decreases. RIS has no impact on enhanced 

throughput at high speeds (up to 350 km/h) compared with systems 

without RIS [51]; the obtained results are better. At a higher SNR level of 

40 dBm, throughput always shows that greater transmission of power 

reduces losses caused by mobility.
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a�ributed to the fact that the RIS system improves signal quality by reducing 

interference and enhancing channel gain. This is evident in the large changes 

in the percentage of 1000 users. The results are be�er than [13-48-50].

Fig. 3. SE versus SNR for 4 different groups of mMIMO DL CR cooperative NOMA users 
with and without intelligent RIS

Fig. 4. Throughput vs. SNR for 4 different groups of mMIMO DL CR cooperative NOMA 
users with and without intelligent RIS
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and without intelligent RIS and CR, with the impacts of mobility speed and 

network density on throughput and latency across different user densi�es.

Table .1 presents comprehensive details on the simulator settings employed for 
modeling proposal system networks

Parameter Value

Number of Users  50 to1 000
Mobility Speeds 0 to 350 Km/h

Number of Antennas 256x256 

RIS Configura�on 512x512 

SNR (dB) -20 to 40 

Modula�ons 1024 QAM

Path-loss exp. 2.7

BW  30 G Hz
Cellular type Microcells

Frequency Range 26 GHz to 40 GHz

 Figure 3 shows the SE and SNR for 50 and 1000 users in the mmWave 

mMIMO DL CR coopera�ve NOMA PD system. The SE improved as the SNR rose. 

The group of 50 and 1000 users reaches a maximum SE of 2.0201 and 0.0952 

bps/Hz, respec�vely, when the combina�on system is used with the intelligent 

RIS; the SE is enhanced by 72% and 58%, respec�vely, at the SNR of 40 dB.

The throughput and SNR for 50 and 1000 users in the mmWave mMIMO 

DL CR coopera�ve NOMA PD system are shown in Figure 4. The throughput 

improved as the SNR increased. The groups of 50 and 1000 users reach a 

maximum throughput of 12.2143 and 0.5692 Gbps, respec�vely, when the 

combina�on system is used with the intelligent RIS; the throughput is 

boosted by 76.2% and 98%, respec�vely, at the SNR of 40 dB.

The RIS system significantly improves the SE and throughput of the 

proposed system, especially as the number of users increases. This is 
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Algorithm 1. Q-Learning algorithm

1. Initialize the Q-Table and hyper parameters ( ), , , , , α γ ε λ µ β

2. Commence ε : 

a) Initialize state s , encompassing , ,  alloc LossSINR P and P R for 

each user.

3. In the   ε of convergence or maximum iterations:

a) Select action according to the ε -greedy policy.

b) Implement action ( KP ) and monitor: 

• Subsequent state 's .

• Reward ( ), R s a  is determined by delay, packet loss, and 

fairness.  

c) Revise Q-value: 

 ( ) ( ) ( ) ( ) ( ),   ,    * ( ,    *  ', '   , .Q s a Q s a R s a maxQ s a Q s aα γ→ + + −

d) Update state   '.s to s

4. End ε :

a) Derive the best strategy for latency, packet loss, and equity.

5. Implement an effective power allocation strategy.

6. End.

3. Simulation Results and Discussion
The simula�on parameters for the proposal systems model in 6G 

networks can be seen in Table 1. The results indicate the rela�onship between 

the scalability of these systems and the rise in user count, SNR, and 

throughput. The charts depict the results of many mMIMO coopera�ve 

NOMA scenarios, emphasizing the dis�nc�ons between configura�ons with 
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 { }1 2 K, , ,a P P P= …                                                                                      (30)

a  represents the power loca�on of each user, determined by  ò  the   

probability of explora�on.

( ) ( )
1

1,
K

k Loss k
k

R s a L P R F
K

µ β
=

= − + ⋅ + ⋅∑
                                               (31)

Based on the Bellman equa�on, Q-learning updates Q-values,

( ) ( ) ( ) ( ) ( ), , , ' ', ' ,Q s a Q s a R s a a maxQ s a Q s aα γ ← + + −           (33)

Q-value for state s and ac�on a; α = learning rate. Discount factor (γ 

factor). The maximum Q-value for the subsequent state sʹ over all poten�al 

ac�ons sʹ. The procedure runs un�l Q values converge or for a set number of 

itera�ons. A�er that, the latency, packet loss and fairness are determined 

using equa�ons (27, 29 and 30) respec�vely.
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Where L  is latency, ( )f SNR  is the channel-dependent factor for 

different channel models and user setups.

For each user, packet loss  lossP  occurs if their SINR falls below a 

specified SINR threshold, 

 

1  
0                            

threshold
loss

if SINR SINR
P

otherwise
<

= 
                                                  (28)

( )2K
kk 1

K 2
kk 1

 

K

r
F

r
=

=

∑
=

⋅

∑
∑                                                                                          (30)

where F  is fairness, k r  represents user 'k s  throughput, kL  represents 

user 'k s  latency, and β  balances latency and fairness. The coopera�ve 

NOMA throughput, latency, and packet loss op�miza�on approach is 

thoroughly analyzed, as seen in logarithm 1, focusing on the mathema�cal 

aspects of logarithmic power distribu�on and its effect on latency, packet 

loss and fairness index calcula�on. A broad goal is,

1

K

k
k

R r L Pλ µ
=

= − ⋅ − ⋅∑
                                                                              (31)

where R is System performance reward. kr  is user k  throughput. K  

user total. L  system aggregate latency. P  System-wide packet loss. The 

weight factor λ  balances throughput and latency. µ  Weight factor for 

packet loss reduc�on. Each state s encapsulates per�nent a�ributes of the 

system:

 { }1 2 K 1 2, , , ,  ,  , , ,alloc Ks SINR SINR SINR P PLR PLR PLR= … …                      (32)

where power alloca�on ,allocP  user k  ( LossP R) packet loss ra�o. Power 

alloca�on to each user is ac�on as,
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( ) ( ) ( ) ( )k k k k k,p t t p t v t cos sinθ θ + ∆ = + ∆ ⋅                                                  (18)

Mobility speed in m/s is represented by vi MobilitySpeeds∈ . Modeling 

the BS-user channel uses path loss, small-scale fading, and user mobility. For 

user k  at distance ( )kd t , the path loss is [48],

( ) ( )k
k

4 d t
PL t

α
π
λ

−
 

=  
                                                                                     (19) 

All users' small-scale fading is modelled as Rayleigh fading channels. At 

�me t , the BS-user  k channel matrix ( )kH t  is,

 ( ) ( ) ( ) ( )( )k k k kH t PL t G t jB t= ⋅ +
                                                        (22)

The real and imaginary channel sec�ons are modelled by independent 

and iden�cally distributed Gaussian random matrices ( )kG t  and ( )kB t . RIS 

channels connect users to the RIS. ( ),RIS kH t  represents the channel matrix 

for RIS-assisted user k  at �me t  [49],

 ( ) ( ) ( ) ( ) ( )( ), , , ,RIS k RIS k RIS k RIS kH t PL t t G t jB t= ⋅Φ ⋅ +
                                  (23)

The real and imaginary components of the channel from RIS to user k 

are ( ) ( ), , and RIS k RIS kG t jB t .

( )
( ) ( )
( ) ( )

2
,

, 2

, 0

k RIS k
RIS k

j RIS kj k

P t H t
SINR t

P t H t N
<

⋅
=

⋅ +∑                                                   (25)
D SE BW= ×                                                                                               (26)

where D is data rate (bps).

( ) Data SizeL f SNR
D

= ×
                                                                          (27)
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where I  is user interference. RIS signal intensity is greatly improved by 

op�mizing phase shi�s. Define op�miza�on issue: 

 
2

RISmax H
θ                                                                                                    (13)

Combining all components creates this coopera�ve NOMA system with 

RIS and CR for SE. Both direct and RIS-assisted user-BS connec�ons employ 

the Rayleigh fading channel model. The user 'k s  effec�ve NOMA system 

with RIS channel is,

 ,k k kgH
eff dh H H= + Θ                                                                                    (14)

The SE for user k in a NOMA system with RIS [46] is,

 

2
k ,k

k 2 2 2
,k

log 1 eff

i eff ii

P h
SE

P h σ
<

 
 = +
 + ∑                                                                  (15)

Calculate throughput T  as,

 total availT SE B= ×                                                                                        (16)

To calculate throughput with and without RIS, alter user density by 

changing the number of users k  depending on area size A and density ρ, 

K Aρ= × . Thus, user density affects throughput [47],

 ( )/  /  ,
1

A

with without RIS with without RIS k
k

T SE
ρ

ρ
×

=

= ∑                                                                              (17)

Changes in distance and rela�ve veloci�es alter channel condi�ons 

when users move randomly. Let,  ( ) ( ) ( )k k k,  p t x t t =   represent user 'k s  

posi�on at �me t. kv  represents user iii's speed. kθ  represents user 'k s  

random movement direc�on. The posi�on of user k at �me t t+ ∆  is,
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Fig. 2 illustrates mMIMO PD DL CR mMIMO cooperative NOMA with  users employing 
intelligent IRS and mm-Wave methodologies

The RIS-assisted communica�on connec�on C SI channel model is,

RIS dH G H= Θ                                                                                                                   (10)

The BS-RIS channel is represented by RISN M
dH ×∈ , whereas the RIS-

user channel is .RISN NG ×∈  The diagonal matrix 1 2( , , , NRISjj jdiag e e e θθ θΘ = …

represents the phase shi�s caused by the RIS elements. The user  received 

this RIS signal [42],

 k k k kgRIS H H
dH x H x z= + Θ +                                                                                  (11)

where kg  is the RIS-user channel.

 

2

0

k RIS
RIS

P H
SINR

I N
⋅

=
+                                                                                          (12)
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User index  k (1st user has most power). In coopera�ve NOMA, user 

'k s  received signal is,

 
k k

n 1

K
H

k k ky H P x z
=

= +∑
                                                                                   (6)

kx  is the transmi�ed signal, kP  is the power (higher for poorer channel 

condi�ons), and kz  is noise at user k . SIC lets be�er channel users decode 

and delete weaker channel users' signals before decoding their own. The 

SINR for k  users as [11],

 01,

k k
k K

j jj j k

P hSINR
P h N

= ≠

⋅
=

⋅ +∑                                                                                            (7)

For coopera�ve users, SINR addi�onally accounts for relayed signals [44],

 

1

 
1

k

coop k j
j

SINR SINR SINR
−

=

= +∑
                                                                     (8)

Calculate the thk  user's kSE ,

 
( )2log 1k coop

BSE SINR
K

= +
                                                                            (9)

The diverse reflec�ve elements of the intelligent RIS device can alter 

the phase of incoming electromagne�c waves, hence improving 

communica�on quality, as seen in Figure 2.
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distribu�on is employed to determine the real and imaginary channel 

coefficients for Rayleigh fading.

k k k
Hy H x z= +                                                                                              (2)

where x  is the BS broadcast signal,  ( )2
k 0,z C σ∼  is the AWGN with 

variance 2σ .  CR comprises PUs, who are authorized to u�lize certain 

frequency bands, and SUs, who can access unoccupied spectrum without 

disrup�ng the PUs. Spectrum sensing methodologies allow PUs to detect 

available channels. A power discovery technique is employed to assess 

channel occupancy by monitoring power levels, while the presence of 

primary users is iden�fied using prior knowledge of their signal characteris�cs, 

mathema�cally described as follows.

 [ ] 2

1

N

n

E n
=

=∑                                                                                              (3)

The receive signal [ ]n , N  samples. The spectrum sensing decision 

rule is [44], 

  
Decision

H if�E » spectrum�available

H if�E » spectrum�occu
�

� � �
�

0

1 ppied� �
�
�
�

��

E  is the signal energy and λ  is the detec�on threshold. The available 

bandwidth, availB , is determined as follows,

 avail total occupiedB B B= −                                                                                      (4)

occupiedB represents the bandwidth u�lized by PUs ascertained using 

spectrum sensing. NOMA mul�plexes PD users to share �me-frequency 

resources. Channel condi�ons determine user power levels. The total power 

Pt is allocated among users based on their channel condi�ons. 

 
1

k tP P
k

= ⋅
                                                                                                          (5)
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Fig.1 illustrates mMIMO PD DL mMIMO cooperative NOMA 
with k users employing CR and mmWave technology

In mMIMO, each BS possesses several antennas ( M ) and accommodates 

mul�ple users ( N ). The mMIMO will physically mul�plex many users and 

focus energy in narrow beams on each user, enhancing data rates and 

spectrum efficiency. The mMIMO channel is represented for each user as a 

Rayleigh fading channel matrix. When there is no LoS path between the 

transmi�er and receiver, Rayleigh fading happens. This makes the received 

signal made up of several separate, sca�ered parts.  Modeling the BS (with 

M  antennas) for user k  channel, the 1
k

MH ×∈  channel vector connec�ng 

the BS to the k th−  user [42].

 k k,1 k,2 k,, , , T
MH h h h = …                                                                              (1)

where  is the system user index. k,Mh  is the channel coefficient between 

the kth user and the transmit antenna. TM  is the number of BS or transmi�er 

transmi�ng antennas. The coefficient of the Rayleigh fading channel 

between the m th−  antenna at the BS and the k th−  user is denoted by the 

complex Gaussian random variable ( ), 0, kk mh C β∼  . User k  perceives kβ  

as large-scale route loss and shadowing. A formalizable univariate Gaussian 
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The impact of different mobility speeds on the effec�veness of CR 

mMIMO DL coopera�ve NOMA networks, ranging from 0 to 350 km/h, is 

analysed, considering scenarios with and without RIS. This element is crucial 

for understanding the robustness of intelligent RIS-assisted systems for high-

mobility users. 

The examina�on of user density and the impact of latency, packet loss, 

and SNR on fairness index throughput demonstrates the scalability of NOMA 

collabora�ve DL systems and suggests improvements to the network 

architecture.

This work employs a Q-learning algorithm to enhance power alloca�on, 

providing an adap�ve method that enables the system to learn and modify 

power distribu�on according to network circumstances, hence op�mizing 

latency, packet loss, and fairness index.

The succeeding por�ons of this work conform to this structure. Sec�on 

II offers a detailed examina�on of the proposed models and approaches. 

Sec�on III outlines the simula�on parameters and reports the results. Sec�on 

IV delineates the outcomes of these endeavours.

2. System Model 
This study inves�gates wireless networks. The network comprises 

several mMIMO DL coopera�ve NOMA user groups that employ CR 

integra�on and mm-Wave technology as shown in Figure 1. Users are 

posi�oned at varying distances from the BS, leading to varied received power 

levels. The network u�lizes 512-quadrature amplitude modula�on (QAM). 

Number of  users and the opera�ng principles of coopera�ve NOMA inside 

the power domain (PD).
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performance of the NOMA-enhanced network [36]. To promote the use of 

NOMA systems among users with equivalent transmission power, the 

creators of [37] improved uplink communica�on by the incorpora�on of 

ac�ve and passive RIS. The objec�ve of formula�ng a hybrid user clustering 

and RIS alloca�on approach was to improve the implementa�on of the 

NOMA scheme and op�mize the system's aggregate rate [38]. The 

effec�veness of the RIS-enhanced NOMA network was analysed in [39], 

concentra�ng on energy efficiency in both delay-tolerant and delay-

constrained modes. The authors of [40] developed a deep learning framework 

and assessed the RIS-assisted CR-NOMA system to forecast ergodic 

performance.

Currently, most research is on beamforming design employing RIS. 

Nevertheless, there are several peculiari�es regarding our job. While no 

CR-NOMA network system model [41] presently exists, passive beamforming 

on RIS is the preferred approach a�er some simplifica�ons. Therefore, the 

op�miza�on procedures differ from our work. Thus, due to the characteris�c 

op�miza�on problem presented in [42], even when using analog 

conven�ons. The method examined in [43] differs significantly from ours in 

that we aim to op�mize SE and throughput using the CR coopera�ve NOMA 

mMIMO network with DL assisted by intelligent RIS. The principal 

contribu�ons encompass

This study introduces a unique mMIMO DL cooperative NOMA 

system for many users inside a 6G mmWave communication framework 

and utilizes clever intelligent RIS and CR. To demonstrate its scalability 

and adaptability in user-dense contexts, we evaluate it with different 

user counts (50 and 1000). 
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SNR, the impact of resource alloca�on is negligible. The authors performed 

a comprehensive examina�on of the efficacy of en�re transmit power 

systems with STAR-RIS [27-28]. The evalua�on of performance was conducted 

concerning both fault-free and non-fault-free cascade interference 

cancella�on, as indicated in [29]. A comparison between NOMA and OMA 

communica�on systems was conducted in [30] within the context of phase-

shi�ed coupled STAR-RIS.

The no�on of RIS systems has become significant as an economical 

op�on for 6G wireless networks. Numerous coopera�ve NOMA configura�ons 

u�lizing RIS have been men�oned in the literature. The downlink (DL) 

transmissions of a system model comprising one BS, two users, and one 

receiver-input-signal were analyzed in the work referenced as [31]. The 

concept of u�lizing coopera�ve NOMA resulted in a reduc�on of the overall 

transmi�ed power. The study in [32] examined the applica�on of RIS to 

enhance the efficiency of cell border users in a SWIPT NOMA system, where 

data is sent from a user at the cell core to a user at the cell boundary. In [33], 

researchers examined a two-stage RIS-assisted transmission approach for 

coopera�ve NOMA networks with SWIPT, which may enhance the a�ainable 

rate for strong users while maintaining the service quality requirements of 

weak users.

The future of wireless networks is characterized by CR NOMA. Mul�ple 

networks can share a single frequency due to CR's sophis�cated monitoring 

and decision-making, enhancing spectrum u�liza�on [34]. NOMA enhances 

connec�on, equity, and SE by allowing many users to share �me, code, and 

frequency resources [35]. The ergodic capacity and outage probability (OP) 

were assessed from the fundamental cri�cal route to evaluate the 
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communica�on is una�ainable with tradi�onal RIS systems that rely solely 

on reflec�on. A proposed solu�on to this issue, as shown in [21], is STAR-RIS, 

which denotes simultaneous transmission and reflec�on employing RIS.

Recent research on mMIMO-NOMA in mmWave/THz networks has 

predominantly overlooked user clustering in favor of performance analysis. 

To meet the increased expecta�ons for spectral efficiency and mul�ple user 

connec�ons in 6G, NOMA-enabled networks must also include organiza�onal 

user grouping. Moreover, user clustering in networks func�oning in low-

frequency bands has garnered considerable study a�en�on, but mmWave/

THz networks remain largely unexamined. Nonetheless, inves�ga�ons on 

user pairing in the context of clustering users within a MIMO-NOMA system 

are limited to a restricted number of users [22-23]. Recent studies classify 

users as cellular or device-to-device (D2D) via a cluster-matching technique 

grounded in channel correla�on [24]. 

This method converts user clustering into a polynomial problem. 

Despite its general simplicity, a hurdle in learning-assisted clustering systems 

is the insufficient ini�aliza�on of cluster heads. The efficacy of the STAR-RIS-

based system for simultaneous transmission and reflec�on in fading channels 

has been previously examined by a compendium of authors [25-26]. The 

findings indicate that STAR-RIS surpasses conven�onal RIS in NOMA systems, 

especially for users located at the cell periphery lacking a direct line of sight 

(LoS) to the base sta�on (BS). The authors illustrated that in low signal-to-

noise ra�o (SNR) scenarios, the inverse dispropor�onate alloca�on of 

resources in STAR-RIS can offset the BS's uneven power distribu�on, 

establishing that NOMA u�lizing STAR-RIS remains effec�ve despite the 

absence of a direct link between the BS and the users. In areas with a high 
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Various mul�ple-access algorithms exist, including non-orthogonal 

mul�ple access (NOMA). As seen in [7-8], NOMA can increase spectral 

efficiency (SE) and user throughput service. Receivers in mobile devices 

reduce beam-induced interference by the applica�on of successive 

interference cancella�on (SIC) techniques. According to [9], the fundamental 

concept of NOMA allows for the integra�on of many users by categorizing 

them based on cost or �me. The greater the number of individuals u�lizing 

NOMA, the more orthogonal resources become available [10-11]. The 

advancement of NOMA is an�cipated to address these difficul�es. These 

systems efficiently accommodate a substan�al number of users owing to 

their op�mized architecture and reduced resource consump�on [12]. A 

compelling op�on that demonstrates the poten�al for enhancing data 

throughput in mmWave and THz communica�on systems is massive mul�ple-

input mul�ple-output (mMIMO) NOMA [13-14].

Cogni�ve radio (CR) technology is an effec�ve method for spectrum 

management, providing opportunis�c, on-demand connec�ons that resolve 

capacity challenges in tradi�onal licensed wireless communica�on networks. 

Primarily, in CR-based networks, there are PUs, or authorized users, and SUs, 

or unauthorized users. The SUs aims to exploit any opportuni�es that arise 

while they contend with the PUs for licensed spectrum [15-16]. Consequently, 

CR technology will be essen�al in the advancement of future wireless 

networks and in mee�ng their exceedingly quick demands [17].

An approach to crea�ng intelligent and efficient radio configura�ons is 

the idea of reconfigurable intelligent surfaces (RIS) [18- 19-20]. A compila�on 

of passive reflec�ng elements (RE) forms RIS, which systema�cally alter the 

phase and amplitude of incoming signals. However, comprehensive spa�al 
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1. Introduction
Every genera�on of wireless networks, from first-genera�on (1G) to 

sixth-genera�on (6G), has seen enhancements in capacity and quality of 

service [1-3]. Establishing a 6G network necessitates surmoun�ng several 

technological challenges, such as the implementa�on of intricate coding 

methodologies, enhanced frequency bands, and the development of novel 

antenna technologies. The 6G wireless network aims to achieve several 

goals, including reduced latency, increased throughput, extensive connec�on, 

and enhanced energy and spectrum economy. The volume of data 

transmission has increased markedly recently due to the widespread use of 

intelligent devices and equipment. Significant advancements have been 

made in the terahertz (THz) and millimeter-wave (mmWave) domains to 

meet the an�cipated high demand [4-6]. To commence the 6G network, it is 

important to tackle technological problems such as the improvement of 

coding procedures, the op�miza�on of frequency bands, and the 

advancement of antenna technology. 6G technology is expected to transform 

several industries upon its implementa�on due to its ability to provide 

enhanced degrees of immersion and engagement. The included industries 

include healthcare, transporta�on, and entertainment. Future communica�on 

networks are expected to demonstrate a substan�al demand for 6G wireless 

technology. Wireless devices and services, including VR/AR, the Internet of 

Everything, and virtual reality, are seeing increased popularity and widespread 

acceptance, hence presen�ng new obstacles to create wireless networks of 

the future. The demand for varied data transfer, increased connec�on 

density, reduced latency, and op�mal bandwidth u�liza�on intensifies these 

challenges.



E180

Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

Abstract
This study examines spectral efficiency (SE) and throughput throughout 

a spectrum of user densi�es (from 50 to 1000 users), user mobility speeds (0 

to 350 km/h), latency, packet loss, and fairness index, within a wide range of 

signal-to-noise ra�os (SNRs).  The analysis includes a number of different 

situa�ons, such as (i) coopera�ve non-orthogonal mul�ple access (NOMA) 

with massive mul�ple-input mul�ple-output (mMIMO), (ii) mMIMO 

coopera�ve NOMA integrated with cogni�ve radio (CR), and (iii) CR-assisted 

mMIMO coopera�ve NOMA enhanced with reconfigurable intelligent 

surfaces (RIS). All of these are part of 6G millimeter-wave (mmWave) 

networks. The study inves�gates the enhancement of latency, packet loss, 

and fairness index in proposed systems by a unique approach that dynamically 

op�mizes power distribu�on via a Q-learning algorithm. The mathema�cal 

clarifica�on of each equa�on provides a comprehensive understanding of 

signal recep�on by users, the dynamics and implica�ons of CR, and the 

influence of intelligent RIS op�miza�on on it. The results show that adding 

the IRS improves resource alloca�on, makes users perform be�er in crowded 

areas, lowers latency and packet loss, and raises the fairness index by 

reducing interference and making channel access more efficient, especially 

when using the suggested op�miza�on algorithm.  The results help 6G 

technology move further with scalable and efficient communica�on 

networks. 

Keywords: coopera�ve NOMA, Massive MIMO, CR, reconfigurable 

intelligent surfaces (RIS), SE, millimeter wave (mmWave).
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 Conclusion
Based on this study, it was found that it is essen�al to conduct a 

comprehensive analysis of the physical and chemical proper�es of 

groundwater in Salah Al-Din before using it for irriga�on, due to its significant 

impact on soil and agricultural produc�vity. It is also important to assess the 

suitability of well water for various types of crops in order to ensure effec�ve 

agricultural planning, be�er u�liza�on of arable land, and higher yields. The 

results indicated that the electrical conduc�vity of water plays a significant 

role in the growth and produc�vity of many agricultural crops. High salinity 

levels were observed in the groundwater of Salah Al-Din Governorate, 

exceeding the permissible limits for irriga�on water, in addi�on to elevated 

concentra�ons of heavy metals. Therefore, the study recommends the 

treatment of groundwater before its use in irriga�on, to avoid any poten�al 

risks to the environment, plants, and consequently, human health.
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The following table is for one of the wells in the studied area which 

shows the effect of EC on crop yield where EC value was 7.42:

(Table1: salinity effect on plants and crop yield for location 1)

Crop ECen ECmax ECe Yield

Barley 8 28 7.42 100

Co�on   7.7 26.9 7.42 100

Sugar beet 7 24 7.42 97.522

Date palms  4 31.8 7.42 87.688

Wheat   6 20.1 7.42 89.918

Maize   1.7 10 7.42 31.36

Potato    1.7 10 7.42 31.36

Beas        1 6.3 7.42 21.98-

Onions   1.2 7.5 7.42 0.48

Rice         3 11.3 7.42 46.96

Citrus (Orange) 1.7 8 7.42 29.28

Groundnut   3.2 6.6 7.42 65.88-

Carrots              1 8.1 7.42 10.12

Apricot             1.6 5.8 7.42 39.68-

Peas                  1.5 11.3 7.42 17.12

Le�uce              1.5 9.8 7.42 28.96

Broccoli           2.8 13.7 7.42 57.496

Grapes                1.5 12 7.42 43.168

Alfalfa                  2 15.7 7.42 60.434

Sugar cane 1.7 18.6 7.42 66.252

Clover Barseem 1.5 19 7.42 66.256

Sorghum            6.8 13.1 7.42 90.018

Soybean             5 10 7.42 51.6

Cowpeas                1.5 13.2 7.42 69.76

Spinach                  2.6 12.2 7.42 42.642

Beet red               4 15.1 7.42 69.22
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lead to reduced yields, soil degrada�on, and long-term environmental issues. 

Understanding the rela�onship between groundwater quality and crop 

suitability is essen�al for sustainable agriculture and food security. The 

following studies are showing the effect of groundwater quality on crops:

• Rhoades et al. (1992) found that long-term irrigation with saline 

water leads to accumulation of salts in the root zone, damaging 

salt-sensitive crops and restricting options to only salt-tolerant 

varieties like barley or cotton.

• Richards (1954) noted that water with high SAR levels causes 

dispersion of soil particles, leading to poor soil tilth and adverse 

effects on most field crops.

• Ayers and Westcot (1985) highlighted that irrigation water with pH 

outside the optimal range could interfere with nutrient uptake, 

particularly affecting crops like maize and rice.

• In parts of Bangladesh and India, arsenic-contaminated 

groundwater used for irrigation has led to bioaccumulation in rice, 

posing a serious food safety issue (Meharg & Rahman, 2003).

• A study in Rajasthan, India, showed that in saline groundwater 

areas, farmers replaced traditional wheat and chickpea with salt-

tolerant mustard and barley to cope with declining water quality 

(Minhas & Tyagi, 1998).

• A stud y by Ministry of Agriculture in Iraq was done to explain the 

effect of EC on many crops in Samarra in Salah Al-Din Governorate, 

Iraq using data of several wells and using the following formula to 

calculate yield for crops depending on EC values: Yield=100 - 
ECemax (ECe -  ECen)
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to use for personal remedies against diseases (Kareem et al., 2019). Research 

work carried out by Jassim & Al-Ani (2022) assessed the quality of irriga�on water 

indices and observed that more than 50% of the tested samples possessed high 

salinity and SAR and were non-suitable for direct agricultural u�liza�on. Soil 

management and dilu�on are also required to reduce these effects (Jassim & Al-

Ani, 2022). Several indices such as SAR (Sodium Adsorp�on Ra�o), Na% (Sodium 

Percentage) and RSC (Residual Sodium Carbonate) have been used to evaluate 

the efficiency of groundwater for irriga�on. It is pointed out that most of the Tikrit 

soil samples were found to be in "non-suitable" category as a result of severe 

salinity and sodicity threats (Abed et al.,2021). aquifers of Al-Dour indicate high 

levels of salinity, hardness, and mixture with some heavy metals. These are 

problems that are not only harmful to human health, but which damage 

agricultural produc�vity. Local water treatment such as reverse osmosis should be 

adopted, awareness of water quality should be raised among the general public, 

and periodic programs for ground water monitoring should be established (Kareem 

et al., 2011; WHO,2017). The pH of groundwater samples ranged from 6.4 to 8.4, 

falling within WHO standards. However, TDS values from 1380 to 1903 mg/L and 

total hardness from 1843 to 2357 mg/L indicate that the water is very hard and 

mineralized. Sulfate concentra�ons exceeded 2000 mg/L in some samples, far 

beyond the WHO limit of 250 mg/L. Addi�onally, heavy metals such as iron and 

cadmium were detected above permissible levels, poten�ally from corrosion of 

distribu�on pipes or geochemical sources (Jabbar, 2022).  

4. The Effect of Groundwater Quality on Crop Types
The quality of groundwater directly influences agricultural produc�vity 

and the types of crops that can be successfully cul�vated. Poor-quality 

groundwater contaminated with salts, heavy metals, or toxic chemicals can 



E169

Groundwater Quality Analyses for Irrigation Purposes in Salah Al-Din, Iraq

this effect. (2019) found in the studied soils electrical conduc�vity in the range 590–

3492 µS/cm, which indicated the different levels of soil solu�on salts. The pH values 

were between 7.02 and 7.85, that were close to the neutral. Also, it was noted that 

sulfate concentra�on had a wide range of difference from (49.672 to 796.279 mg/L) 

and TDS difference (753- 3,614 mg/L) that also exceeded the standard in some areas 

(AlSaadi et al., 2019) Heavy metals were the source of worry in groundwater quality. 

Mahmoud & Hassan (2021) also reported Pb levels of 0.355–0.509 mg/L above 

the standards of World Health Organiza�on (WHO). Zinc concentra�ons ranged 

from 0.033 to 3.841 mg L–1 and some of the samples exceeded safe levels. Heavy 

metals indicate industrial and agricultural runoff could be the sources of 

contamina�on (Mahmoud & Hassan, 2021). 

Recent research has shown that the groundwater in Samarra's water 

aquifers has vast hydrochemical fluctua�ons. Al-Tameemi et al reported that 

electrical conduc�vity varies between 650 and 4,200 µS/cm, reflec�ng different 

salini�es. The pH ranges from about 7.1 to 8.0. Nevertheless, the values of total 

dissolved solids (TDS) are rejoicing the limits (water hardness and usability) and 

may range between 800 and 4,500 mg/L (AL-Tameemi et al.,2020) . Ground heavy 

metal pollu�on is a great concern of Samara's ground water. Hamza & Younis 

(2021) reported lead levels varying from 0.25 to 0.65 mg/L, above the WHO 

drinking water guidelines. Arsenic and cadmium concentra�ons were similarly 

detected in trace levels, but exceeded permissible levels in some loca�ons, 

probably as a result of industrial and agricultural waste (Hamza & Younis, 2021). 

Biological Quality Micro-organisms contamina�on is one of the important problems 

that should be considered in assurance of the groundwater safety. Kareem et al. 
(2019) tested 20 well water from Samarra city for coliform bacteria, which was 

detected in 40% of samples sugges�ng for a possible fecal contamina�on. These 

results suggest the public health risk and further for effec�ve disinfec�on prior 
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than just impacts on humans and aquifers, but also the environment and the 

economy as a whole. Irriga�on with saline groundwater results in the 

saliniza�on of soils limi�ng agricultural produc�vity and may lead to land 

becoming unfarmable in the long term. The cost related to water purifica�on, 

the medical treatment of water-related diseases, and rehabilita�on of 

degraded ecosystems represents a significant burden on the scarce resources 

of the region (Li et al., 2020). Also, the absence of public knowledge about 

the safe usage and conserva�on of groundwater makes the situa�on worse, as 

several communi�es unknowingly pollute groundwater by irra�onal waste 

disposal and the inept usage of irriga�on systems.

Inves�ga�ons show that the groundwater of Al-Alam district in Salah Al-Din 

has high values of Total Dissolved Solids (TDS) ranging between 1930 and above 

1000 mg/L, which exceed the allowable limit prescribed by WHO and for Iraqi 

standard. The recorded EC data indicate that values can reach up to 3940 µS/cm 

which is higher than the normal permissible degree 411 mg/L), both exceeding 

the WHO maximum permissible limit (250 mg/L), as a result of the dissolu�on of 

evaporite minerals like gypsum and halite (Hussain et al., 2022). Groundwater in Al-

Alam is also very hard, and has hardness >180 mg/L. Inves�ga�on inves�gated the 

suitability of ground water for irriga�on in Al-Alam using the indices of (EC), (SAR) 

(Na%), (RSC), (MH), and (PI). Results show that 62% of the samples were found 

above the acceptable limits of EC for irriga�on which SAR and Na% placed some of 

the ground water under doubt for agricultural purposes (Mahmood & Jassim, 2023). 

Microbial pollu�on had been discovered in all tested wells with coliform bacteria 

density 3-240 cells/100 ml in study on coliform bacteria presence in wells water. 

The most contaminated samples were from Al-Alam in November which imposed 

health risks to the consumers (Ali et al., 2022). Some physicochemical studies of 

groundwater in Balad have been conducted. AlSaadi et al1 performed a study to 
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recharged aquifers (UNESCO, 2021). Longer spells of drought have resulted in 

low recharge and increase the dissolved cons�tuents concentra�on, due to 

lack of dilu�on and have an adverse impact on water quality (Al-Ansari et 
al.2018) Such clima�c condi�ons, together with over-abstrac�on, jeopardize 

the long-term viability of the region’s aquifers. Beyond agricultural runoff and 

domes�c wastewater, industrial ac�vi�es in and around Salah Al-Din are a 

new relevant source of groundwater pollu�on. Several oil refineries, chemical 

plants, and manufacturing facili�es are in the governorate and most do not 

have wastewater treatment infrastructure. Hydrocarbons, heavy metals, and 

toxic solvents from industrial effluents are commonly discharged straight into 

the environment or indirectly infiltrate groundwater systems via unlined waste 

pits and poorly managed disposal sites (Ali & Al-Haidari, 2021). Wastewater 

from hospitals is disposed to the public network then to central wastewater 

treatment    plants. partly treated effluent is sneak to the groundwater and the 

some discharged to the sea(Abd Al Satar & Sachit, 2021a). As illustrated, the 

total of these discharges – and therefore long-term aquifer contamina�on – is 

most harmful in regions with high industrial density like Baiji, poten�ally 

triggering irreparable ecological damage and public health risks. Salah Al-Din 

Governorate is geographically situated in the Middle of the Iraqi Tigris River 

basin, which is the geographical center of Iraq’s agricultural and economic 

ac�vi�es. Long drought dura�ons, the unevenness of surface water, and the 

deteriora�on of river systems as a result of upstream damming and 

contamina�on have rendered the wetland areas of S alah Al-Din historically 

dependent on groundwater resources for its ci�zens and industries (Ehab 

Mohammad et al., 2020). This has par�cularly increased the pressure on 

aquifer systems that are already overexploited with plenty showing signs of 

declining quality and quan�ty. Poor groundwater quality has wider implica�ons 
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3.   Survey of Previous Studies in Salah Al-Din Governorate, Iraq
A variety of natural and human-induced aspects affect the groundwater 

quality of Salah Al-Din. Sedimentary forma�ons with a more complex 

hydrogeological structure characterize the geology of the region and 

influence the mineral composi�on of groundwater. Cons�tuents, like most 

iron, manganese, and sulfates, may be released during the dissolu�on process 

in the aquifers of rock-water through natural elements (Al-Dabbas e t al., 
2018). Most importantly, human ac�vi�es are the source of greater issues. 

With the unregulated agriculture of chemical fer�lizers and pes�cides large 

amount of nitrates and phosphates has increased the levels in groundwaters. 

Likewise, the release of untreated sewage and solid waste, together with 

leaching from sep�c tanks, have contributed to microbial pollutants and heavy 

metals in to ecosystems (Mahdi & Al-Jaberi, 2021). The differences 

in groundwater quality observed in Salah Al-Din are related to numerous 

hydrogeological and land use factors. Shallow aquifers which are at high risk of 

pollu�on due to their proximity to agricultural land and populated areas, are 

concentrated par�cularly in southern and central areas of the governorate. 

Shallower aquifers, however, provide more protec�on, but are also far less 

expensive to access and monitor (Ismail et al., 2023). In addi�on, the absence 

of advanced wastewater treatment infrastructure in the majority of Salah Al-

Din has resulted in the release of pollutants directly or indirectly into the 

subsurface, an ac�on which threatens the safety of groundwater intended for 

drinking purposes. Beyond anthropogenic pressures, climate change has 

increased the risk to groundwater in Salah Al-Din. The last 20 years have shown 

more intensively the rise of temperature as well as the fall of yearly 

precipita�on in Iraq, either of which has led to the decreasing of renewable 

water resources and to a larger dependency on non-renewable or slowly 
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RSC measures the ra�o of carbonate and bicarbonate ions versus 

calcium and magnesium ions. High levels of carbonate and bicarbonate in 

comparison to calcium and magnesium, could lead to the precipita�on of 

calcium and magnesium. This nega�vely affect the combined rela�ve sodium, 

soil dispersion, infiltra�on, and soil structure (Richards, 1954). High RSC 

waters will lead to the addi�on of sodium in soil, which has nega�ve 

influences on soil permeability and crop yield. The problem is major 

in dryland areas where leaching effect is less and irriga�on is an integral part 

of agriculture.

2.11 Water Quality Index (WQI) of Groundwater for Agriculture 
Water Quality Index (WQI) for agricultural use is an important indicator for 

assessing the suitability of the ground water for irriga�on. The index is based on 

the analysis of selected physio-chemical proper�es which influence soil structure 

and crop health as well as long term agricultural produc�vity. It usually involved 

measurements of EC, SAR, RSC, TDS, chlorides, nitrates, and boron.

High EC and TDS of water would cause soil salinity problems, while 

high SAR and RSC would destabilize soil structure and reduce its permeability, 

resul�ng in unsuitable water for crop growing. Thus, evalua�on of the WQI is 

significant to the farmers and planners for safer irriga�on water and also to 

make rec�fica�ons, if need be.

WQI is a single value summary of complex water quality data in water 

resource management for agriculture, which is easy to interpret and suitable 

for decision making. This is a significant issue in sustainable agriculture, 

especially in places where there is contamina�on of groundwater or over 

extrac�on (Ramesh &Elango, 2012).
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environment, whilst magnesium can also contribute to the structure and 

fer�lity of a soil (Lindsay, 1979).

2.9 Sodium Adsorption Ratio (SAR)
The Sodium Adsorp�on Ra�o (SAR) is used to assess the rela�ve 

concentra�on of sodium (Na⁺) to calcium (Ca²⁺) and magnesium (Mg²⁺) in 

irriga�on water. It is a crucial indicator of the poten�al for sodium to 

nega�vely impact soil structure (Ayers & Westcot, 1985; USDA-NRCS, 1997).

Formula: 

( )/ / 2SAR Na= +Ca Mg

Where all ions are measured in milliequivalents per liter (meq/L).

Importance of SAR in Irriga�on
In water of high SAR, displacement of calcium and magnesium ions can 

occur from the surface of soil par�cles resul�ng in soil dispersion, crus�ng, 

lower permeability and poor infiltra�on (Ayers & Westcot, 1985). This can 

severely

such as affect plant roots growth and water availability.

2.10 Residual Sodium Carbonate (RSC) in Irrigation Water
RSC value is an important criterion for determining the suitability of 

water for irriga�on, specifically its effect on soil structure and 

percola�on proper�es. It is the sequence of value calculated as:
RSC=(CO32¯+HCO³¯) − (Ca2++Mg2+) 

Where all ionic concentra�ons are expressed in milliequivalents per 

liter (meq/L).
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Calcium (Ca)
It is also indispensable in the maintenance of cell wall structure and 

integrity in plants. It par�cipates in the produc�on of new cells and in root 

growth. Sufficient calcium in ground water can improve the soil structure 

thereby be�er drainage and aera�on, both of which are crucial for 

op�mal root health (Marschner, 2012). Calcium also contributes to reduce 

the impact of soil salinity that can nega�vely   

Magnesium (Mg)
A central part of chlorophyll, the molecule that absorbs sunlight and 

creates energy in green leaves, relies on magnesium. It is involved in energy 

transfer and enzyme ac�va�on in plants. Mycorrhiza induced magnesium 

uptake from groundwater could enhance photosynthe�c efficiency with 

resultant increase in crop yield (Marschner, 2012). Furthermore, the uptake 

of other important nutrients (e.g., N and P) is facilitated by magnesium and 

thereby has a poten�al to improve plant yields and quality (Cakmak, 2008).

Effects on Agriculture
The levels of calcium and magnesium in the groundwater may play 

a cri�cal role in soil fer�lity and fruit crops. Soils containing these elements 

in the correct balance usually result in be�er plant health, more disease 

resistance and be�er nutrient uptake. In contrast to op�mal availability, 

either one of these elements may be insufficient and resul�ng in 

physiologic disorders in plants, as blossom end rot in tomato because of 

diminishing calcium and interveinal chlorosis in crops such as corn and 

bean due to decreasing magnesium (White & Broadley, 2003). In addi�on, 

the availability of Ca and Mg affects soil pH and CEC and therefore nutrient 

availability. Calcium can assist in the neutraliza�on of an acid soil 
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Sulfate is an essen�al source of sulfur, a macronutrient required for 

protein synthesis, enzyme ac�vity, and chlorophyll forma�on in plants 

(Hawkesford, 2000). When present in moderate concentra�ons in irriga�on 

water, sulfate contributes posi�vely to crop growth and produc�vity, 

especially in sulfur-deficient soils.

However, elevated sulfate levels in irriga�on water may lead to several 

challenges. High sulfate concentra�ons can contribute to the forma�on of 

saline or sodic soils, par�cularly in arid and semi-arid regions. Sulfate salts, 

such as sodium sulfate, can increase the total salinity of the soil solu�on, 

reducing water availability to plants through osmo�c stress (Ayers & Westcot, 

1985). Addi�onally, excessive sulfate can lead to nutrient imbalances by 

interac�ng with calcium and magnesium, poten�ally causing deficiencies or 

toxici�es depending on soil and crop condi�ons.

In livestock produc�on, high levels of sulfate in drinking water (>500 

mg/L) may have nega�ve effects, par�cularly in young animals, with 

symptoms such as decreased feed consump�on, diarrhea or, in extreme 

cases, sulfur poisoning, which may cause polio encephalomalacia in 

ruminants (Loneragan et al., 2001). Appropriate water quality evalua�on 

and management decisions such as blending water sources or amendments 

to the soil are crucial to minimize the poten�al nega�ve impacts due to high 

sulfate concentra�ons in agricultural environments.

2.8 Calcium (Ca) and Magnesium (Mg) in water
Calcium (Ca) and magnesium (Mg) are major nutrients of groundwater 

with a crucial role in agricultural produc�on. Both are essen�al elements 

affec�ng many physiological and biochemical processes in plants.
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soil which can cause deficiency and unbalanced nutrients and soil structure 

(Ayers & Westcot, 1985). The resul�ng decrease in the rela�ve levels of 

calcium and magnesium increases the concentra�on of sodium (Na⁺), leading 

to soil sodicity, a property that leads to deteriora�ng soil structure, decreased 

soil permeability, and restricted root development. An important index to 

assess such a risk is RSC (Residual Sodium Carbonate), which is determined 

from carbonate, bicarbonate, calcium and magnesium concentra�ons. High 

RSC values indicate a greater risk of soil degrada�on when such water is used 

for irriga�on (Rhoades, Kandiah, & Mashali, 1992). a derived indicator from 

HCO₃⁻ and CO₃²⁻ levels — as an important hazard factor:

RSC=(CO₃²⁻+HCO₃⁻) − (Ca²⁺+Mg²⁺) 
RSC > 2.5 me/L is considered a severe hazard.

Bicarbonates can also affect plant nutrient uptake by altering soil pH. 

Elevated soil pH caused by bicarbonate accumula�on may reduce the 

availability of micronutrients such as iron, zinc, and manganese, which are 

cri�cal for plant metabolism and development (Gupta & Gupta, 1987).

To mi�gate these effects, farmers may use soil amendments such as 

gypsum (calcium sulfate) to restore calcium levels, improve soil structure, 

and reduce sodium hazards.

2.7 Sulfate (SO₄²⁻) in Water 
Sulfate  (SO₄²⁻) is a naturally occurring anion in soil and water, derived 

from the weathering of sulfate-containing minerals such as gypsum and from 

anthropogenic sources like industrial discharge and fer�lizer runoff. In 

agricultural water, sulfate plays a dual role—ac�ng as a necessary plant 

nutrient while also poten�ally posing risks when present in excess.
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into surface and ground water is usually due to overuse of fer�lizers or 

inefficient irriga�on. This pollu�on causes a decrease in the quality of water, 

rendering it unfit for human consump�on, and can also contribute to 

eutrophica�on in adjacent aqua�c systems (Rive� et al., 2008). Eutrophica�on is 

the process of nutrient loading, which leads to excessive algal produc�on, 

causing reduc�on of oxygen and damage to the organisms living in the water. 

On one hand, contaminated water with high nitrate content can be welcome for 

agriculture. Low concentra�ons nitrate in the irriga�on water, on the other hand, 

can act as an addi�onal source of nitrogen for crop uptake which may reduce 

fer�liza�on requirements. However, high levels of nitrate in irriga�on water may 

cause nutrient imbalance, soil salinity and nitrate toxicity, which is especially 

dangerous in forage crops u�lized as fodder by livestock (Addisco�, 2005).

The control of nitrate in agricultural water systems is con�ngent on 

integrated strategies including the prac�ce of nutrient budge�ng, adop�on 

of cover crops, and improved irriga�on efficiency, and establishment of 

buffer areas to minimize runoff. Such strategies could help farmers remain 

produc�ve even as they reduce the environmental toll from nitrate pollu�on.

2.6 Carbonate (CO₃²⁻) and Bicarbonate (HCO₃⁻) in Water 
Carbonate (CO₃²⁻) and bicarbonate (HCO₃⁻) ions present in irriga�on 

water are the most common pH determining factors in irriga�on water. These 

ions derive from the dissolu�on of mineral deposits (like limestone), and 

may have a great impact on soil chemistry and agriculture produc�vity.

Excessive ‘hard condi�ons’ in field irriga�on water can result in calcium 

(Ca²⁺) and magnesium (Mg²⁺) being precipitated—essen�al nutrients for 

plant health. This also diminish the availability of these nutrients in the 
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to maintain soil produc�vity in the long run. However, adequate prac�ces 

which a�enuate the adverse effects of salinity include leaching prac�ces, soil 

amendments (such as gypsum for sodium) and appropriate salt-tolerant 

crop choices (Gra�an & Grieve, 1999).

Sodium (Na⁺): One element of the first group that is even more 

problema�c for agriculture is sodium (Na⁺) due to its influence on soil 

structure. Excess sodium can disperse soil par�cles, impeding infiltra�on & 

permeability, causing problems with root development and waterlogging. 

Sodium also displaces important plant nutrients such as potassium and 

calcium. The impact of sodium (Na) is o�en evaluated using the Sodium 

Adsorp�on Ra�o (SAR) for water quality assessments (Gra�an & Grieve, 

1999).

Potassium (K⁺): It's an essen�al macronutrient in plant metabolism, 

playing a key role in enzyme ac�va�on, regula�on of water and photosynthesis. 

However, at high levels it can interfere with uptake of magnesium and 

calcium, causing nutrient deficiencies and poor crops, it is generally believed 

to be less toxic than sodium or chloride. Irriga�on water potassium levels are 

generally not harmful by themselves unless they are enhanced by fer�lizer 

leaching or, industrial sources (Gra�an & Grieve, 1999)

2.5 Nitrate (NO₃⁻) in Water 
Nitrate (NO₃⁻) is a common form of nitrogen found in agricultural 

runoff and groundwater due to the widespread use of nitrogen-based 

fer�lizers. While nitrate is essen�al for plant growth, its presence in water—

par�cularly in excess—can pose significant challenges to both environmental 

quality and agricultural sustainability. In agricultural areas, nitrate seeping 
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stunted growth. Acidic water may also damage the irriga�on equipment, 

raising the costs of maintenance and limi�ng the lifespan of the systems 

(Horneck et al., 2007). In contrast, alkaline water, i.e. water with pH above 

8.4, can reduce the availability of nutrient such as phosphorus, iron, and 

manganese. Such deficiencies typically manifest as chlorosis, stunted growth 

and reduced yields. Alkaline water o�en has a high concentra�on of 

bicarbonate and carbonate ions, which will exacerbate soil structural 

problems and sodium problems (Horneck et al., 2007) To avoid the above 

problems, farmers must regularly measure and control the pH of the 

irriga�on water, using acidifying or neutralizing agents when required. This 

preserve soil fer�lity and ensures that the assets of the soil properly use, 

leading to suppor�ng sustainable crop produc�on (Horneck et al., 2007).

2.4 Chloride (Cl⁻), Sodium (Na⁺), and Potassium (K⁺) Ions in Water 
Chloride (Cl⁻), sodium (Na⁺), and potassium (K⁺), are o�en present in 

the irriga�on water and are the major ions containing salts that are 

responsible for affec�ng the growth of plants and the health of the soil. 

Although these ions are necessary for plant growth in small quan��es, over 

the threshold of tolerance they become harmful to plants or can persist in 

the soil for long periods (Gra�an & Grieve, 1999).

Chloride (Cl⁻): It's a required micronutrient; but at high concentra�on, 

it induces marginal leaf burn and abscission in the leaves as well as yield loss 

in crops, especially in chloride suscep�ble species like avocado, grape and 

citrus. Under high evapotranspira�on condi�ons, the impacts are amplified 

as chloride is more readily stored in plant �ssues. The toxicity due to the 

excess of these ions in irriga�on water can s�ll be monitored and managed 
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which means lesser crop growth leading to lower yields. In addi�on, some 

ions that comprise TDS, including sodium and chloride, may be harmful to 

sensi�ve crops when their concentra�ons exceed threshold levels. Prolonged 

salt exposure may change the structure and permeability of soils, 

especially those with high sodium content, resul�ng in decreased infiltra�on 

and aera�on. High TDS levels can also affect the applica�on of fer�lizers and 

pes�cides, as water with dissolved solids above a certain level can also affect 

the solubility or cause adverse reac�ons between the applied chemical and 

the water at higher levels. High TDS in irriga�on can also damage soil, so, 

monitoring TDS in irriga�on is highly cri�cal to maintain soil health as well as 

to achieve maximum crop produc�on. The Food and Agriculture Organiza�on 

(FAO) indicate that irriga�on water contains TDS 2,000 mg/L is unsuited to 

crops and must be managed very carefully (For more arranging but s�ll far 

reader) (Ayers & Westcot, 1985).

2.3 pH of Water
The pH of irriga�on water is an important agricultural characteris�c 

determining the soil chemistry and availability of nutrients vital for plant 

growth. The pH of water that is outside the most produc�ve band can affect 

the health and yield of the crop. According to Horneck et al. (2007), the pH 

in the saturated area of the soil should fall within the range of 6.5-8.4, as 

extreme acidity or alkalinity would nega�vely influence nutrient uptake and 

structure of the soil, therefore devia�ng from the op�mum soil pH for most 

agricultural crops. Water for irriga�on with acid (pH < 6.5) can cause soil 

acidifica�on, with documented higher solubility of toxic elements as Al and 

Mn. These substances can be toxic to plants, causing root destruc�on and 
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Salinity tolerance is different for various crops. There is a wide range, 

with broadly salt-tolerant crops (like barley and co�on) on one end of 

the con�nuum, and highly salt-sensi�ve crops (like beans and strawberries) 

on the other. EC monitoring enables crop selec�on, leaching applica�on and 

irriga�on scheduling to avoid salt build-up in the root zone. In addi�on, the 

use of high-EC water for extended periods may also cause soil degrada�on, 

especially in heavy-textured poorly-drained soils (where salts may precipitate 

and accumulate over �me). This might require further management tools, 

including soil amendments or drainage systems, to keep the soil produc�ve. 

Accordingly, EC is an important parameter to test the quality of irriga�on 

water and assists farmers for sustainable agricultural implementa�on and 

soil salinity preven�on.

2.2 Total Dissolved Solids (TDS)
Total Dissolved Solids (TDS) are, by defini�on, the total concentra�on 

of all dissolved substances (both organic and inorganic) in water, including 

minerals, salts, and metals. They are found in the ionic form, which includes 

calcium, magnesium, sodium, potassium, chlorides, sulfates and bicarbonates. 

Total Dissolved Solids (TDS): Expressed in milligrams per liter (mg/L) and 

one of the most key measures of water quality for agricultural purposes.

That TDS can cause salinity problems with irriga�on water in 

agriculture. If high TDS water is con�nuously used, salts will build up in the 

soil, par�cularly in saline-prone areas and dry climates where drainage is 

inadequate. It decreases osmo�c poten�al of the soil, making it more 

difficult for roots to absorb water, even when moisture appears adequate. 

This leads to water stress (Ayers & Westcot, 1985) as well as crop stress 



E155

Groundwater Quality Analyses for Irrigation Purposes in Salah Al-Din, Iraq

2. Water quality parameters and their effects on agriculture              
 Various systema�c approaches of measurement, sampling 

and laboratory analysis is available to assess the groundwater quality for 

irriga�on. The choice of water quality indices is only the first step, as IWQI is 

constructed around different physicochemical parameters for the evalua�on 

of suitability of water for irriga�on. Factors such as EC, sodium adsorp�on 

ra�o (SAR) and Na% are constraining. (Ajmal et al., 2023). Knowledge of the 

physical, chemical and biological parameters of water is very important 

before using it for various purposes, which inverts or describes water 

quality(Abd Al Satar & Sachit, 2021)

2.1 Electrical conductivity (EC) 
EC is one of the most important indices of salinity in water and soil, 

which reflects the contents of the dissolved salts, including sodium, calcium, 

magnesium, chloride, sulfate, and bicarbonate. In agriculture, EC is commonly 

used to evaluate the suitability of irriga�on water and salinity status of soils 

and are the most essen�al factors for improvement of plant and crop 

produc�on.

Irriga�on with saline water is treated as that water has sure effects on 

plants. So high EC value in irriga�on water belongs to high salt contents. 

High-EC water can lead to elevated soil salini�es, which can impose osmo�c 

stress in plants and limit water extrac�on even when soil moisture is 

seemingly adequate. As a result, it can reduce germina�on rates, stunt 

growth, and freeze yields (Ayers & Westcot, 1985).
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1.Introduction  
Groundwater quality is an integral part of agricultural produc�vity as 

it has a direct impact on the soil and subsequently on crop produc�on. 

Polluted groundwater would adversely affect crops and ecosystems, which 

creates the need to control water quality. (Saeed, 2014). 

Groundwater quality parameters are defined in both physical, chemical, 

and biological terms. Temperature, turbidity, and electrical conduc�vity 

are the physical parameters that may affect the usability of the water. 

Chemical parameters include nutrients, salts, and pollutants; biological 

parameters include microorganisms that can affect the safety and quality 

of water. (Acharya et al., 2010). Sustainable and resilient agricultural 

prac�ces depend on freshwater resources, the management of which will 

be vital in the context of global change. These include measures to 

promote water efficient use, risk reduc�on of contamina�on and recharge 

of groundwater enhancement methods. Decision-makers on the policy 

front, among food producers and across the research spectrum should 

be working to seek out modern technology and best prac�ces that work in 

equilibrium with sustainable agriculture, and environmental stewardship.” 

(Varela-Ortega et al., 2011). In short, groundwater is essen�al for 

agriculture, especially in areas where surface water is scarce. They are 

required for the con�nuity of these resources and the sustainability of 

agricultural systems (Srivastav et al., 2021).

Hence; this review focuses on the effect of groundwater quality 

parameters on plant and crop yield when being irrigated by groundwater, it 

emphasizes the recent studies that inves�gated this in the past.
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المستخلص

تركز هذه الدراسة على تأثير الخصائص الفيزيائية والكيميائية للمياه الجوفية على 

بهذا  المتعلقة  السابقة  الدراسات  مراجعة  بعد  وذلك  الزراعية،  والمحاصيل  النباتات 

الري  استخدامها في  قبل  الجوفية  المياه  النتائج على ضرورة معالجة  الموضوع. وتؤكد 

لتحقيق زراعة مستدامة. كما يمُكن تحديد نوع المحاصيل التي يمكن زراعتها في الأراضي 

المروية بمياه الابار، وفقًا لخصائص مياه البئر والغلة النباتية لكل محصول. وتقدم الدراسة 

أيضًا بعض الأفكار حول معايير جودة مياه الري مثل الموصلية الكهربائية )EC(، والمواد 

الصلبة الذائبة الكلية )TDS(، والرقم الهيدروجيني، وأيونات الكلوريد )-Cl(، والصوديوم 

)+Na(، والبوتاسيوم )+K(، وأيونات النترات )⁻NO3(، والكربونات )⁻CO₃²(، والبيكربونات 

امتزاز  ونسبة   ،)Mg( والمغنيسيوم   )Ca( والكالسيوم   ،)SO₄²⁻( والكبريتات   ،)HCO₃⁻(

 )WQI( ومؤشر جودة المياه ،)RSC( وكربونات الصوديوم المتبقية ،)SAR( الصوديوم

المياه  الدراسات حول جودة  العديد من  تقديم  تم  والتربة. كما  المحاصيل  وتأثيرها على 

حماية  أهمية  على  البحث  يؤُكد  كما  للري.  وملاءمتها  الدين  صلاح  محافظة  في  الجوفية 

المياه الجوفية من التلوث الناتج عن التركيزات المفرطة من العناصر الضارة، والتي تؤُثر 

سلباً على النباتات والتربة، وبالتالي على الأمن الغذائي. باختصار، تم استنتاج ان للمياه 

الجوفية أهمية كبيرة في تطبيقات مُختلفة ومنها الزراعة، وتتطلب إدارة مُستدامة. لذلك، 

يجب اتباع استراتيجيات مُحكمة ومخططة جيدًا قبل إنشاء أي مشروع بالقرب من مصادر 

ضرورة  الى  بالإضافة  بها،  المُحيطة  البيئة  وحماية  عليها  للحفاظ  وذلك  الجوفية،  المياه 

معالجتها قبل استخدامها للري.

غلة  الكهربائية;  الموصلية  الجوفية;  المياه  جودة  معاملات  المفتاحية:  الكلمات 

المحصول; الزراعة; محافظة صلاح الدين
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Abstract  
The focus of this study is the effect of the physical and chemical 

characteris�cs of groundwaters on plants and agricultural crops, following 

the last studies on this ma�er. The results underscore the necessity for 

groundwater treatment before its u�liza�on in irriga�on for sustainable 

agricultural farming. It is also possible to iden�fy which crop type can be 

grown in well-watered land, according to the characteris�cs of irriga�on 

water and the yield of each crop. The study also introduces some ideas 

about irriga�on water quality parameters such as Electrical conduc�vity (EC), 

Total Dissolved Solids (TDS), pH, Chloride (Cl⁻), Sodium (Na⁺) and Potassium 

(K⁺) Ions, Nitrate (NO₃⁻), Carbonate (CO₃²⁻) and Bicarbonate (HCO₃⁻) Ions, 

Sulfate (SO₄²⁻), Calcium (Ca) and Magnesium (Mg), Sodium Adsorp�on Ra�o 

(SAR), Residual Sodium Carbonate (RSC) and Water Quality Index (WQI) and 

their effect on crops and soil. Many of the series of studies on the 

groundwater quality in Salah Al-Din governorate and its suitability for 

irriga�on were presented in this study. The research also reinforces the 

importance of the protec�on of groundwater against pollu�on by excessive 

concentra�ons of harmful elements with adverse effects on plants, soil, and, 

ul�mately, food security. In summary, found that the groundwater is of 

considerable importance in various applica�ons specially in agriculture, and 

requires sustainable management. Therefore, thorough and well-planned 

strategies must be adopted before establishing any project near groundwater 

sources, in order to preserve them and protect the surrounding environment, 

and it's necessary to be treated before using in irriga�on.    

key words: groundwater quality parameter s; EC; crop yield; agriculture; 

Salah Al-Din Governorate  
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whether they are two-class or multi-class, and it can adapt to 

changes in the network environment. 

6) The proposed system's results are compared with related work, 

and the best accuracy is recorded with our proposed system.

7) The KDD dataset was used to test and evaluate the proposed 

system based on performance metrics of accuracy.

8) The proposed model is capable of defending against the most 

common and dangerous attack, which could be NFV, which is a 

misuse attack. 
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6. Conclusions
The suggested misuse a�ack detec�on model improves the ability of 

the misuse a�ack detec�on model in a Network Func�on Virtualiza�on 

network to be able to adapt to the dynamic changes in the network 

environment. It is based on an NFV and a Random Forest, Niave Bayse 

classifier. Many algorithms are covered in this work to secure and protect the 

NFV against the most common and dangerous a�acks that could target it.

The proposed system is applicable in NFV architecture, Cloud 

Compu�ng, IoT environment, Web server and employed to discloser the 

Misuse a�ack traffics features that mislaid among the other traffics and 

features. The main focus of this work has been as follows:

1) This work proposed an early and accurate system that has the 

ability to defense against Misuse attack targeting.

2) The great challenge of this work is to distinguish between Abuses 

trafficking, which mislead and normal trafficking.

3) Random Forest and Niave Bayse were used to base the proposed 

system on the most effective machine learning algorithms.

4) The dataset is the most important part of testing and evaluating 

the performance of the proposed system. The proposed system's 

performance was tested and evaluated using the KDD dataset in 

this work.  

5) According to experimental findings, the machine-learning 

algorithms  has a strong detection performance in terms of 

detection accuracy, since 99.9% accuracy is achieved for Random 

Forest and since 99.5% for Niave Bayse .The suggested method's 

detection accuracy is higher than the most recent techniques, 
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been tested and assessed using the KDD dataset. The dataset is divided into 

two segments, 30% of the data is used for tes�ng, while 70% is used for 

training.

According to the data in Table 4, the proposed method detects more 

misuse a�acks in the KDD dataset than other methods in mul�-classifica�on 

task detec�on. The suggested method's detec�on accuracy is higher than 

the most recent techniques; it is capable of adap�ng to changes in the 

network environment, Regardless of whether it is a two-class or mul�-class.

Table 4. Compare our Proposed Model with previous Work.

Model Techniques Accuracy%

Goel et al. [22] Classifica�on-Based Associa�on (CBA) 97.4

Papamartzivanos et al. [23] Self-adap�ve and autonomous misuse of IDS 84

Wen-Tao Hao et al.[25] convolu�onal neural network (CNN) and C5.0 

classifier

98

Shukla et al. [26] opposi�on self-adap�ve grasshopper op�miza�on 99.35

Bhavsar et al.[27]                 a system for detec�ng intrusions 98

Akgn et al.[28]              The Long Short-Term Memory (LSTM) 

model

99.2

Sambagi et al.[29] U�lized informa�on gain and regression analysis 

to learn the ensemble of feature selec�on

97.86

Sahoo et al.[30] Linear regression, KNN, Nave Bayes, Decision Tree, 

Random Forest, SVM, and ANN are all available 

98.64

Mustapha et al.[31] The IDS can be improved by adding another LSTM 

model that is responsible for blocking adversarial 

samples

91.75

our proposed model Random Forest

 Niave Bayse

99.98

99.5
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5. Analysis and discussion
The control and preven�on of incoming abnormal traffic are too 

difficult a task that could target informa�on security developers. Normally, 

an accurate and rapid detec�on system for controlling the a�ack traffic is 

required. Even a�er many methods were used and developed to iden�fy and 

control the a�ack traffic. Most of these are not detectable with the best 

accuracy. Furthermore, NFV may be the vic�m of several types of a�acks, 

and flood a�acks are the most frequent and the most dangerous.  Flooding 

a�acks are divided into two main types: misuse and DDoS. Both of their 

a�empts to overwhelm the NFV with traffic and consume system resources 

failed. This work, emphasizes misuse a�ack detec�on in the early stages.

The proposed model used the most common and effec�ve machine 

learning techniques, which is random forest and Niave Bayse. The proposed 

system has been tested and evaluated by using the KDD dataset.  

In the literature, the majority of methods indicate categoriza�on 

accuracy ranges between 60% and 92%. Those with be�er accuracy were 

typically tested using a par�cular a�ack traffic type. When other traffic kinds 

are introduced or other sorts of a�acks, such as DDoS, are taken into 

considera�on, those solu�ons cannot con�nue to func�on as well.

Addi�onally, the proposed model based on uses the KDD benchmarking 

dataset to discriminate, extract, and iden�fy the elements of the misuse 

a�ack, as well as to dis�nguish its traffic from other forms of traffic. The 

design, implementa�on, tes�ng, and evalua�on of effec�ve machine learning 

approaches that been used for intrusion detec�on systems make up the 

second part. These formulas belong to the Random Forest family and Niave 

Bayse. Furthermore, the machine-learning algorithm's performance has 
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4.4 Results of Classification
The training stage's misused datasets contributed to 70% of the data in 

the classifica�on stage, and the tes�ng stage was where 30% came from.  

The proposed system uses the Random Fours classifica�on algorithm, and 

the results are based on the accuracy ra�o, so this sec�on illustrates the 

results of the random forest classifica�on (4.4.1) and the analysis and 

discussion in the subsec�ons (4.4.2).

4.4.1 Results of Random Forest Classification
This sec�on will show the results of the random forest classifica�on 

algorithm as illustrated in algorithm 2, based on values of accuracy rate using 

equa�on (11), with all cases provided in the proposed system as shown in 

figure 4.

Figure 4. Results of accuracy rate for Random forest classification.
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Table 2. First step of one hot encoding algorithm.

# Feature
Number of categories

training tes�ng

0 protocol type 3 3

1 Service 70 65

2 Flag 11 10

3 label' 23 2

However, quite a range of factors has been taken into considera�on, 

such as Data Quality and Quan�ty, Data Availability, and Gaps in the Data.

4.3 Feature Selection using PSO-Test
A�er using the feature one hot encoding and normaliza�on technique, 

the number of features is Train: Dimensions of Misuse (1431357, 117) and 

Test: Dimensions of Misuse (1431357, 117). Table 3 displays the results of 

selec�ng features. 

Table 3. PSO F-test results for feature selection.

[logged_in,

Count,

Serror_rate,

Stv_serror_rate,

Same_ Stv_rate,

Dst_host_stv_Count,

Dst_host_ Same_ Stv_rate,

Dst_host_ Serror_rate,

Dst_host_ Stv_serror_rate,

Service_private,

Flag_S0,

Flag_SF]
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4.The Results
This sec�on, results from the proposed system that has been designed 

to defend against misuse a�acks targe�ng NFV are presented and discussed. 

The outcomes of each stage of the proposed model are shown below:

4.1 Import Dataset
The first step proposes a system load data set and divides the 

dataset into parts (70% training and 30% testing), where the dimensions 

of the training set are (211979, 50) and the dimensions of the test set are 

(325498, 33).

4.2 Data Preprocessing using One Hot Encoding Technique
Furthermore, according to the previous chapters' discussions, Hot 

Encoding is employed to convert all features into binary. Here is the One-Hot 

encoding procedure:

• Input [matrix of integers]

• Processing [Denoting values of features]

• Output [Sparse matrix, one feature] 

In case of we assume the input features take values in range (0, n_

values). The first step in one hot encoding technique is to iden�fy categorical 

features, as illustrated in Table 2. There are only four features that have 

symbols or text, which are protocol type, flag, service, and label.
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Table 1.  Misuse Dataset 42 Features.

No. class Feature name Total number of a�ack

1 Root_ num The root in the connec�on is done as a number of 
opera�ons or the number of 'root' accesses

2 File_crea�ons_num The file crea�on opera�ons were performed in the 
connec�on of the number

3 Shells_num Shell prompts of the number 

4 Files_access_num Control the number of opera�ons performed on accessing 
files.

5 Num_outbound_cmds Commands that are sent out in an FTP session

6 Is_hot_login If the login is on the 'hot' list, like root or admin, then it 
will be 1; otherwise, it will be 0

7 Is_guest_login 1 if the login is a “guest” login; 0 otherwise

8 Count The number of connec�ons completed in the last two 
seconds with the same host as the actual connec�on 
des�na�on.

9 Srv_count The number of connec�ons made to the same service 
(port number) within the preceding 2 seconds as the 
current connec�on

10 Serror_rate The propor�on of connec�ons among those aggregated 
in count that have triggered the flags s0, s1, s2, or s3 (23)

The analysis value of 10 Features of Dataset explain in figure 2
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is also, where the suggested system is trained. The second half, which makes 

up 30% of the dataset, is u�lized to test the suggested system. Then, assess 

the suggested system's accuracy in classifying the abuse feature algorithm, 

which is offered in mul�ple steps as follows: (Matrix Data Set as Input; Best 

Tree as Output)

1:  in the first step the samples will be selected from the dataset.

2:  After construction, a decision tree for all samples will provide a 

prediction result.

2.1 evaluate the previous entropy.

2.2: evaluate the information Expanded for the attribute.

2.3: evaluate the attribute value then partition the data set based 

on these values.

2.4: Repeat Steps 1- 3 per Tree using the relevant partition.

3:  in the last step the voting for every expected result will be 

completed.

3.4.2 Testing Dataset
The KDD dataset contains approximately one hour of anonymized 

traffic traces from the misuse a�ack and Distributed Denial-of-Service (DDoS) 

a�ack. The server is able to connect to the internet and its computer 

capabili�es by using all of the network bandwidth. This a�ack aims to prevent 

users from accessing the targeted server.  The KDD dataset contains more 

than 4 million requests and connec�ons. Table 1 shows that each connec�on 

had 10 fields of informa�on. It is also the analysis value in Table 2. This 

dataset has 972,517 connec�ons from misuse a�acks, and the remaining 

belong to DDoS traffic and normal traffic.
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highest value is a global "best"  value and is referred to as gbest when a par�cle 

uses all the popula�on as his topological neighbor. . The  pseudo-code of the 

proposed PSO model algorithm is given in several steps, as follows: 

Step1: find variance γ2 of the data by using standard deviation γ. 

Step2: Determine the null and alternate hypothesis where N0: no 

difference in variances and Na : difference in  variances 

Step3: Find Fcalc using equation (1), Fcalc =
2 2
1 2/γ γ , where Fcalc = Critical 

F-value, 2 2
1 2&γ γ  = difference of the two samples.

Step 4: Find the degrees of freedom of the two samples using equation 

(2), df = ns - 1, where: df = Degrees of freedom of the sample, ns = 

Sample size.

Step 5: Find Ftable value using d1and d2, obtained in Step4 from the 

F-distribution table using learning rate a = 0.03, d1= df of the bigger 

sample with numerator variance,d2= df of the smaller sample with 

denominator variance. 

Step 6: Interpret the results using Fcalc and Ftable. where Max referred to 

the best value the feature takes , Min referred to lowest value the 

feature takes ,range = Max Min− , D represents discrete values  

of feature ,and C represents continuous values of feature.

3.4 Classification Stage
The Proposed Misuse A�ack Detec�on Based on Data mining in NFV     

3.4.1 Random Force classification algorithm
The dataset was divided in the proposed model into two parts using 

the Random Force classifier. 70% of the dataset is in the first sec�on, which 
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II.  Data Cleaning
To complete the process, one must iden�fy inaccurate data, eliminate 

unnecessary informa�on from the data,  and replace the incorrect data. The 

real data cleaning process is error elimina�on and data valida�on. Cross 

verifica�on  of data can help you find and correct errors. Valida�ng the data 

is a way to resolve the problem. 

III.  Model Building
To describe the behavior of a variable, a sta�s�cal model or machine 

learning model is u�lized. It is possible to  have both supervised and 

unsupervised models. A classifica�on or regression model can be used to 

obtain the results.  The outcome can be seen by using a model. A�er that, the 

model must be evaluated. 

IV.  Present Result  
By using charts, graphs, and tables, we may view large amounts of 

complex data. Graphs can help people digest  informa�on. The idea can be 

explained with a simple approach. The areas that need improvement can be 

iden�fied by  it. It effec�vely clarifies the component [24]. 

 3.3 Feature selection Using PSO algorithm
The popula�on of the par�cles in the first swarm is typically spread 

randomly over the search  space. In every itera�on, both "best" values, pbest 

and gbest, are used to update each par�cle.  In the issue  space, the coordinates 

of each par�cle are recorded that correspond to the best solu�on (fitness) it 

has  found so far. The name pbest is given to this fitness value that is kept. The 
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 3.1  Pre-processing Stage
Data preprocessing is an important stage that has been taken into 

considera�on before the further processing  stage. In this work, One Hot 

Encoding is used for dataset preprocessing. In order to convert categorical 

variables to  numerical values in an interpretable format, the most well-

known technique, one-hot encoding, has been, in addi�on to  the job of 

quan�fying categorical data in machine learning. Addi�onally, One Hot 

Encoding generates a vector whose  length may equal the number of feature 

categories in the test dataset. Except for the ith component, which is given a 

 value of 1, all components of this vector are assigned the value 0 if the data 

point falls into the ith category. Following  categories logically in terms of 

numbers is made possible by this. However, it is quickly fixed by the statement 

that  approximately one hot encoded has exactly one posi�on in its array that 

is labeled as a (1). 

 3.2  Exploratory data analysis (EDA) 
Techniques for data visualiza�on and analysis are widely employed. 

Following is a discussion of these methods: 

I.  Data Explora�on
That is the first step in analyzing the data. This is where we can learn 

more about the content and  characteris�cs of the data set. The size of the 

data is exposed. Loca�ng the missing value of the data is possible. We  can 

see if there are any poten�al connec�ons between the data. By using tabular 

data and comprehending its  proper�es, data visualiza�on is accomplished. 
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( ) 100TP TNAccuracy
TP TN FP FN

+
= ×

+ + +               (4)

TP and TN are synonymous with True Posi�ve and True Nega�ve, which 

suggests that the propor�ons of posi�ve and nega�ve condi�ons were 

properly iden�fied. Also, FP means false posi�ve, which refers to all the 

nega�ve cases that were falsely classified as posi�ve, and False Nega�ve, or 

FN, is the term for all posi�ve cases that were misclassified as nega�ve [23].

3. The Proposed System
A machine-learning algorithm is using in the proposed system to 

achieve a higher accuracy rate for detec�ng misused a�acks.  The input into 

the system is a KDD data set, and the output is the a�ack ra�ng. The proposed 

work consists of several main stages, namely loading the KDD dataset, 

preprocessing the encoded dataset using the One Hot Encoding technique, 

selec�ng the most important feature from the dataset using the PSO 

technique, and classifying the results using Random Forest and Niave Bayse. 

The diagram of the proposed model's general blocks is shown in Figure 2.

Figure 2. The Proposed Model's General Block Diagram. 
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making with KDD is to reinforce and enhance DSS through the models created 

for KDD, especially in  situa�ons where a significant amount of historical data 

is accessible for knowledge discovery [18]. 

 2.4.2  Random Forest Classifier
All satellite scenes from each year were classified using the random forest 

method [19]. This method, which is  a varia�on of the classifica�on tree algorithm, 

is used in ensemble learning techniques. Based on tree-wise randomly  selected 

samples and subsets of the training data, individual decision trees are generated 

automa�cally by the  classifica�on tree algorithm.  Many classifica�on trees are 

created for a random forest model, and the classifica�on  outcome is determined 

by a vote of each tree. A random sample of the training data set is used to create 

each  classifica�on tree individually using a unique learning method. The best 

split is carried out at each node of classifica�on  trees using random selec�ons of 

the predictor variables. Every tree grows to its maximum poten�al under the 

control of  the user-set node size. There are a number of significant adjustable 

factors that must be set before the random forest  classifica�on can be used. The 

main parameters are the depth of each tree in the forest, the number of 

classifica�on  trees to run in the forest (ntree), and the number of randomly 

chosen variables to u�lize in each tree's construc�on   (mtry) [20]. 

2.4.3 Evaluation Methods
A confusion matrix is a form of visualiza�on method that is widely used 

to verify the accuracy of classifiers in classifica�on [21]. Accuracy is a 

parameter that tests a classifier's capacity to render a correct diagnosis [22]. 

The accuracy of the equa�on is seen in equa�on 4.
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rendered prior to the final classifica�on. Although supervised  classifica�on is 

far more reliable than unsupervised classifica�on, misclassifica�ons can be 

iden�fied because it is  heavily reliant on teaching. The monitoring of 

classifica�on involves careful a�en�on to the crea�on of training details. 

 Classifica�on outcomes would be bad if training data were poor or not 

representa�ve. As a consequence, controlled  labeling usually takes more 

resources and �me than unsupervised [16]. 

 2.4.1  KDD Datasets
The capacity to select the best op�on from a range of choices to 

address a specific issue or accomplish a set of goals is  known as decision-

making. Strategic, tac�cal, and opera�onal decisions may o�en be made in 

any organiza�on or  system. In any company, decision-making processes can 

be supported in a variety of ways. A well-known strategy  employed in 

businesses is the decision support system (DSS). A decision support system 

(DSS) is an informa�on system  that supports the management, opera�ng 

and planning levels of an enterprise, organiza�on, or business and addresses 

a  variety of issues to help decision-makers. 

A well-designed DSS can assist decision-makers in gathering informa�on 

from numerous sources and in making  judgments by resolving issues [17]. 

Data mining is the main KDD sub process that uses various algorithms and 

techniques  on databases to create predic�ve models and extract useful and 

instruc�ve pa�erns. The maternal health and child  immuniza�on databases 

can be u�lized to iden�fy previously uniden�fied pa�erns and knowledge, 

which can then be  used to create more effec�ve and efficient decisions for 

the management of healthcare. The fundamental goal of  integra�ng decision-



E129

Protection the NFV Net-work Using the Random Forest Classification

new new new
pd pd pdIf  rand < sv )) then x = 1;else x( = 0 

        (3)

Where   new old
pd pdv and v  are the par�cle veloci�es, old

pdx  is the current 

par�cle posi�on (solu�on), and  new
pdx is the updated par�cle posi�on 

(solu�on). The values   bd dpbest and gbest  defined as stated above. The two 

factors 1 2   rand and rand are random numbers between (0, 1).

 2.4  Classification
The process of predic�ng the goal class of each data sample includes 

u�lizing a supervised learning approach that  determines the classes to be 

used beforehand. When u�lizing classifica�on algorithms, data a�ribute 

values must be  u�lized to determine class defini�ons [15]. The first stage in 

the classifica�on phase is called prepara�on, which is  necessary to construct 

a model for classifying new data. The model is used to forecast the class 

mark of the new data in  the second step, which is referred to as classifica�on. 

To describe a previously established set of data classes, a  classifier is built 

during the training phase. The classifica�on algorithm creates the classifier 

by acquiring knowledge  from training data and related class labels.  This 

phase can be regarded as a learning phase where the func�on y = f(x)  can 

predict the associated class label for the given data, and the predic�on's 

accuracy is the first thing to be calculated.  If you use training data for 

compu�ng accuracy, it will be op�mis�c (the classifier leads to overflow the 

data), so in this  state, a test set is employed where the data is not dependent 

on the training set. If the accuracy of the classifier is  acceptable when using 

the tes�ng set, it can be used in the future for the data whose class label is 

unknown. In the  controlled classifica�on, the bulk of the ini�a�ve can be 
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Effec�ve EDA in this area also heavily relies on the abili�es and domain 

exper�se of data scien�sts [15]. 

 2.3  Feature Selection Using PSO
James Kennedy and Russell Eberhard created par�cle swarm op�miza�on 

(PSO). It was created using a straigh�orward  idea inspired by the movement of 

fish schools and bird flocks. It was created following several computer 

simula�on- based interpreta�ons. PSO uses several agents (par�cles) that come 

together to form swarms. In search of the best  solu�on, this swarm is moving 

around in the search area. To match its own and other par�cles' flying 

experiences, it  modifies each par�cle's "flying" in the search space. 

PSO started with randomly created par�cles and their veloci�es, which 

represent the speed of the search. The par�cles  are then assessed for fitness. 

Two major tests are conducted following this examina�on. The first test, 

known as  personal best, compares a par�cle's experience with itself (pbest). 

The second test contrasts a par�cle's fitness with the  overall swarm 

experience. The phrase "global best" (gbest) for the best par�cle is saved as 

a result of running these two  tests. The termina�on criteria are then sa�sfied 

[16]. A binary string that corresponds to the feature selec�on case  determines 

each par�cle’s posi�on. The formulas below determine the frequency of 

upda�ng each par�cle (1, 2, and 3): 

( )
( )
1 1

2 2

       

    

new old oid
pd pd bd pd

old
d pd

v w xv c x rand x pbest x

c x rand x gbest x

= + − +

−
                (1)

( ) 1
1

new
pd

new
pd v

s v
e−

=
+                                                                       (2)
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This is not the  case in the case of NFV [12].The role of a Network virtualiza�on 

is a cloud infrastructure networking implementa�on  that virtualizes network 

services that can be chained together to construct a virtualized communica�on 

infrastructure.  This allows a shared, flexible, and energy-efficient network 

ecosystem to be developed. TSPs are referred to as "NFV  providers" in this 

situa�on. As shown in Figure 1, the European Telecommunica�ons Standards 

Ins�tute (ETSI) has  established an NFV structure with three key components 

[12, 13]. 

Figure 1. General architecture of NFV [13]. 

 2.2 Exploratory data analysis (EDA) 
The primary purpose of exploratory data analysis is to examine what 

the data can reveal outside of formal modelling or  hypothesis-tes�ng tasks. 

The analysis of data sets is assisted by EDA, which focuses on four essen�al 

elements to  highlight their sta�s�cal characteris�cs: the distribu�on's shape, 

the presence of outliers, and the measures of central  tendency (including 

the mean, mode, and median) are all taken into account, and the measures 

of spread (which  include the standard devia�on and variance). Data scien�sts 

evaluate the data and derive important insights using EDA  techniques. 
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and virtualized networked environments. While coefficients and signal  shi�s 

were employed to complete period detec�on, SVM was used to iden�fy 

cycle numbers. [10] Created an intrusion detec�on system by employing a 

recurrent neural network. The proposed mechanism has  three stages: data 

collec�on, characteris�c extrac�on, and the deep threat classifier. The results 

of the studies show that  Naive Bayes, K-Nearest Neighbor, Random Forest 

and Decision Tree are ineffec�ve compared to the best precision of   98.18% 

according to the 10-fold cross-valida�on analysis .

In [11], network intrusion detec�on (NID) systems have made extensive 

use of data-driven methodologies. The way the  datasets are gathered, 

however, has led to several difficul�es. In comparison to regular traffic, the 

majority of a�ack  classes in network intrusion datasets are regarded as the 

minority, and many datasets are gathered using virtual  machines or other 

simulated se�ngs as opposed to real-world networks. By fi�ng models as 

random forests or support  vector machines to non-representa�ve "sandbox" 

datasets, these problems reduce the performance of intrusion  detec�on 

machine learning models .

 2.  Related Theories
In the field of our research, we relied on several modern techniques 

and methods to build the  proposed model which  are listed as follows:  

 2.1  Network Function Virtualization (NFV) 
Telecommunica�on service providers (TSPs) have historically been 

forced to implement physical patented equipment  for each network purpose, 

resul�ng in high construc�on costs and constraints when scaling a network. 
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in the network environment by introducing frequent pa�ern mining in the 

detec�on  process. 

Niave Bayse, a machine learning technique, has been added to enhance 

the detec�on of misuse a�acks. To test and  evaluate the performance of the 

proposed model, the KDD dataset is u�lized. 

The remainder of this work divided into the following sec�ons. Details 

on related theories are presented in Sec�on 2.  The suggested adap�ve 

misuse a�ack detec�on model and associated techniques are described in 

Sec�on 3.  Experimental results are presented in Sec�on 4. Sec�on 5 ends 

our study by discussing the most important points of the  system and 

comparing our proposed model with current methods

For the purpose of swi� and verifiable iden�fica�on of misconfigura�ons 

breaching security characteris�cs in NFV, [8]  proposed a new methodology 

called MLFM which combines machine learning (ML) efficiency with rigorous 

formal  methods (FM). The heart of our approach is an itera�ve teacher-

learner interac�on where the teacher (FM) can  progressively (over several 

itera�ons) as training data, provide more representa�ve verifica�on findings, 

and the learner   (ML) can use these results to gradually generate more 

accurate ML models. 

In [9] covers the following goals: establishing and examining the two 

classifiers that are most frequently used in IDS  implementa�on (KNN and 

Bayes), assessing the performance of each classifier separately, and modeling 

a hybrid  classifier based on the advantages of the two classifiers. A 

quan�ta�ve methodology for data collec�on and analysis was  used in this 

inves�ga�on. The NSL-KDD and the original KDD 1999 datasets were used in 

the inves�ga�on. Evaluated the  developed techniques using traffic workloads 
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numerous studies have been established to tackle this type of a�ack, but no 

one has come up  with the best solu�on.

The main point of this work is explained in the following steps: 

 1) Design and implementation of detection and diagnosis of misuse 

attacks in NFV networks with higher  accuracy based on the Random 

Fours algorithm and Niave Bayse of machine learning. 

 2) The ideal categorization of normal and offensive behaviour in the 

intrusion detection model is achieved by  combining NFV with a 

random forest and Niave Bayse classifier. 

 3) To improve the intrusion detection model, a frequent pattern 

mining-based adaptive online update strategy  is added to the 

random forest and Niave Bayse classification and detection process 

is able to adapt to dynamic  changes in the network environment 

and has a high detection rate for known and unidentified attacks. 

 4) The accuracy criteria are used to compare the performance of 

machine learning algorithms, knowing the  best algorithm for 

diagnosing and distinguishing the misuse attack requires accuracy. 

 

Our presenta�on presents an adap�ve intrusion detec�on model that 

is based on NFV and the random forest  algorithm to reduce the impact of 

dynamic changes in the network environment on the precision of the pa�ern 

for  detec�ng abusive a�acks, be�er extract effec�ve data characteris�cs and 

enhance the detec�on performance of the  abusive a�ack detec�on model. 

This work aims to propose a system capable of detec�ng early and accurate 

NFV  misuse a�acks using the most efficient machine learning technique the 

random forest .the intrusion detec�on model  can adapt to dynamic changes 
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recognized as key technological  paradigms in modern networking systems 

for efficiently handling emerging challenges in managing complex networks 

 and there are unpredictable traffic pa�erns in various scenarios, including 

Internet of Things, cloud networking, and  mobile data traffic in fi�h 

genera�on (5G) and beyond networks [5]. Middle box func�onality is 

progressively being  virtualized and offered in so�ware with the development 

of so�ware-defined networking (SDN) and virtualisa�on of  network func�ons 

(NFV), which can reduce energy consump�on, resource use and service 

provider opera�ng costs [6].  The typical tradi�onal network is rigid and s�ff. 

The Internet's rapid expansion has brought about challenges, including 

 heterogeneity, scalability, and interoperability. A fundamental approach to 

virtualiza�on in communica�on networks is  Network Func�on Virtualiza�on 

(NFV) [7].    Virtual networks that provide services through virtual parts of 

virtual machines are known as Network Func�on  Virtualiza�on (NFV). It is 

easy to implement and up-to-date.  NFV's low costs are due to the sharing of 

resources.  A�acks are not uncommon for NFV, just like other networks. 

Misuse a�acks are the most common a�ack in NFVs  because all parts share 

the same resources, the a�ack's use of one or more resources that affect all 

parts of the NFV is  par�cularly noteworthy.  

A neural network-based detec�on system was proposed by them for 

botnets in NFV. The system was formed using  data sets that were collected 

through tradi�onal networks. Based on the study, their proposed detec�on 

system could  detect up to 99% of botnet a�acks.          Various types of a�acks 

can target Network Func�on Virtualiza�on (NFV) in different forms and 

des�na�ons.  Network Func�on Virtualiza�on (NFV) could be targeted by 

various types of a�acks in different forms and  des�na�ons. Moreover, 



E122

Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

1. Introduction
The most cri�cal part that must be considered when developing 

systems, especially those that must connect to the  internet, is informa�on 

security. The iden�ty risk management sector is where it belongs [1]. The 

usual approach is to  prevent or reduce the risk of improper data usage, 

leakage, destruc�on, dele�on, corrup�on, altera�on, review, tracking,  or 

devalua�on . The main goal of Informa�on management is to maintain data's 

as the confiden�ality, integrity and availability, and or   (CIA triad) suppor�ng 

the efficiency of business [2]. Over the past decade, massive cyber-a�acks 

against major  organiza�ons have mul�plied. Among the most devasta�ng 

are ransomware, which aims at encryp�ng the data stored  on the system 

un�l the target organiza�on pays a ransom.  

At �mes, security threats are on the rise. A computer system that has 

a flaw or weakness, security tac�cs, internal  controls, and planning, A 

framework's security policy can be compromised by a web vulnerability, 

which could lead to  data the� or modifica�on. SQL injec�on and cross-site 

scrip�ng (XSS) a�acks, as well as broken authen�ca�on and  session 

management, are the most common types of a�acks. Weak or broken 

authen�ca�on mechanisms may allow  a�ackers to circumvent authen�ca�on 

and gain unauthorised access to the applica�on [3]. Resources on the NFV 

network are vulnerable to abuse, par�cularly those that only a small number 

of users or cannot  share. In these a�acks, the a�acker takes resources away 

from other users and uses them for their purposes without  sharing them 

with other users. These a�acks typically cause bo�leneck issues, which cause 

service delays or even the  interrup�on of NFV network services [4].     Network 

Func�on Virtualiza�on (NFV) and So�ware Defined Networking (SDN) are 
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الم ستخلص 

هجوم سوء الاستخدام هو النوع الأكثر شيوعًا وخطورة من الهجمات التي يمكن أن 

تستهدف NFV المحاكاة الافتراضية لوظائف الشبكة . في هجوم سوء الاستخدام، يحاول 

المهاجم استهلاك موارد بيئة NVF عن طريق إرسال كمية كبيرة من حركة المرور. لحماية 

بيئة NFV، تم اقتراح نظام مبكر ودقيق للكشف عن هجمات سوء الاستخدام استنادًا إلى 

NFV و Random Forest Classifier. يبدأ النموذج المقترح باستيراد مجموعة البيانات 

وتحليلها ثم المعالجة المسبقة واختيار الميزات باستخدام خوارزمية اختبار PSO )تحسين 

وكفاءة، وهي  الأكثر شيوعًا  الآلي  التعلم  تقنية  على  التصنيف  ويعتمد  الجسيمي(،  سرب 

أداء  وتقييم  اختبار  أجل  من  وأخيرا،  المستخدمة.   Niave Bayseو  Random Forest

قواعد  في  المعرفة  )اكتشاف   KDD بيانات  مجموعة  استخدام  تم  المقترح،  النموذج 

البيانات(.  تفوق النظام المقترح على الأبحاث السابقة الأكثر مقارنة من حيث الأداء، كما 

لـ    99.5% و   Random Forest لـ   99.98% دقة  معدل  حقق  حيث  النتائج،  أشارت 

. Niave Bayse

الكلمات المفتاحية : شبكة NFV, التعلم الالي،  تصنيف الغابة العشوائي
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Abstract 
A misuse a�ack is the most common and dangerous type of a�ack that 

could target NFV (Network Func�on  Virtualiza�on). In a misuse a�ack, the 

a�acker a�empts to consume the NVF environment's resources by sending 

a large  amount of traffic. To protect the NFV environment, an early and 

accurate misuse a�ack detec�on system has been  proposed based on NFV 

and Random Forest Classifier. The proposed model starts with impor�ng the 

dataset and  analyzing it then pre-processing and feature selec�on using a 

PSO (par�cle swarm op�miza�on) Test algorithm,  classifica�on is based on 

the most common and efficient machine learning technique, which is 

Random Forest and Niave  Bayse used. Finally, in order to test and evaluate 

the performance of the proposed model, the KDD (knowledge  discovery in 

databases) dataset is u�lized. The proposed system outperformed the most 

comparable previous research  in terms of performance, as indicated by the 

results, achieving an accuracy rate of 99.98% for Random Forest and 99.5% 

 for Niave Bayse .

Keywords: Network Func�on Virtualiza�on (NFV), Machine Learning ML, 

Random Forest (RF), Niave Bayse, PSO Test algorithm, KDD.  
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of data is determined by a number of factors, including collisions, 

obstacles between nodes, and network topology.

- the productivity in the first scenario is greater than in the second 

and third scenarios, and the productivity in the fourth scenario is 

very low because there are not enough coordinators to receive all 

the packets, meaning that the productivity in the fifth scenario will 

be very high because there is a large number of coordinators, as 

shown in the figures.

- Traffic sent parameter is a large in the first scenario due to the 

short time in generating packets and  is  larger in the fourth scenario 

due to the large number of nodes and routers.

- traffic received number is low in the fourth scenario, which 

contains a large number of nodes and routers, and this number is 

almost the same for the second, third and fifth scenarios, and has 

the  highest value in the first scenario, meaning that almost all the 

packets sent are received.
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Conclusion 
By performing the simula�on and displaying the results for a several 

network (OPNET, and to reach the best possible design of network According 

to the necessary network parameters. Time delay, loss of packets, throughput, 

traffic sent, traffic received and produc�vity, we clarify:

- The results obtained in this paper were used in practical applications 

in the field of monitoring and Controlling greenhouses.

- That in the first, second and third scenarios, the time delay between 

the final nodes is not affected by the number of nodes when it 

does not exceed 20 nodes the time delay is the same. That is 

affected by the density of data packet flow across the network, but 

it increases in both the fourth and fifth scenarios, that is, when the 

number of nodes in the network reaches 240 nodes, due to the 

large number of nodes that make up the network.

- We note in particular The time delay is greater in the fourth 

scenario due to the presence of one coordinator device, while in 

the fifth scenario there are (13) coordinators.

- The number of discarded packets decreased in the second and 

third scenarios compared to the first scenario when the time 

between packets generation changed, which led to a reduction in 

the density of packets in the network. This loss in the fourth and 

fifth scenarios was similar, meaning that the presence of routers 

did not affect the operation of the network. The following figure 

shows this:

- The increase in the number of users of the wireless medium is the 

reason behind the increase in interference, and thus the amount 
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of the decrease in data packets generated primarily within the network and 

thus the packets sent.

Figure (13) MAC DELAY

Figure (14) MAC-throughput
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We no�ce that this number is low in the fourth scenario, which contains 

a large number of nodes and routers, and this number is almost the same for 

the second, third and fi�h scenarios, and has the highest value in the first 

scenario, meaning that almost all the packets sent are received. As it 

illustrated in figure (12)

Figure (12) shows the graph of the transmitted and received data.

- Delay:
It is the �me between wai�ng for the packet to be transmi�ed at the 

physical layer and receiving the last bit at the receiving node.

A�er conduc�ng the simula�on and displaying the graphs of 

produc�vity and delay, we no�ce an increase in delay and a decrease in 

produc�vity in the third scenario compared to the second scenario as a result 



E113

Empirical Research of A Greenhouse Monitoring and Controlling System Using ZigBee Protocol

• Data sent and received traffic sent & traffic received):

- traffic sent: It represents the total number of data sent from the 

source to the destination in one unit of time regardless of whether 

it arrives or not.

We no�ce from the graph of this parameter a�er running the simula�on 

as shown in figure (11), that it is large in the first scenario due to the short 

�me in genera�ng packets and is larger in the fourth scenario due to the 

large number of nodes and routers.

Figure (11)  Chart of sent packets

- traffic received:  Represents the number of packets received in one 

unit of time.
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• Throughput:

The actual amount of data sent from the source to the target during a 

specified �me (Second) The increase in the number of users of the wireless 

medium is the reason behind the increase in interference, and thus the 

amount of data is determined by a number of factors, including collisions, 

obstacles between nodes, and network topology.

A�er conduc�ng the simula�on and displaying the produc�vity charts 

for all scenarios, it became clear that the produc�vity in the first scenario is 

greater than in the second and third scenarios, and the produc�vity in the 

fourth scenario is very low because there are not enough coordinators to 

receive all the packets, meaning that the produc�vity in the fi�h scenario 

will be very high because there is a large number of coordinators, as shown 

in the figure (10):

Figure (10) Productivity chart (throughput)
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in the flow of data packets in it, so that the intermediate nodes’ stores 

become full and unable to receive any new packets.

A�er running the simula�on and displaying the graph of the discarded 

packets, it became clear that the number of discarded packets decreased in 

the second and third scenarios compared to the first scenario when the �me 

between packet genera�on changed, which led to a reduc�on in the density 

of packets in the network. This loss in the fourth and fi�h scenarios was 

similar, meaning that the presence of routers did not affect the opera�on of 

the network. The following figure shows this:

Figure (9) The graph of the neglected packets (loss of packets
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Figure (8) Time delay (end-to-end delay

• Neglected packets (loss of packets):

This parameter is defined as the parameter that determines the data 

packets sent from the sending nodes that do not reach the receiving nodes 

as a result of their loss in the network or the packets that do not reach from 

the sender to the receiver as shown in Fig-(8). There are several factors that 

cause packets to be lost while they are traveling within the network, such as: 

the absence of any receiving node within the range through which the 

sending node broadcasts its signals, which may decrease in value.RSS is a 

result of various losses or the end of the ba�ery life of neighboring nodes 

located within its radio range, and one of the other most important reasons 

is the occurrence of a conges�on condi�on in the network due to the increase 



E109

Empirical Research of A Greenhouse Monitoring and Controlling System Using ZigBee Protocol

• Time delay (end-to-end delay):

It is defined as the total �me delay between the sending node and the 

receiving node. By performing the simula�on and displaying the results as 

shown in Fig-(8), it was observed that in the first, second and third scenarios, 

the �me delay is the same.That is, the �me delay between the final nodes is 

not affected by the number of nodes when it does not exceed 20 nodes, nor 

is it affected by the density of data packet flow across the network, but it 

increases in both the fourth and fi�h scenarios, that is, when the number of 

nodes in the network reaches 240 nodes, due to the large number of nodes 

that make up the network. We note in par�cular: The �me delay is greater in 

the fourth scenario due to the presence of one coordinator device, while in 

the fi�h scenario there are (13) coordinators. The coordinator device 

represents the final node where all communica�ons must end, and therefore 

the nodes located far from it will need a longer path and a greater number of 

hops, and thus a greater �me delay to reach it, in addi�on to conges�on and 

compe��on over the shared medium. As for the presence of more than one 

coordinator to enter the network, the nodes send data to the closest 

coordinator to the medium within the network, no�ng that the rou�ng 

protocols are responsible for this task to form the parent-child tree or build 

the approved rou�ng tables and a cage for the protocol and algorithm used, 

which is the same in all scenarios.
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The following figure illustrates the characteris�cs of the proposed 

scenarios:
Scenario 
number

Number and 
size of sites 
served

Number 
of final 
nodes

Number of 
General 
Coordinator 
Contracts

node 
spacing

Size of data packets 
generated at the 
applica�on layer

Inter arrival �me

11 (200*160)1214010241second

21 (200*160)12140Exponen�ally 
increasing and 
step (100)

Exponen�ally 
increasing and 
step (10)

31 (200*160)20135Exponen�ally 
increasing and 
step (100)

Exponen�ally 
increasing and 
step (10)

420 (200*160)240135Exponen�ally 
increasing and 
step (100)

Exponen�ally 
increasing and 
step (10)

520 (200*160)2401335Exponen�ally 
increasing and 
step (100)

Exponen�ally 
increasing and 
step (10)

620 (200*160)2201335Exponen�ally 
increasing and 
step (100)

Exponen�ally 
increasing and 
step (10)

9. Simulation and results
A�er we have presented the design of this project with several network 

configura�ons and different parameters for the devices used, we will simulate 

these configura�ons using the chosen program (OPNET) and display the 

results in the form of graphs and analyze and discuss these results to reach 

the best possible design. As we men�oned in the introduc�on to this chapter, 

the comparison will be made on several parameters.
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Figure (7) Network design illustrated for the fourth scenario
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number of devices composing the network, as we will increase the number 

to 20 devices instead of 12 devices and we will make the distance between 

each two consecu�ve devices (30) meters..

Figure (6) Network design in the third scenario

Scenario 4:
In this scenario, we will expand the network and increase the number of 

protected areas to become (20), each of which is iden�cal to the design studied 

in the second scenario in terms of dimensions, area, number of nodes and their 

parameters. That is, this design will contain (240) end devices. However, we will 

use (13) routers here, and we will also use only one coordina�ng device for the 

design as a whole, as shown in the following figure (7):
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Figure (5) first scenario, 12 Zigbee Nodes with one Coordinator

Scenario 2:
In this scenario, we will adopt the same design as in the first scenario 

in terms of dimensions, number of devices, and their distribu�on, but we 

will change the se�ngs of the deployed devices. We will make the size of the 

transmi�ed data variable exponen�ally and with a step of (100). We will also 

change the �me between genera�ng two consecu�ve packets and make it 

variable exponen�ally as well and with a step of (10), as shown in figure-(6).

Scenario 3:
In this scenario, we will adopt the same previous design in terms of 

dimensions, the presence of one coordina�ng device and the same previous 

adjustment for device se�ngs (the same size of the transmi�ed data and the 

same �me between genera�ng packets), but the change will be in the 
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• Productivity (throughput).

• Data sent and received (traffic sent & traffic received).

Figure (4) layers structure of Zigbee Protocol in OPENT

Scenario 1:
In this scenario as shown in Fig-(5) we have set up a protected area of   

dimensions (200*160) meters containing one coordina�ng device located in 

the center. The area has (12) final nodes represen�ng the sensors, with a 

distance of (40) meters between each two nodes.

The default parameters of the devices used in the network were used 

in this scenario because they fit this design. The access method between 

nodes was set to random, meaning that each node sends to the closest node 

un�l the collected data reaches the primary node (coordinator).
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The third model implements the media access protocol at the data 

layer.MAC.

The fourth model is responsible for rou�ng data traffic, joining subnets 

to the overall network, and genera�ng beacon requests.

7. Simulation using the program OPNET for IEEE802.15.4
The programOPNET contains version (1.0) of the accurate simula�on 

model and this version is specific to and programmed for the IEEE802.15.4 

standard. The PHY layer contains a transmi�er and receiver opera�ng at 2.4 

GHz frequency, we use QPSK modula�on. [12].

Contains a layer the MAC on Slo�ed CSMA-CA generates beacon 

frames and ensures synchroniza�on of nodes with the network coordinator. 

We have the ba�ery module which determines the power levels used. We 

also have the applica�on layer which contains the data generator in the form 

of frames. The command frame generator in the MAC generates the ACK 

frames and the assembly module with sta�s�cs for the incoming frames. The 

radio model contains standard radio modules to simulate the radio channel 

along with other elements such as interference, noise, propaga�on delay.

8. Design and Simulation
In this research, we will study several scenarios with several differences, 

simulate them, compare the results, and analyze them to reach the best 

representa�on. There are many parameters that can be compared between 

different designs and in this research, we will rely on the study of

• Time delay (end-to-end delay).

• Neglected packets (loss of packets).
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3. Transfer data between devices:
In style (beacon) cannot send between them.

In style ((non-beacon) Data is transmi�ed directly using un slo�ed 

CSMA/CA technology to access the channel.

The model is ZigBee in OPNET uses four opera�onal models:

1. Model ZigBee MAC.

2. Model ZigBee Application.

3. Multi access carrier model ZigBee CSMA-CA.

4. Model ZigBee Network.

Figure (3) data transfer from the coordinator in Zigbee Protocol 

The first model contains a model of (IEEE802.15.4 MAC Protocol) which 

is used for channel scanning, joining, failure and repair protocol in CSMA-CA 

unslo�ed system.

The second model represents a low-resolu�on version of the applica�on 

layer in ZigBee contains network configura�ons, generates and receives 

traffic, and provides simula�on reports. 
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The following figure-(2) shows the transfer of data to the coordinator:

Figure (2) Data Transfer to the Coordinator in Zigbee Protocol Adapted [6]

2. Transfer data from the coordinator:
This is based on the coordinator’s request, as it is in the indica�ve 

pa�ern (beacon) The coordinator tells devices that it has packets stored 

instead of directly sending frames to devices. The device that receives the 

beacon message first checks whether its iden�fier appears in the fields of 

the message. If it does, the device sends a request to send data to the 

coordinator. The coordinator responds with an ACK and passes the data to it.

As for the non-indica�ve pa�ern ((non beacon) The device must 

periodically send data request frames to inquire if there are packets stored 

for it, and if there are, the coordinator responds with an ACK and sends the 

frame to begin the data transfer procedures. The following figure-(3) shows 

the data transfer from the coordinator:
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Figure (1) non-indicative pattern of Zigbee Protocol Adapted [6]

In general, the protocol ZIGBEE reduces the �me that the sensor 

node is in the ON state and thus reduces the amount of energy consumed. 

Whereas in BEACON mode the sensor is only ac�ve during the data 

transmission period, while in NON-BEACON mode the energy consump�on 

is absolutely not synchronous with the transmission since some sensor 

nodes are always in the ON state without working, so we no�ce that 

BEACON mode is the most important mode in WSN networks. So, we have 

three models for data transfer:

1. Transfer data to the coordinator:
Where in pilot mode when a par�cular device wants to transmit it uses 

�me slots to compete for the channel using the technology of slo�ed CSMA/

CA a�er receiving the beacon message.

In the non-guide mode, devices will compete for the channel using 

theunslo�ed CSMA/CA The data is sent directly to the coordinator and 

when the coordinator receives this data, it sends a report of it with an 

(ACK) message.
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• The guide pattern (beacon mode):

In which devices are used the super frame that starts with the beacon 

helps in synchroniza�on between the devices par�cipa�ng in the network. 

Each super frame is divided into an ac�ve period and a variable inac�ve 

period. Communica�on between the devices takes place during the ac�ve 

period and stops during the inac�ve period, and the devices enter a sleep 

state and low power mode un�l the beginning of the new frame.

Here the devices are used. Slo�ed CSMA-CA. This mode is used when 

the CORDINATOR is powered by ba�ery. In this mode, the END DEVICES wait 

for a BEACON message from the CORDINATOR, which is broadcasted 

periodically, to send the data. A�er comple�on, the CORDINATOT and END 

DEVICES enter the SLEEP mode.

• Non-indicative pattern (non-beacon mode):

This pa�ern as shown in Fig (1) is employed when the feed is 

CORDINATOR via a power supply and in this mode the END is always in SLEEP 

mode and is ac�vated when the required event occurs. For example, in 

wireless sensor networks inside the GREENHOUSE, the sensor nodes will 

wake up and become in an ACTIVE state when the temperature reaches the 

required value, then they send informa�on to the CORDINATOR which 

remains in a con�nuous wai�ng state.

The disadvantage of this pa�ern is that the sensor node may find the 

channel busy and informa�on will be lost.
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This layer provides three important services:

Receiver Energy Detec�on (ED): It es�mates the strength of the 

received signal within the channel bandwidth in order to determine the 

recep�on of this signal as a packet and is also used in the network layer to 

create a path.

The Link Quality Indica�on (LQI): is a process of characterizing the 

quality of the received packet and this characteriza�on is done using an (ED) 

device in order to calculate the signal-to-noise ra�o.

Channel Assessment (CCA): It is a logical func�on that exists to 

determine the current state of the wireless medium in order to be able to 

use it. In this standard, three types of CCA are used:

• Energy over threshold: Where it gives the CCA indicates that the 

channel is busy if the ED value is above the threshold.

• Carrier Sense Only: Gives the CCA states that the medium is busy 

only when a modulated signal is detected and has the propagation 

characteristics of the IEEE802.15.4 standard.

• Carrier sensing with energy above threshold: Gives the CCA 

indicates that the medium is occupied when a signal is detected 

with the IEEE802.15.4 standard modulation and propagation 

characteristics with power above the ED threshold.

6. The standard IEEE802.15.4 MAC ZigBee
It is located above the physical layer and works to secure access to the 

wireless channel by avoiding poten�al collisions in the channel. It provides 

services to the network layer and contains address data. frame to know the 

source and des�na�on of this data, this standard allows two modes of 

opera�on in the network [9-16]:
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- Equipment layer ZigBee is responsible for establishing local links 

between the source node and the target node, routing messages 

between devices, and defining device rules within the network 

such as: ZigBee Coordinator, Router or End Device.[14]

5-2 Network layer:
This layer is responsible for: - Ini�a�ng and defining the network 

topology (joining or leaving the exis�ng network).

- Directing the Frame to target.

- Path discovery between peripheral devices (Sensors).

5-3 The standard IEEE 802.15.4 PHY Zigbee (Physical Layer):
It is the lowest layer and performs the process of modifying the 

outgoing signals and extrac�ng the incoming signals. It also allows for channel 

selec�on to avoid radio interference, in addi�on to exchanging data with the 

higher layer (MAC)[7-13]. The IEEE 802.15.4 PHY standard at the physical 

layer supports two types of services:

• Data Services: Allows the transmission and reception of physical 

layer protocol data units. (PPDU: Physical Protocol Data Unit) over 

dedicated radio channels.

• Management services: These are related to sending pilot frames 

by nodes programmed as multi-access coordinators, and they have 

priority to start sending these frames using a timer that ensures 

the accuracy of the transmission timing.
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forma�ons (star, tree, mesh, etc.). It is also considered a low-cost technology 

compared to other technologies, in addi�on to its high, accurate and flexible 

performance.

Wireless sensor networks designed using sensors such as ZigBee 

provides high flexibility and diverse capabili�es in all scien�fic and engineering 

fields. Using these networks, informa�on can be transferred from one area 

to another at a low cost and with low energy consump�on. The advantages 

of choosing ZigBee include:

• It expands the industry and processing systems and enables 

constant supervision and control that increases management and 

thus labor productivity.

• Supervising the work and thus saving personal effort and public 

safety.

• Get accurate readings, do precise work, and detect problems 

before they happen.

• Eliminates the need for manual monitoring and thus reduces the 

occurrence of unwanted errors.

5. Protocol structure of ZigBee
The technology ofZigBee has its own four-layer model, each with its 

own func�on, as in the OSI model. It includes:

5-1 Application layer:
Applica�on layer ZigBee consists of:

- A sub-application layer that connects two devices based on services 

and the need to route messages.
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4. Technique ZigBee in Wireless Sensor Networks
The latest technology Wi-Fi is a revolu�on in the field of wireless 

networks, as it has made it easier for us to connect to internal networks 

when we are outside [4-5]. This technology has also made it easier for us to 

connect between devices, as it has greatly reduced the number of cables. 

This has led to companies’ interest in this technology. But at that �me, there 

were many companies and ins�tu�ons suffering from the problem of energy 

consump�on and the cost of building projects with these technologies [5-

13]. Faced with the demand for low-power consump�on and cost-effec�ve 

wireless communica�on, engineers sought inspira�on from nature. The 

collec�ve behavior of bees offered a compelling model: despite their 

simplicity, bees can achieve complex tasks by sharing energy and 

communica�ng through dis�nc�ve movements such as the "waggle dance." 

This natural system of efficient, decentralized coordina�on inspired the 

crea�on of ZigBee technology. Developed to support low-data-rate, low-

power wireless networks, the idea of ZigBee emerged in 1998. A�er nearly a 

decade of standardiza�on and refinement, the first full specifica�on was 

finalized in early 2007 [5] and [7]. Therefore, it is a grid connec�on technology 

designed specifically for applica�ons that require long-term opera�on 

without the need for electrical power supply between short periods. This 

technology is equipped with ba�eries with a life span of up to 360 days of 

con�nuous opera�on without the need to charge it more than once. It is also 

specially designed for uses that require high service availability so that there 

is a direct alterna�ve in the event of a device failure. Its features include the 

ability to control hundreds of peripheral devices over long distances. Up to 

70 meters and the possibility of forming the network in several ways and 
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3.2. The standard IEEE802.15.1:
• Also known asBluetooth is a personal area network (PAN) for 

transferring data from one device to another.

• It features lower power consumption than the previous standard.

• It supports tree formation and can connect several devices 

together, and only 8 devices, one master device and the rest are 

slaves, and for a maximum distance of 10 meters.

3.3. The standard IEEE802.15.4:
• This standard was designed as an evolution of the previous two 

standards for control and monitoring operations in wireless 

network applications. It is the most flexible standard that supports 

multiple data transmission rates and multiple communication 

frequencies in addition to multiple network configurations (tree, 

star, etc.).

• The most useful thing about this standard is the low power 

consumption because many devices are activated and deactivated 

at certain periods and as needed.

• This standard ensures the design of flexible and low-cost networks.

• This standard operates based on several frequencies and different 

data transfer rates:

 20Kbps for 868MHZ frequency

 40Kbps for 902MHZ frequency

 250Kbps for 2.4GHZ frequency

• The protocol ZigBee falls under this standard and is the most widely 

used protocol.”
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loca�on that work together to monitor a studied phenomenon to obtain the 

required informa�on and pass it to the required loca�on.

These networks have enabled the crea�on and innova�on of a large 

number of applica�ons in all civil and military fields [2-10].. By civil, we mean 

everything that is useful in our lives, such as monitoring, facilita�on, work 

and protec�on methods, such as designing smart homes for the elderly, 

tracking and detec�ng vehicles and cars, detec�ng and monitoring car the�, 

managing and monitoring traffic. fire-figh�ng, Agricultural environmental 

control and monitoring opera�ons such as measuring temperature, humidity, 

etc. in medical, industrial and commercial fields [14]. Military applica�ons 

include monitoring targets and early detec�on of nuclear and chemical 

a�acks, etc. 

3. Standards used in wireless network protocols
As men�oned in [4] and [5] there are several standards adopted and 

used in wireless networks, which can be explained as follows:

3.1 Standard IEEE802.11:
• Also known as wifi is a standard designed for public wireless 

networks.

• Its standard communication range is 30 meters inside a building 

and 90 meters as line of sight.

• Based on this standard, the data rate is (1-150) megabits per 

second.

• This standard causes high power consumption but high transmission 

rate.
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1. Introduction
Wireless sensor networks (Wireless Sensor Network (WSN) is a 

scien�fic revolu�on in the field of wireless communica�ons and embedded 

and deployed systems as a result of the rapid development we are 

witnessing today. It has opened the way for the innova�on of a new 

genera�on of applica�ons in various fields such as the environment and 

weather monitoring, health monitoring, building and facility safety 

inspec�on, and security such as intruder detec�on and restricted area 

intrusion, traffic and fire detec�on. These applica�ons are mainly related 

to the remote monitoring and control of various and mul�ple sensory (or 

physical) events such as temperature, pressure, light, sound, etc [10]. 

through small wireless devices. These devices contain sensors that capture 

and collect the informa�on sensed in the monitored environment, and 

then send it wirelessly from one device to another in coopera�on with 

each other to a monitoring sta�on, which is a computer that collects 

informa�on from the sca�ered wireless sensor devices, processes it, and 

analyzes it. In this project, we will discuss the use of these modern networks 

in the agricultural field, specifically in greenhouses, monitoring them, and 

controlling the workflow in them, as con�nuous monitoring and controlling 

the environment inside the greenhouse here is of great importance, i.e. 

controlling the temperature, humidity, ligh�ng, and gas percentage.CO2 

and protec�on from harsh climate [1-13].

2. Wireless Sensor Networks and Protocol ZigBee
The term wireless sensor network, or WSN, is used for short.WSN) is a 

network consis�ng of a large number of sensor nodes spread in a specific 
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المستخلص

تعُدّ البيوت المحمية ذات أهمية كبيرة في المجال الزراعي، حيث توفر البيئة المناسبة 

والمهمة لنمو وإنتاج مختلف النباتات بغض النظر عن الظروف البيئية المحيطة. ويعُتبر 

المطلوبة  البيئة  توفير  أجل  أمرًا ضرورياً وهامًا من  عليها  والسيطرة  البيوت  مراقبة هذه 

والحصول على أفضل إنتاج. لذا، فإن هدف هذا المشروع هو دراسة مراقبة هذه البيوت 

الحديثة  الطرق  تعُد من  اللاسلكية، والتي  المستشعرات  والتحكم فيها باستخدام شبكات 

والبسيطة نظرًا لدقتها وقلة الجهد الذي تتطلبه، وبالتالي تؤدي إلى إنتاج أفضل. وستتناول 

الدراسة عدة تشكيلات وتصاميم لنموذج البيت المحمي، بالإضافة إلى محاكاته باستخدام 

شبكة OPNET  لتحديد أي التصاميم أفضل من حيث الأداء على أرض الواقع.

تظُهر هذه الدراسة تأثير زيادة عدد العقد في الشبكة إلى 240 عقدة، وكذلك تأثير 

وجود جهاز تنسيق واحد أو أكثر، مع فترات التوليد بين الحزم، مع تحديد أثر ذلك على 

تقليل عدد الحزم المتلفة. كما توضح هذه الدراسة كيفية زيادة الإنتاجية اعتمادًا على عدد 

أجهزة التنسيق لاستقبال جميع الحزم.

الكلمات المفتاحية: 

 ،)Delay( التأخير ،)Throughput( الإنتاجية ،)OPNET(  أوبنت ،)Zigbee(  زيقبي

.)Network( شبكة ،)Wireless( لاسلكي
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Abstract
Greenhouses are of great importance in the agricultural field as they 

provide the appropriate and important environment for the growth and 

produc�on of various plants regardless of the surrounding environmental 

condi�ons. Monitoring and controlling these houses are considered 

necessary and important in order to provide the required environment and 

obtain the best produc�on. Therefore, the aim of this project is to study the 

monitoring and control of these houses using wireless sensor networks, 

which are considered modern and simple methods due to the accuracy of 

work and li�le effort they provide, and thus be�er produc�on. The study will 

be for several forma�ons and designs for the greenhouse model and 

simula�on using the program OPNET to determine which designs are best 

for be�er performance on the ground .This study shows the effect of 

increasing the number of nodes in the network to 240 nodes, as well as the 

effect of having one or more coordina�ng devices with the �me between 

packet genera�on periods, while determining the effect of this on the 

decrease in the number of discarded packets. So This study also shows how 

to increase produc�vity depending on the number of coordinators to receive 

all packages.

Keywords: Zigbee, OPNET, Throughput, Delay, Wireless, Network.
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4. Conclusion
The paper demonstrates that AI is a cri�cal element that strengthens 

IoT security systems. The study explores ar�ficial intelligence methods that 

detect and minimize cyber threats affec�ng IoT networks. AI delivers mul�ple 

technological capabili�es for detec�ng and forecas�ng dangers, with 

machine learning and deep learning among them. Security approaches in IoT 

ecosystems receive support from this technique while enabling businesses 

to prevent emerging threats. The research emphasizes preven�ve security 

needs at present because technology keeps evolving.
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Fig. 4 Detection of IoT cyberattacks utilizing AI techniques

Fig. 5 Challenges and limitations
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3. Challenges and Limitations
Con�nuous sophis�ca�on arises in the Internet of Things (IoT) security 

environment due to the swi� development of cyber threats and system 

vulnerabili�es. Security demands modern innova�ve tac�cs because 

organiza�ons face different threats from the expanding number of Internet 

of Things devices. These challenges encompass complex network security 

issues, as shown in Figure 4, the cri�cal need for efficient cybera�ack 

iden�fica�on, and the con�nuous development of advanced detec�on 

mechanisms. Ar�ficial intelligence partnerships with deep learning represent 

an advanced technique to fight off cyber threats through threat detec�on 

and preven�on systems. A wedding focuses on four essen�al elements, 

which involve construc�ng protected network defense systems that combine 

protec�ve monitoring with threat predic�on safeguards to combat digital 

security issues. Advanced technology combined with ongoing research and 

adap�ve security frameworks needs to form an integrated solu�on system 

for IoT security because of its vola�le nature to protect digital infrastructure 

from advanced evolving threats, as explained in Figure 5.
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• Support vector machines

• Federated learning

• Convolutional neural networks

• Recurrent neural networks

These dis�nct security approaches present diverse capabili�es to find 

and fight cyber threats that exist in modern complex technological domains.

The Internet of Things (IoT) creates special difficul�es for implementers 

of cybersecurity detec�on systems. The interlinkages present in IoT systems 

require security solu�ons to deploy advanced and adap�ve systems that 

operate between system layers. Numerical approaches controlled by 

ar�ficial intelligence have shown essen�al value in responding to security 

difficul�es by introducing dynamic automated surveillance and protec�on 

frameworks [4].

Ar�ficial intelligence is vital for cybersecurity because cyber threats 

are developing more advanced and complex opera�ons. A revolu�onary 

transforma�on exists in our digital security response because we now use 

advanced machine learning and complete hardware monitoring systems 

together. Using these new approaches offers groundbreaking abili�es to 

detect, validate, and respond to security vulnerabili�es that target different 

technology spaces [17].

The progress of cybersecurity in the future will focus on building 

advanced detec�on systems that are adap�ve and intelligent. Ongoing 

research shows that ar�ficial intelligence and hardware monitoring, together 

with a comprehensive dataset analysis, will establish powerful proac�ve 

security architectures able to protect against complex cyber-a�acks.
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Sensor fusion procedures drive cybersecurity development through 

their ability to generate superior informa�on by uni�ng diverse data sources. 

Security analysis evolved past observing one source to combine physical 

aspects and network characteris�cs, resul�ng in an en�re security evalua�on 

methodology. Scien�fic research spanning mul�ple informa�on domains 

helps researchers develop a�ack detec�on systems that provide be�er 

accuracy when execu�ng their func�ons [16].

Ar�ficial intelligence detec�on tools for cybersecurity detec�on have 

proliferated remarkably by including several complex analy�cal methods. 

Technology researchers use mul�ple advanced methods to inves�gate their 

subjects, as shown in figure 3, which include:

Fig. 3 Evolution of artificial intelligence in cybersecurity

• Genetic algorithms

• Deep belief networks

• Hybrid artificial intelligence systems
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technological innova�ons while gaining full insight into digital threat 

landscapes un�l they can discover solu�ons through strategic research. 

Firms must maintain their learning strategies by implemen�ng security 

frameworks that properly control digital world connec�ons across their 

en�re technological infrastructure.

2.4 Artificial Intelligence and Hardware-Driven Cybersecurity Detection 
Ar�ficial intelligence development, coupled with sophis�cated 

hardware systems, creates necessary measures to detect complicated 

physical system a�ack vectors. Scien�sts prove that current machine learning 

systems integrated with sensor monitoring networks possess the ability to 

discover and thwart difficult cyber-a�acks [37].

Research has shown that ar�ficial intelligence proves essen�al through 

its decisive role in cybersecurity inves�ga�ons of electromagne�c fault 

injec�on (EMFI) a�acks. New detec�on systems created by scien�fic teams 

perform real-�me opera�onal and hardware assessments, leading to be�er 

accuracy than former threshold detec�on systems. The current use of 

machine learning algorithms for object detec�on surpasses conven�onal 

methods; therefore, researchers can iden�fy fresh security threats [44].

By implemen�ng mul�-source data analysis systems, it became more 

complex and enhanced a�ack fault detec�on abili�es. Healthcare 

organiza�ons obtain be�er security performance through mul�-source data 

integra�on in digital sensor fusion systems used for monitoring. Different 

elements of this method make it possible to predict electromagne�c and 

clock glitch fault injec�on a�acks [2].
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The primary objec�ve of present-day cybersecurity inves�ga�on has 

evolved from a�emp�ng to remove threats to developing robust security 

defense systems. Security researchers dedicate their research �me to 

building robust defensive technologies to detect security breaches with 

an�cipa�on of elimina�on. The fundamental change in security prac�ces 

recognizes cybersecurity work as a con�nuous opera�on instead of sta�c 

protec�ve measures [1].

When AI belongs to cybersecurity frameworks, it develops a powerful 

technique for managing security threats. Standalone analy�cal capabili�es 

of innova�ve systems provide security through self-sustained opera�ons and 

thus reduce the constant requirement for human supervision and direc�on. 

Ar�ficial intelligence and machine learning systems perform strong analy�cs 

to observe digital spaces by finding security weaknesses but resist new 

cybersecurity threats with quick protec�ve applica�ons.

The current technological industrial development needs stronger 

integra�on between ar�ficial intelligence techniques and cybersecurity 

systems. Technological elements such as the Internet of Things, wholesale 

cloud solu�ons and big data repository systems, and autonomous opera�ons 

have created a dense network of security needs that need dedicated threat 

management strategies. Organiza�ons acquire unmatched threat detec�on 

abili�es through ar�ficial intelligence, predic�ve analysis, and adap�ve 

defense systems.

The development of intelligent autonomous protec�on systems 

creates the founda�on for future cybersecurity success because they gain 

the ability to discover and counter threats while opera�onal ac�vi�es 

con�nue. Security solu�ons require researchers to establish advanced 
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different fields led to a modern security and innova�on environment that 

connects security needs with technological developments. The advancement 

of AI technology reveals both rare chances and complicated system 

weaknesses in digital environments, according to [40].

Sophis�cated technological interfaces now face sophis�cated cyber 

threats because the modern cybersecurity field has become drama�cally 

complex. Digital criminals and threat actors have established mul�ple 

sophis�cated methods that extend from persistent complex threats to the 

financial exploita�on of computer systems. Such advancements in security 

threats compel organiza�ons to adopt forward-thinking approaches for their 

security management systems [9].

Fig. 2 Cybersecurity risks and attacks in the Internet of Things
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IoT security needs robust protec�on measures because a synthesis of 

published research findings demonstrates their vital importance. The 

growing nature of IoT requires businesses to priori�ze implemen�ng 

complete security measures to protect all devices that form part of the IoT 

infrastructure. Research inves�ga�ons in progress yield crucial findings that 

help develop be�er security solu�ons for protec�ng IoT systems from 

mul�ple security risks.

2.3 The Evolution of Artificial Intelligence in Cybersecurity
The development of ar�ficial intelligence started in the 1950s to create 

a revolu�onary technological paradigm that revolu�onized industrial 

innova�on across various sectors. Ar�ficial Intelligence stands as an advanced 

computer science discipline for building smart systems that duplicate along 

with exceeding human intellectual opera�ons. AI differs from standard 

human compu�ng because it func�ons based on the goal to fully understand 

and duplicate human intelligence through advanced computa�onal methods, 

as explained in Figure 2.

Machine learning and deep learning serve as the founda�onal pillars 

of AI's technological infrastructure. Sophis�cated algorithmic systems allow 

assessment of large databases through pa�ern recogni�on and con�nuous 

development of their computa�onal intelligence. Funding organiza�ons seek 

to develop ar�ficial systems that can reason like humans because their goal 

exceeds basic data processing [25].

The extensive capabili�es of Ar�ficial Intelligence operate across 

different vital domains, which include machine learning and natural language 

processing in addi�on to robo�cs and cybersecurity. The intersec�on of 
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Authen�ca�on methods and access control mechanisms prove 

indispensable during IoT technology deployments. The detec�on of 

untracked vulnerabili�es in IoT communica�on protocols produces severe 

security risks because research shows these vulnerabili�es breach both 

system data and security protec�on [12].

The security threats of IoT systems generate extensive results that 

damage individual equipment alongside en�re IoT network infrastructure. 

The increasing complexity of IoT systems demands that complete security 

solu�on implementa�on takes precedence because system complexity 

con�nues to rise. The distributed design of IoT devices generates mul�ple 

security problems that only effec�ve protec�ve security protocols can 

prevent system vulnerabili�es and safeguard sensi�ve informa�on [43].

Security research demonstrates organiza�onal need for ac�ve 

monitoring to defend IoT environments together with exis�ng preven�ve 

security measures. The opera�on of real-�me threat detec�on depends on 

synchronized development with secure communica�on standards since 

security frameworks must protect against both exis�ng and new security 

risks. Security solu�ons must evolve with student cyber threat pa�erns 

because threats con�nuously evolve by crea�ng new a�ack routes while 

discovering vulnerabili�es within the environment [19].

The research field now aims to merge ar�ficial intelligence and machine 

learning pla�orms into IoT security development. The applica�on of 

advanced technology enables automa�c threat spo�ng as well as predic�ve 

security methods and improved response func�ons across new security 

threats. Research about IoT security keeps advancing because of con�nuously 

evolving cyber dangers and the necessity for be�er defensive measures [3].
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2.2. Cybersecurity Risks and Attacks in the Internet of Things
Recent comprehensive analyses of IoT cybersecurity have revealed a 

complex landscape of threats, vulnerabili�es, and security challenges that 

demand immediate a�en�on from the research community. Through 

extensive examina�on of scholarly literature, researchers have iden�fied 

mul�ple cri�cal areas of concern and innova�ve approaches to addressing 

these security challenges in IoT environments [41].

The protec�on of cri�cal infrastructure in power grids required the 

inven�on of special a�ack detec�on models that researchers developed to a 

crucial stage [42]. The new models serve as essen�al points for protec�ng 

basic services from cyber threats. The field of a�ack detec�on using fog 

compu�ng has achieved a new and groundbreaking level of understanding 

by inves�ga�ng Denial of Service (DoS) and User to Root (U2R) and remote-

to-local (R2L) a�acks [42]. The threat classifica�on system establishes a 

complete understanding of diverse security risks that aim at IoT systems.

The crea�on of harmful so�ware requires new security solu�ons with 

an emphasis on protec�ng network-based ransomware and malware within 

IoT systems [8]. The advancement of research led to the implementa�on of 

collabora�ve intrusion detec�on systems that achieved be�er precision 

rates and reduced false detec�on incidents [9]. Excep�onal Android device 

power metrics form a fresh method for ransomware detec�on that shows 

great promise for security surveillance.

The requirement to stop unauthorized entry and protect accounts 

has risen to essen�al security status for IoT systems. Research documents 

the major safety risks associated with unauthorized local user account 

entries and R2L a�ack-driven data breaches, according to [11]. 
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hybrids, is a noteworthy feature of this changing world. This duality's 

existence gives the emerging wireless network ecosystem an extra degree 

of complexity. Since conventional forms of communication now coexist 

with the constant exchange of data between computers, the modern 

human communications landscape has changed to include a varied and 

dynamic network paradigm [36]. 

The challenge in naviga�ng the future is to coordinate the peaceful 

coexistence of several communica�on modes while simultaneously 

increasing the capacity and efficiency of wireless networks. Our increasingly 

digital lifestyles are based on the seamless integra�on of people, intelligent 

technology, and self-governing systems. Given the current revolu�onary era, 

it is becoming clearer that wireless networks with the characteris�cs of 

durability, scalability, and flexibility are desperately needed. Future 

developments in wireless communica�on will be shaped by innova�on, 

flexibility, and the ongoing quest to harness the limitless poten�al of data in 

a dynamic digital landscape [37-39].

To successfully support IoT applica�ons, several technological obstacles 

must be overcome in 5G/6G and beyond, including network architecture, 

network resource alloca�on systems, improved signal processing techniques, 

etc. [40]. But with IoT systems, hardware security assurance is a cri�cal and 

evolving issue. More than 70% of IoT devices are thought to be readily 

hackable. It has also been hypothesized that using deep learning and ar�ficial 

intelligence approaches would unleash the full poten�al of 5G/6G networks, 

the Internet of Things, and cyber-physical systems.
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wider applica�on areas, including manufacturing, predic�ve maintenance, 

and personalized healthcare solu�ons.

The rate at which this data-driven shi� is occurring is astounding; 

es�mates suggest that by 2030, cellular data traffic may have increased up to 

10,000 �mes. The surge under discussion is not just a theore�cal idea; rather, 

it is deeply ingrained in the real-world needs of an increasingly networked 

environment. Demand for data traffic and apps created especially for 

Machine-Type Communica�on (MTC) is predicted to rise significantly. Self-

driving cars, healthcare monitoring, smart factories, smart ci�es, and AI-

powered personal assistants are just a few of the use cases that this expansion 

will cover. The core capabili�es of next-genera�on wireless networks are 

being closely studied in the middle of this deluge of digital ac�vity [35]. 

Fig. 1 Increase in data traffic and IoT-connected devices from 2010 to 2025

The coexistence of services that prioritize human needs and 

machine-oriented services, sometimes entwined to create complex 
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accumula�on, but the massive volume requires organiza�ons to invest in 

data management systems and transmission networks. Edge compu�ng 

operates as the essen�al technology to resolve data processing strain by 

performing calcula�ons at local sites proximate to data origin points [31].

The con�nuous growth of the IoT environment now requires both 

privacy and security protocols to maintain their essen�al status. 

Cybercriminals have gained access to extensive a�ack space through the 

growth of sensi�ve data-handling devices installed worldwide. Highly secure 

encryp�on func�ons together with authen�ca�on mechanisms maintained 

by recent security updates form the core basis for safeguarding devices and 

their processed informa�on [32].

The rapid surge of digital technology inevitably leads to mul�ple 

nega�ve environmental consequences. Data centers, combined with cooling 

requirements and the network upkeep of billions of connected devices, 

produce major sustainability problems because of excessive energy usage 

[33]. Major industries work toward two goals: reduce energy waste and 

embrace renewable power methods to manage environmental problems.

The IoT will experience rapid development star�ng from 2025 un�l 

succeeding future years. The expansion of IoT rests on 5G and upcoming 6G 

connec�vity networks as they provide robust data transfer capabili�es with 

fast processing speed along with stable signal recep�on. Advanced 

technologies will boost the ability to extract IoT data value by using ar�ficial 

intelligence and machine learning methods [34].

New technological dimensions such as IoT produce economic effects 

that will produce mul�ple business opportuni�es across different industries, 

according to research. IoT technology drives economic development through 
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also observed in data traffic, with projec�ons indica�ng that the total volume 

of data transmission is expected to experience approximately a threefold 

increase from 2016 to 2021 [21]. Remarkably, it is projected that almost 75% 

of this increase will be produced by devices other than personal computers, 

emphasizing the crucial significance of other endpoints in driving the data 

revolu�on—the increase in data traffic and IoT-connected devices from 2010 

to 2025 is explained in Figure 1.

The rapid prolifera�on of IoT devices has fundamentally transformed 

how we interact with technology in both personal and professional contexts. 

Smart homes, industrial automa�on, healthcare monitoring, and smart ci�es 

represent just a few domains where IoT deployment has become increasingly 

prevalent. This widespread adop�on has created new challenges in terms of 

network infrastructure, data management, and security protocols that need 

to be addressed to ensure sustainable growth [22-24].

The digital transforma�on features Machine-to-Machine (M2M) 

communica�on as its fundamental element because experts expect M2M 

connec�ons to reach 42% of the total network links. The technological 

founda�on establishes more than 10 billion devices that autonomously 

exchange data with no human involvement for direct control. This 

technological evolu�on holds major consequences for produc�on and 

farming alongside shipping industries because they benefit from op�mized 

performance and higher output numbers through automated management 

systems [25-30].

The explosive rise in data crea�on brings organiza�ons and 

infrastructure providers both opportuni�es and difficul�es. Unprecedented 

data opportuni�es and op�miza�on poten�al exist because of vast data 
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This paper assesses four vital topics, which include digital threat 

detec�on mechanisms from AI systems and their responses, the 

implementa�on barriers faced during IoT deployments, and ethical 

considera�ons in this field alongside research and developmental 

poten�ali�es. The four essen�al domains create a necessary basis for 

students to use AI systems effec�vely when safeguarding modern IoT systems 

that quickly evolve.

Strategic collabora�on between cybersecurity and AI technology leads 

to major challenges in building new policies alongside developing regulatory 

frameworks. AI's evolu�onary trajectory requires precise development of 

current laws and ethical principles whenever sensi�ve ma�ers about data 

protec�on and security are involved. This evalua�on iden�fies requirement 

points that need members from technology developer groups and policy 

dra�ing units together with end-user organiza�ons to enhance powerful 

cybersecurity postures.

This review studies the significant transforma�ve aspects of AI in 

cybersecurity meant to protect IoT ecosystems during the 5G and 6G network 

evolu�on. The review combines previous research with iden�fied gaps to 

create ini�al direc�ons for future studies and innova�ons that secure the 

expanding global network systems.

2. Background Theory 
2.1. Cybersecurity Convergence of IoT 

The an�cipated increase in connected devices is remarkable, with 

es�ma�ons sugges�ng that up to 100 billion devices will be smoothly 

integrated into the Internet infrastructure by 2025. Exponen�al growth is 
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1. Introduction
The deployment of AI solu�ons in cybersecurity has significantly 

improved effec�veness during the previous several years. The combina�on 

of AI technologies that includes machine learning, deep learning, and natural 

language processing allows fundamental transforma�ons in detec�ng and 

resolving cyber threats found in IoT systems [1-6]. IoT devices con�nue to 

increase alongside the introduc�on of 5G technology together with predicted 

6G communica�on networks, which results in widespread vulnerability to 

security threats. The discovery of new IoT technology necessitates that 

organiza�ons evaluate their conven�onal security prac�ces since protec�ng 

interconnected network systems depends on AI development [7].

An analysis of present condi�ons examines both advantages and 

challenges that protect IoT systems within 5G/6G environments. The research 

examines current research and emerging trends as it handles obstacles to 

present construc�ve insights for academic research and industrial service 

delivery. AI implementa�on in cybersecurity prac�ce improves detec�on 

capabili�es through automated systems that deliver instant risk management 

rou�nes [8-12].

Studies from various databases entered the inves�ga�on by following 

a pre-established research design to acquire suitable literature. Academic 

resources, including SCOPUS, Science Direct, IEEE Xplore, Web of Science, 

ACM, and MDPI, were accessed for the researchers to run extensive electronic 

research. This structured methodology lets the review iden�fy mul�ple 

methodological as well as perspec�val elements to deliver a thorough 

understanding of current condi�ons [13-20].
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Abstract
Internet of Things technologies experience rapid advancement because 

of 5G networks and upcoming 6G technologies, which resulted in 

transforma�onal changes to security dynamics. This study examines the 

func�onality of ar�ficial intelligence through pla�orms developed to secure 

Internet of Things systems. The demand for improved security capabili�es 

has become essen�al because IoT devices generate new assault channels, 

and their market penetra�on speed is escala�ng. Machine learning 

algorithms, together with deep learning and natural language processing 

methods, are inves�gated in this paper for enhancing the security protocols 

of IoT systems through studies found in academic literature. The paper 

explores upcoming developments and risk-related obstacles to design a 

detailed strategy regarding how AI implements cybersecurity risk reduc�on 

for IoT systems. The analysis focuses on the security implica�ons of 5G/6G 

technology because it both expands weaknesses in systems and offers 

protec�on benefits through enhanced data processing and improved 

networking features. The research provides essen�al data to researchers 

and prac��oners developing resilient AI-security solu�ons that meet the 

requirements of next-genera�on communica�on systems' dynamic 

environment.

Keywords: AI, Cybersecurity, DDoS, IoT network, 5G and 6G Technologies
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transparent decision-making processes; interfacing with an interoperable 

framework for opera�ng on cross-pla�orms; robustness of Federated 

Learning (FL) methods designed for privacy-preserving distributed training, 

and standardized and realis�c evalua�on environments and datasets. 

These are important first steps in taking AI for conges�on control from 

models to real-world deployments. Results The hybrid, predic�ve–

adap�ve AI-based framework showed enhanced network performance in 

simula�ons, including reduced latency, ji�er, packet loss and capacity usage. 

Finally, in addi�on to demonstra�ng the disrup�ve impact of AI for improved 

IoT network resilience, this work offers a clear trajectory for future 

advancements. With the prolifera�on of IoT in various cri�cal areas including 

healthcare, smart ci�es and industrial automa�on, the need for deploying 

intelligible and reliable conges�on control mechanisms for secure, scalable, 

and high-performing communica�on infrastructures will become increasingly 

important.
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transparent decision-making processes; interfacing with an interoperable 

framework for opera�ng on cross-pla�orms; robustness of Federated 

Learning (FL) methods designed for privacy-preserving distributed training, 

and standardized and realis�c evalua�on environments and datasets. 

These are important first steps in taking AI for conges�on control from 

models to real-world deployments. Results The hybrid, predic�ve–

adap�ve AI-based framework showed enhanced network performance in 

simula�ons, including reduced latency, ji�er, packet loss and capacity usage. 

Finally, in addi�on to demonstra�ng the disrup�ve impact of AI for improved 

IoT network resilience, this work offers a clear trajectory for future 

advancements. With the prolifera�on of IoT in various cri�cal areas including 

healthcare, smart ci�es and industrial automa�on, the need for deploying 

intelligible and reliable conges�on control mechanisms for secure, scalable, 

and high-performing communica�on infrastructures will become increasingly 

important.
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To address this, the research community needs to invest in large, open, 

diverse, and well-labeled IoT conges�on datasets that span different 

domains (e.g., smart ci�es, industrial IoT, or healthcare) [45]. Moreover, 

model behavior should also be validated in realis�c testbeds such as digital 

twins, emulated environments or real-�me IoT testbeds, under dynamic 

and uncertain network scenarios. Projects like IoTBench, FIT IoT-LAB, and 

EdgeNet are providing encouraging star�ng pla�orms for experimenta�on 

standardiza�on [46]. All these avenues provide the poten�al to construct 

more efficient, transparent and trustworthy AI-based systems that can be 

func�onal across the vast and dynamic IoT world. Chasing these constructs 

will ease the move towards opera�onal research on ICT beyond mere 

theore�cal building blocks towards systems that can actually cope with 

conges�on in future intelligent environments.

We summarize the future research direc�ons covered in this sec�on 

with a visual summary. We summarize five fundamental direc�ons 

for promo�ng AI-based conges�on control in IoT systems in Figure 4. These 

direc�ons cover s both technical op�miza�ons — e.g. Weight and Federated 

Model developments — and more wider considera�ons, such as 

Interpretability, Interoperability and Benchmarking. Between the two, they 

present a blueprint on how to construct scalable, secure and generalisable AI 

solu�ons that can be put in place successfully in diverse IoT se�ngs.
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Figure 4: Future Research Directions for AI-Based Congestion Control in IoT Systems
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tend to lack interpretability. This ''black-box" property restricts their 

acceptance in safety-cri�cal IoT industries including healthcare, 

autonomous driving, and smart infrastructure where the reasoning of the 

decisions is vital.

To mi�gate this, we need to bring Explainable AI (XAI) approaches 

inside conges�on control frameworks. Techniques such as SHAP [39], LIME 

[35], or a�en�on mechanisms can be useful for visualizing which features or 

behaviors contributed to a par�cular decision. In addressing interpretability, 

XAI enhances the trust in a system making decisions and facilitates regulatory 

compliance, in the cases where standards (e.g. GDPR or ISO/IEC 27001 [40]) 

can be met.

5.3 Cross-Platform and Interoperable AI Frameworks
Asset 1 An ongoing bo�leneck in the AI research space is the absence 

of pla�orm-independent AI models. Most exis�ng approaches are closely 

bound to a given dataset, hardware pla�orm, or communica�on protocol. 

This limits their mobility and prevent them to be deployed in diversified IoT 

environments, where devices and systems’ interoperability are essen�al.

Future works can also expend in architec�ng cross-pla�orm AI 

frameworks to minimize hardware dependency and support mul�ple IoT 

standards like CoAP, MQTT, and LoRaWAN [41]. Portability on hetero- 

geneous edge devices can be facilitated using single packaged technologies 

via containeriza�on (e.g., Docker) and cross-compila�on toolchains. 

Furthermore, use of open APIs and compliance with global communica�on 

and data interchange standards will guarantee long-term sustainability 

and facilitate integra�on [42].
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5.4 Robust and Scalable Federated Learning Models
Federated Learning (FL) has recently emerged as a poten�al privacy-

preserving mechanism through which AI models can be trained without the 

need for centralized data aggrega�on. In the case of conges�on control for 

IoT, FL could become an interes�ng alterna�ve, as it enables edge devices to 

work together to train models whilst keeping data locally. Nevertheless, the 

issues of the heterogeneity of the data distribu�on, the model 

synchroniza�on, and the communica�on overhead s�ll exist.

In the future work, it is necessary to construct the lightweight FL 

architectures that are more scalable in the thousands of distributed IoT 

devices, with a communica�on-tolerant capability, and with the self-

adapta�on towards the device-dependent resource constraints [43]. 

Improvements such as federated averaging with differen�al privacy, 

compression algorithm and learning rate adapta�on can aid the performance 

of the proposed framework under non-IID se�ngs which are common in the 

IoT networks in reality [44]

5.5 Standardized Datasets and Realistic Evaluation Platforms
The lack of standard, publicly available datasets for benchmarking is 

a fundamental roadblock to advancement of research in AI conges�on 

control. Most previous studies are based on small-scale or synthe�c 

datasets which are not representa�ve for real-world one in terms of traffic 

dynamics, device mobility, and mul�-applica�on interference. 

Consequently, it is challenging to compare methods across studies, and 

reproducibility may be lacking.



E58

Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

tend to lack interpretability. This ''black-box" property restricts their 

acceptance in safety-cri�cal IoT industries including healthcare, 

autonomous driving, and smart infrastructure where the reasoning of the 

decisions is vital.

To mi�gate this, we need to bring Explainable AI (XAI) approaches 

inside conges�on control frameworks. Techniques such as SHAP [39], LIME 

[35], or a�en�on mechanisms can be useful for visualizing which features or 

behaviors contributed to a par�cular decision. In addressing interpretability, 

XAI enhances the trust in a system making decisions and facilitates regulatory 

compliance, in the cases where standards (e.g. GDPR or ISO/IEC 27001 [40]) 

can be met.

5.3 Cross-Platform and Interoperable AI Frameworks
Asset 1 An ongoing bo�leneck in the AI research space is the absence 

of pla�orm-independent AI models. Most exis�ng approaches are closely 

bound to a given dataset, hardware pla�orm, or communica�on protocol. 

This limits their mobility and prevent them to be deployed in diversified IoT 

environments, where devices and systems’ interoperability are essen�al.

Future works can also expend in architec�ng cross-pla�orm AI 

frameworks to minimize hardware dependency and support mul�ple IoT 

standards like CoAP, MQTT, and LoRaWAN [41]. Portability on hetero- 

geneous edge devices can be facilitated using single packaged technologies 

via containeriza�on (e.g., Docker) and cross-compila�on toolchains. 

Furthermore, use of open APIs and compliance with global communica�on 

and data interchange standards will guarantee long-term sustainability 

and facilitate integra�on [42].



E56

Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

dedicated to traffic predic�on or energy consump�on, however few studies 

provide an end-to-end solu�on joining all the topics in a coherent way. 

Figures 3: The Research Stack of the IoT Fragmenta�on between IoT Layers 

and Research Requirements Figure 3 shows how common Guides IoT Stack 

in between the Research Trends and the Layers of the IoT Stack research 

direc�ons 

are map to the corresponding layers in the IoT stack, how it is split into 

its own research stack pieces, and highlights the need for full-stack, 

interdisciplinary frameworks FIGURE 3.

Figure 3: Fragmentation of AI-Based Congestion Control Research Across the IoT Stack
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5. Future Research Directions
To overcome the limita�ons and research gaps discussed in the 

preceding sec�ons, the future of AI-based conges�on control in IoT systems 

must focus on building intelligent, efficient, and scalable solu�ons. This 

sec�on outlines five cri�cal research direc�ons that aim to improve the 

performance, adaptability, and trustworthiness of AI-driven conges�on 

management frameworks in real-world IoT deployments.

5.1 Development of Lightweight and Resource-Efficient Models
More IoT devices are resource-constrained in their energy, memory 

and computa�on capabili�es. Most exis�ng AI models—par�cularly deep 

learning networks—are resource-hungry and are not deployable to the edge. 

So, one of the most promising research direc�ons is to make lightweight 

and energy-efficient AI models which can locally perform inference tasks 

with good effect of accuracy.

Recent advances in TinyML and model quan�za�on offer promising 

opportuni�es to downsize the model and save memory consump�on while 

maintaining the key performance metrics [37]. Furthermore, pruning, 

knowledge dis�lla�on, and neural architecture search (NAS) can be 

leveraged to design models tailored to embedded hardware. Further 

inves�ga�on of these approaches can result in low-power, and bandwidth-

constrained AI systems, suitable for the IoT pla�orm [38].

5.2 Explainable AI (XAI) for Trustworthy Congestion Control
Though AI, especially deep and reinforcement learning models, has 

been proved to effec�vely handle conges�on detec�on and control, they 
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4.3 Limitations in Evaluation Metrics and Experimentation
One of the bottlenecks in the development of AI Fines lies in the 

absence of commonly accepted benchmarks and evaluation 

methodologies to enable the fair comparison of AI-based congestion 

control solutions. Common performance metrics like packet loss, average 

delay, and throughput provide partial information, but do not fully reflect 

on important performance aspects in edge learning, such as energy 

efficiency, fairness in distributed resource allocation, computational 

load, and model scalability [30], [31].

Besides, most of the previous works have been validated using only 

the chain of simula�on tools (NS-2, NS-3, or OMNeT++). Although 

experiments can be used to control parameters and the pla�orm design 

from the ground-up, they may not be able to accurately mimic the simula�on. 

As a consequence, the reliability and reproducibility of such models applied 

in living �ssues is unclear. Furthermore, there is an evident lack of open-

source IoT datasets dedicated to conges�on analysis, hindering the 

benchmarking and cross-valida�on across different methods [32]. Although 

there have been many publica�ons on performance enhancements created 

by AI-based conges�on control models, a deeper look has uncovered 

discrepancies (and absences) in the performance evalua�on criteria. Most 

works concentrate on simple metrics (e.g., delay, packet loss) without 

considering some significant factors such as the efficiency of energy, robust 

security, and the feasibility of deployment. Table II compares some well-

reported measures with those that are frequently unreported or 

underexplored in the literature.
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Table 4: Commonly Used vs. Missing Evaluation Metrics in Congestion Control Studies

Metric Category Common Metrics O�en Missing or Overlooked Metrics

Performance Latency, Throughput, Packet Loss Scalability, Stability under bursty load

Resource Efficiency — Energy Consump�on, Model 
Complexity

Security & Trust — Resilience to Adversarial A�acks, 
Explainability

Deployment Readiness Simula�on Results Real-world Tes�ng, Dataset 
Generalizability

4.4 Fragmentation in Existing Research Approaches
Exis�ng research work on AI-enabled conges�on control is very 

fragmented, which mostly focus on certain aspects such as rou�ng 

op�miza�on, anomaly detec�on, and buffer management separately. 

However, this step-by-step approach does not take into account the overall 

nature of conges�on in IoT networks –where sensing and transmission layers 

cooperates each other in more complex manner [33].

Also, cross-fer�liza�on across different domain (e.g., cyber security, 

embedded systems, network protocol design) is limited. For instance, very 

li�le similar research work use explainable AI (XAI) methods to render model 

decisions interpretable and trustworthy in safety-cri�cal applica�ons [34]. 

Said lack of coopera�on between academia and industry further results in a 

disconnect between theore�cal progress and prac�cal deployable solu�ons. 

Informa�on and communica�ons integra�on is s�ll an unresolved challenge 

in the development of scalable and resilient AI-based frameworks for 

IoT conges�on control [35], [36]. AI-based conges�on control research 

works are generally not well-organized within different layers of the IoT 

architecture. Some concentrate on packet rou�ng, while others are 



E54

Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

4.3 Limitations in Evaluation Metrics and Experimentation
One of the bottlenecks in the development of AI Fines lies in the 

absence of commonly accepted benchmarks and evaluation 

methodologies to enable the fair comparison of AI-based congestion 

control solutions. Common performance metrics like packet loss, average 

delay, and throughput provide partial information, but do not fully reflect 

on important performance aspects in edge learning, such as energy 

efficiency, fairness in distributed resource allocation, computational 

load, and model scalability [30], [31].

Besides, most of the previous works have been validated using only 

the chain of simula�on tools (NS-2, NS-3, or OMNeT++). Although 

experiments can be used to control parameters and the pla�orm design 

from the ground-up, they may not be able to accurately mimic the simula�on. 

As a consequence, the reliability and reproducibility of such models applied 

in living �ssues is unclear. Furthermore, there is an evident lack of open-

source IoT datasets dedicated to conges�on analysis, hindering the 

benchmarking and cross-valida�on across different methods [32]. Although 

there have been many publica�ons on performance enhancements created 

by AI-based conges�on control models, a deeper look has uncovered 

discrepancies (and absences) in the performance evalua�on criteria. Most 

works concentrate on simple metrics (e.g., delay, packet loss) without 

considering some significant factors such as the efficiency of energy, robust 

security, and the feasibility of deployment. Table II compares some well-

reported measures with those that are frequently unreported or 

underexplored in the literature.



E52

Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

To have a larger scope of the trade-offs among various AI approaches 

over conges�on control in IoT networks, we firstly give a comparison 

summary. Both approaches have their own advantages depending on the 

network se�ngs and use case, however, they are not free from scalability, 

adaptability or resource cost related issues. This table specifies the main 

strengths and weaknesses of prevalent AI techniques and some selected 

references extracted from recent work can be found in the following table.

Table 3: Comparative Analysis of AI Techniques for Congestion Control in IoT

AI Technique Strengths Weaknesses References

Machine Learning 
(SVM, DT)

Interpretable, fast 
inference

Limited adaptability, 
requires labeled data

[13], [14], [15]

Deep Learning (LSTM, 
CNN)

High accuracy, pa�ern 
recogni�on

High resource usage, 
black-box models

[16], [17], [18]

Reinforcement Learning Online learning, 
adap�ve

Slow convergence, 
tuning complexity

[19], [20]

Fuzzy Logic Handles imprecision, 
rule-based reasoning

Needs domain exper�se 
for rule cra�ing

[21], [22]

Hybrid Models Combines strengths of 
mul�ple techniques

Increased algorithmic 
complexity

[23], [24]

4.2 Gaps in Adaptability and Generalization Across Scenarios
A major shortcoming of exis�ng AI inspired conges�on control models 

is that they are not well adjustable to different network condi�ons and 

topologies. Most of the models are designed based on sta�c simula�on 

frameworks or synthe�c datasets, under which the variability in real-life 

IoT scenario does not exist [25, 26].

These models tend to be scenario-specific and do not generalize 

across network types, domains of applica�on, or device capabili�es. For 

instance, a conges�on control model developed in smart home may not 
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work effec�vely in V2X context because of varying mobility, latency, and 

communica�on nature [27]. Furthermore, dynamic factors (like node 

mobility, intermi�ent connec�vity, or protocol heterogeneity) are seldom 

considered by the current models, even if occurring in realis�c IoT scenarios 

[28]. Moreover, this rigidity dras�cally restricts model reusability and 

deployment on a large scale on mixed-use IoT ecosystems [29].

While some conges�on control AI models demonstrate promising 

performance in controlled environments, the performance of others is not 

easily generalizable to a diverse range of IoT deployments. This problem is 

due to the heterogeneity in network topologies, node mobility, 

communica�on protocols, and applica�on needs. To further characterize 

this performance gap, Figure 2 presents model performance on 

representa�ve IoT domains including but not limited to smart home, 

industrial network, and vehicular network, where it is clear that domain-

specific models usually fail when transferred to unseen IoT environments.

Figure 2: Generalization Challenges of AI Models Across Diverse IoT Environments
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The effec�ve applica�on of AI-enabling conges�on control efforts to 

IoT networks faces a number of technical and prac�cal challenges. These 

obstacles range from scalability and resource limita�ons, to �mely reac�on, 

security challenges and the lack of interoperability. These challenges in turn 

have different effects on system performance, reliability and generalisa�on. 

Dealing with them well in prac�ce is challenging and requires a mix of 

architectural changes, lightweight learning and strong security mechanisms. 

Table 3.1 gives a concise summary of these challenges, that is their effects 

on IoT network performance, as well as possible mi�ga�on procedures, 

based on current research direc�ons and best prac�ce Table 3.

Table 2: Summary of Challenges in AI-Based Congestion Control for IoT

Challenge Impact Poten�al Mi�ga�on

Scalability in large networks High communica�on cost, 

model overhead

Decentralized learning, 

hierarchical models

Device constraints Energy drain, infeasible 

model deployment

Lightweight models, TinyML, 

quan�za�on

Real-�me adaptability Delayed decisions, poor 

responsiveness

Online learning, edge inference

Security & privacy risks Data manipula�on, 

adversarial behavior

Secure model training, anomaly 

detec�on, encryp�on

Generalizability across IoT 

systems

Limited reusability and 

deployment flexibility

Modular, protocol-agnos�c 

architectures

4. Comparative Analysis and Research Gaps
Ar�ficial Intelligence (AI) has emerged as a powerful solu�on for managing 

network conges�on in IoT environments, offering predic�ve and adap�ve 

capabili�es far superior to tradi�onal rule-based methods. However, an in-

depth comparison of exis�ng AI-driven conges�on control techniques reveals 

E51

Artificial Intelligence Approaches to Mitigating Network Congestion in IoT Systems

not only varying strengths and weaknesses but also cri�cal research gaps that 

limit their prac�cal deployment. This sec�on explores these gaps in detail.

4.1 Summary of Strengths and Weaknesses of AI Techniques
Many AI methods have been employed in conges�on control such as 

ML (Machine Learning), DL (Deep Learning), RL (Reinforcement Learning) 

and Fuzzy logic etc. Each of these approaches provides a different trade-off 

between performance, interpretability and resource requirement. For 

example, classical ML algorithms such as SVM and Decision Tree are favored 

in terms of their interpretability and user-friendly a�ribute [13], [14]. But in 

dynamic traffic scenarios, they usually do not perform well due to their 

reliance on labeled training data and no adaptability [15]. Deep Learning 

models such as LSTM and CNN, however, have emerged as strong models 

that capture temporal and spa�al pa�erns and are thus appropriate for 

transporta�on anomaly and conges�on event predic�on [16], [17]. However, 

their high computa�onal cost and demand for huge amounts of data make 

them less appropriate to be deployed by resource limited IoT nodes [18].

Reinforcement Learning (RL) algorithm, including Q-learning or Deep 

Q-Network (DQN), can provide a strong adap�on capability by learning the 

op�mal rou�ng or rate-control policies with environmental interac�on [19]. 

However, they usually converge slowly and perform unstably in complex 

and large-scale topologies [20]. Fuzzy logic and hyb rid AI techniques have 

been considered to address uncertainty and combine rule based reasoning 

with learning [21], [22], however, they add complexity and s�ll require 

domain kno wledge for rule induc�on [23]. Such trade-offs also mo�vate the 

importance of balanced or hybrid architectures with the capacity to exploit 

the advantages of various AI paradigms [24].
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capabili�es far superior to tradi�onal rule-based methods. However, an in-

depth comparison of exis�ng AI-driven conges�on control techniques reveals 
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centralized collec�on and processing of IoT data (made possible by the data 

abundancy and the high–capacity storage and analy�c systems) leads to 

poten�al privacy leakage [2]: users’ privacy is threatened when sensi�ve 

personal data -such as their loca�on or environmental and traffic flows – can 

be inferred or intercepted. E.g., an a�acker can modify the packet 

transmission rates to make the network send false conges�on no�fica�ons, 

leading data to be redirected over unsafe or compromised paths. To prevent 

such risks, we need to design secure and privacy-preserving AI systems that 

embrace secure learning, anomaly detec�on, differen�al privacy, and 

federated learning to ensure the integrity of AI models and the privacy of 

users [12].

To gain deeper understanding about the various threat vectors in 

the AI-implementa�on into IoT conges�on control, a layered threat model is 

introduced. A similar model is presented in [20] that describes different 

levels of AI-informed decision-making, but does not emphasize how each 

layer of the decision-making pipeline is subject to its own specific family 

of a�ack. At the input layer, one can generate adversarial examples to cause 

the AI model to make wrong predic�ons. In the learning data, poisoning 

a�acks can disrupt the learning process using manipulated data in the 

training phase. Even more privacy leakage will happen in centralized data 

processing when personal behavior and content is uncovered. Last, faulty or 

compromised AI outputs can result in misguided rou�ng decisions, possibly 

posing a threat to service reliability and security. These vulnerabili�es 

underscore the importance of secure, interpretable, and robust AI algorithms 

for IoT network management. Fig. 1 The threat landscape of AI-based IoT 

conges�on control systems
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F igure 1. Threat Landscape in AI-Based IoT Congestion Control Systems

3.5 Lack of Generalizability and Cross-Platform Support
The majority of conges�on avoidance AI approaches in the IoT context lack 

of a strong generaliza�on and interoperability capabili�es. These models are 

usually developed and trained for given datasets, specific network topologies, and 

a limited class of communica�on protocols. Therefore, their performance 

becomes remarkably decreased when u�lized in a variety of IoT networks (e.g., 

including different suppor�ng type of devices, network architectures, 

and applica�on domains). Furthermore, most solu�ons lack portability for 

different IoT opera�ng systems and hardware pla�orms, which makes cross-

deployment difficult. This fragmenta�on is a major obstacle for mass deployment, 

because typical IoT scenarios require the standardized, adaptable and pla�orm-

agnos�c systems which work across heterogeneous environments [11].
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effec�veness, scalability, and sustainability of AI-based conges�on control 

frameworks.

3.1 Scalability Challenges in Large IoT Networks
The networks here will be much denser, reaching up to millions of 

heterogenous devices, and scaling AI models here poses direct challenge. Much 

of proposed AI solu�ons are tested and evaluated Using low scale Testbeds or 

simulated environments that do not reflect the real-world challenges and 

dynamics of such large scale IoT systems. Scalability issues to address include: a) 

Scale of users: With the increasing popularity of key brewkins over the internet 

domain, suppor�ng the scale of the brewkins themselves may become an issue 

the final implementa�on will need to address.

a) Communication Overhead: As the number of messages between 

devices and central/cloud-based AI modules increases, the 

bandwidth will eventually become saturated.

b) Complexity in coordination: Synchronizing model update or 

decision in distributed agents is made-adifficult.

c) Model Explosion: With additional devices, the number of 

achievable states and actions also increases, making the models 

progressively larger and slower. Example: In a smart city scenario, 

employing a single global model to predict congestion in 500,000 

traffic sensors can delay the prediction and create bottlenecks by 

aggregating the data centrally.

3.2 Computational and Energy Constraints in IoT Devices
IoT devices are typically low-power, lightweight systems designed for 

specific tasks. AI models, such as Deep Learning and Reinforcement Learning, 
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require significant memory, CPU/GPU power, and energy, which are o�en 

unavailable on edge devices. Common limita�ons include limited ba�ery 

life, a small memory footprint, and no hardware accelera�on, as basic IoT 

chips lack support for GPUs or AI co-processors. For example, a convolu�onal 

neural network model for conges�on classifica�on may require 20-30 MB of 

RAM and a GPU, making it incompa�ble for agricultural applica�ons.

3.3 Real-Time Adaptability and Model Latency
AI models, par�cularly those using supervised learning, face challenges 

in real-�me response to network traffic fluctua�ons due to high inference 

latency, model dri�, and delayed decision-making. These issues can be 

addressed through reinforcement learning and edge AI, which allow local 

adapta�on and distributed decision-making, thereby reducing the need for 

constant offline training and periodic updates.

3.4 Security and Privacy Concerns in AI-Powered Systems
The union of AI and IoT for conges�on control presents a set of novel 

security and privacy threats that go beyond those of tradi�onal networking. 

Specifically, AI models, especially conges�on predic�on/control ones, could 

poten�ally be a�acked via adversarial traffic pa�erns, u�lizing subtle noise 

in the input traffic features to fool the classifier or regressor to make wrong 

or misleading decisions. In addi�on, on the training phase, data poisoning 

a�acks represent a serious threat, as an adversary may inject misguided or 

malicious data in the model in order to change the AI behavior, thus causing 

the AI model to operate in a nonop�mal way, or to generate fake conges�on 

events. Moreover, recent results have highlighted the fact that the 
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simulated environments that do not reflect the real-world challenges and 
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domain, suppor�ng the scale of the brewkins themselves may become an issue 

the final implementa�on will need to address.

a) Communication Overhead: As the number of messages between 

devices and central/cloud-based AI modules increases, the 

bandwidth will eventually become saturated.

b) Complexity in coordination: Synchronizing model update or 

decision in distributed agents is made-adifficult.

c) Model Explosion: With additional devices, the number of 

achievable states and actions also increases, making the models 

progressively larger and slower. Example: In a smart city scenario, 

employing a single global model to predict congestion in 500,000 

traffic sensors can delay the prediction and create bottlenecks by 

aggregating the data centrally.

3.2 Computational and Energy Constraints in IoT Devices
IoT devices are typically low-power, lightweight systems designed for 

specific tasks. AI models, such as Deep Learning and Reinforcement Learning, 
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Edge AI has also been developed as an alterna�ve approach by moving 

the AI computa�on near to the IoT devices to decrease the latency and save 

the bandwidth. Systems can process data locally using lightweight AI models 

without having to round-trip to the cloud riding in the fast lane, reducing 

response �mes. Edge-based AI systems like [9] have demonstrated increased 

network efficiency and reduced dependence on cloud-centric resources. 

However, issues in model deployment, security, and model updates are s�ll 

some problems need more inves�ga�on in edge AI research [10].

However, there s�ll exist a number of research gaps. However, many 

AI driven mechanisms do not provide general solu�ons across IoT 

architectures and operate on specific cases or protocols. Further, 

the incorpora�on of explainability to AI models for network management is 

s�ll low, leading to trust and adop�on. Furthermore, there are requirements 

for light weight and energy efficient AI models that are deployable in real 

�me on resource constrained devices. For next-step research, we 

recommend that researcher should pay great a�en�on to design a scalable, 

interpretable, and cross-compa�ble AI framework that can self-adapt into all 

kind of fluctua�ng IoT network scenarios.
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Table 1: Comparative Analysis of AI Approaches 
for Network Congestion Mitigation in IoT Systems

AI Technique
Key Applica�on 

Area
Advantages Limita�ons References

Machine Learning 
(SVM, Decision 
Trees)

Traffic predic�on, 
rou�ng decisions

Simple 
implementa�on, 
interpretable 
models

Limited 
adaptability, 
requires labeled 
data

[1], [2]

Reinforcement 
Learning 
(Q-learning, DQN)

Dynamic rou�ng, 
real-�me conges�on 
control

Self-adap�ve, no 
prior data 
required

Slow 
convergence, 
high 
computa�onal 
overhead

[3], [4]

Deep Learning 
(LSTM, CNN)

Temporal/spa�al 
pa�ern recogni�on

High accuracy, 
capable of 
complex feature 
extrac�on

Needs large 
datasets and 
resources

[5], [6]

Fuzzy Logic Conges�on 
predic�on under 
uncertainty

Handles 
imprecise data, 
rule-based 
reasoning

Requires expert 
knowledge for 
rule crea�on

[7]

Hybrid Models 
(Fuzzy + GA/ML)

Op�miza�on of 
transmission 
parameters

Improved 
performance, 
adaptable

Increased 
algorithmic 
complexity, 
harder to tune

[8]

Federated 
Learning & Edge AI

Distributed learning, 
privacy-preserving

Scalable, data 
privacy, low 
latency at edge

Lack of 
standards, 
interoperability 
challenges

[9], [10]

3. Challenges and Issues in AI-Based Congestion Control
Ar�ficial Intelligence (AI) techniques provide dynamic and intelligent 

capabili�es for mi�ga�ng network conges�on in IoT environments. However, 

real-world deployment of AI-based solu�ons s�ll faces several technical and 

opera�onal barriers. This sec�on analyzes the core challenges that limit the 



E44

Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

Edge AI has also been developed as an alterna�ve approach by moving 

the AI computa�on near to the IoT devices to decrease the latency and save 

the bandwidth. Systems can process data locally using lightweight AI models 

without having to round-trip to the cloud riding in the fast lane, reducing 

response �mes. Edge-based AI systems like [9] have demonstrated increased 

network efficiency and reduced dependence on cloud-centric resources. 

However, issues in model deployment, security, and model updates are s�ll 

some problems need more inves�ga�on in edge AI research [10].

However, there s�ll exist a number of research gaps. However, many 

AI driven mechanisms do not provide general solu�ons across IoT 

architectures and operate on specific cases or protocols. Further, 

the incorpora�on of explainability to AI models for network management is 

s�ll low, leading to trust and adop�on. Furthermore, there are requirements 

for light weight and energy efficient AI models that are deployable in real 

�me on resource constrained devices. For next-step research, we 

recommend that researcher should pay great a�en�on to design a scalable, 

interpretable, and cross-compa�ble AI framework that can self-adapt into all 

kind of fluctua�ng IoT network scenarios.
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b) Section 3 presents the research methodology, dataset, feature 

extraction method, and model building.

c) Experimental setup and performance evaluation results are 

described in section 4.

d) Section 5 presents the developed hybrid AI framework, 

describing its architecture and realization.

e) Section 6 summarizes findings, discusses limitations, and sets 

future work and concludes the paper.

By providing a holis�c and intelligent conges�on control guidance, 

this work helps push forward resilient, adap�ve, and scalable IoT networking 

systems, tackling one of the core obstacles of an universal deployment of IoT 

infrastructures.

2. Literature Review
Explosive growth of Internet of Things (IoT) devices led to numerous 

challenges in network management – conges�on control is one of the major 

concerns. Tradi�onal conges�on window upda�ng and the packet dropping 

policies are not adapted to dynamic and heterogeneous IoT environments. 

As a result, AI has come into considera�on as a prospec�ve solu�on that can 

provide decision-making in real-�me, and predict future events, which are 

both requirements for a proper IoT system. In par�cular, Machine Learning 

(ML) and Deep Learning (DL) models have been exploited in predic�ng the 

traffic pa�ern, op�mizing rou�ng paths and ac�ng proac�vely in handling 

data loading to improve QoS [1], [2].

RL has a�racted much a�en�on in real-�me conges�on control in IoT. 

RL models can op�mize policies based on environmental interac�ons, 

E43

Artificial Intelligence Approaches to Mitigating Network Congestion in IoT Systems

adap�ng transmission rates and rou�ng decisions to find the shortest path 

and reduce packet loss. Q-learning and Deep Q-Networks Q-Networks 

(DQN) have been proven to be work well in reac�ng to dynamic traffic by 

not defining any fixed rules [3]. For instance, [4] used RL to load balance the 

IoT nodes leading to decreases in both end-to-end delay and energy 

consump�on. Nevertheless, RL s�ll faces challenges for convergence 

speed and scalability in large-scale networks.

Fuzzy Logic and Hybrid AI models are another category of solu�ons 

designed to handle uncertainty and imprecision characteris�c of IoT data 

delivery. Ambiguous input and human-like response can be modeled by 

fuzzy system used for predic�on of conges�on. In conjunc�on with ML 

or evolu�onary algorithms, these hybrid approaches have proven to be that 

promising in the context of heterogeneous traffic [5]. For example, under 

dense IoT deployments, [6] proposed a Fuzzy-Gene�c Algorithm for adap�ve 

traffic rerou�ng. However, these approaches can be computa�onally complex 

for real-�me decision making.

Another popular direc�on is the use of Deep Learning paradigms like 

Long Short Term Memory (LSTM) and Convolu�onal Neural Networks (CNNs) 

for the temporal and spa�al conges�on detec�on. The LSTM and CNN offer 

good �me-series and spa�al learning for predic�ng traffic bursts in LTE core 

networks and spa�al rela�onships in mesh IoT topologies, respec�vely. 

These models have been used with the applica�on of anomaly detec�on, 

traffic classifica�on and conges�on predic�on with high precision [7]. 

Nevertheless, DL models usually need abundant training samples and 

compu�ng resources and may not be applicable to resource-constrained IoT 

devices [8].
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b) Section 3 presents the research methodology, dataset, feature 

extraction method, and model building.
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described in section 4.

d) Section 5 presents the developed hybrid AI framework, 

describing its architecture and realization.

e) Section 6 summarizes findings, discusses limitations, and sets 

future work and concludes the paper.
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concerns. Tradi�onal conges�on window upda�ng and the packet dropping 
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provide decision-making in real-�me, and predict future events, which are 

both requirements for a proper IoT system. In par�cular, Machine Learning 

(ML) and Deep Learning (DL) models have been exploited in predic�ng the 

traffic pa�ern, op�mizing rou�ng paths and ac�ng proac�vely in handling 

data loading to improve QoS [1], [2].

RL has a�racted much a�en�on in real-�me conges�on control in IoT. 

RL models can op�mize policies based on environmental interac�ons, 
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sta�c rou�ng procedures and Ac�ve Queue Management (AQM). Although 

these approaches are effec�ve in tradi�onal networking scenarios, they are 

in most cases not compa�ble with IoT scenarios as they react to situa�ons 

rather than prevent poten�al impending events, lack of mul�-level adapta�on 

mechanisms, and cannot deal with the heterogeneity and dynamic IoT traffic 

pa�erns [2]. These legacy methods monitoring and reac�ng to conges�on 

a�er it has been made when it is too late, resul�ng in reduced system 

performance, especially when there are very dynamic topologies or IoT 

domains with mobile moving elements.

To address these challenges, Ar�ficial Intelligence (AI) has become the 

ho�est paradigm for intelligent network management. To achieve such 

func�onality, AI methodology, par�cularly those deriving from Machine 

Learning (ML), Deep Learning (DL) and Reinforcement Learning (RL) have 

provided real �me traffic analysis, conges�on predic�on and autonomous 

decision making [3]. In contrast to sta�c algorithms that simply react to 

conges�on a�er it occurs, AI can learn from traffic data over �me, iden�fy 

changing pa�erns, and flexibly and dynamically assign network resources to 

preemp�vely address or contain conges�on before it has a significant impact 

on service quality. For example, reinforcement learning agents can op�mise 

rou�ng decision or bandwidth alloca�on according to responses from 

environment, and deep learning models can forecast the conges�on zone 

using spa�o-temporal features of traffic.

Although AI has great poten�al to address network conges�on, issues 

remain in terms of appropriate model selec�on, computa�onal efficiency, and 

trade-off between predic�on accuracy and resource limita�ons. What’s more, 

previous research works tend to consider a set of par�al viewpoints, e.g., 
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rou�ng op�miza�on or anomaly detec�on, and rarely build a complete 

framework that proac�vely and comprehensively tackles the conges�on issues.

1.1. Objectives of the Study
This paper a�empts to bridge this gap by proposing an AI integrated 

hybrid conges�on control model for IoT networks. The specific aims of 

the study are to:

a) Understand which types of congestion in different IoT deployment 

environments, and what causes of such congestion.

b) Examine and contrast the current AI-based strategies employed in 

congestion prediction and control, respective of performance/

success under various network scenarios.

c) Develop a hybrid AI model to integrate predictive intelligence (e.g., 

predictive learning), with adaptive decision-making (e.g., reinforcement 

learning) for effective and scalable congestion alleviation.

d) Verify the proposed model through simulations and experiments 

on real-life IoT data sets and the system performance evaluated in 

terms of latency, packet loss rate, throughput, energy consumption 

with all relevant data.

1.2. Paper Organization
The rest of the paper is structured as follows:

a) In Section 2, the related works have been studied for both 

conventional congestion control techniques, and AI techniques 

from which congestion control has been obtained in IoTcitation.
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Abstract 
The unprecedented explosion of Internet of Things (IOT) devices has 

elevated the requirements of the network infrastructures to unprecedented 

levels, causing severe conges�on problems, especially in applica�ons which 

demand low latency, high throughput, and real-�me feedback. Sta�c rou�ng 

protocols, AQM, and TCP variants are some of the tradi�onal mechanisms for 

conges�on control that are unable to perform efficiently in dynamic and diverse 

IoT environments as they are reac�ve-based and inflexible. To this end, in this 

paper, we explore the promising ability of Ar�ficial Intelligence (AI) methods 

such as Machine Learning (ML), Deep Learning (DL), Reinforcement Learning 

(RL), and their combina�on in natura for proac�ve and intelligent traffic 

management for IoT. A compara�ve review of strengths (e.g., adap�vity in RL, 

pa�ern recogni�on in DL) and weaknesses (in terms of its scalability, 

interpretability, resources) of each method is also discussed. Moreover, 

the paper indicates some crucial research challenges on model generaliza�on, 

evalua�on criterion and pla�orm integra�on. Future possible research direc�ons 

to bridge these gaps include the development of lightweight AI architectures, 

Explainable AI (XAI) frameworks, cross-pla�orm model deployment, scalable 

FL, and standardized benchmarking datasets. This work also leads to a hybrid AI 

model for traffic conges�on predic�on and control with an applica�on of 

simula�on tool and real data. Simula�on results show significant improvements 

in latency, packet loss, and energy consump�on. Finally, the study presents a 

ground work for incorpora�ng the scalable, secure and intelligent AI enabled 

conges�on control systems in a wide area of IoT applica�ons.

Keywords: - Internet of Things (IoT), Ar�ficial Intelligence (AI), Machine 

Learning (ML), Deep Learning (DL), Reinforcement Learning (RL), Federated 

Learning (FL), Explainable Ar�ficial Intelligence (XAI)
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1. Introduction
The Internet of Things (IoT) is poised to revolu�onize the communica�on 

infrastructure as we know it by interconnec�ng billions of smart devices – 

from wearable health monitors and smart home appliances to industrial 

sensors and autonomous vehicles – in a gigan�c communica�on network 

which can sense, process, and exchange informa�on in real �me. 

This hyperconnected environment allows for advanced applica�ons in areas 

ranging from healthcare and transporta�on to smart ci�es and industrial 

automa�on, fostering data-driven decision-making, predic�ve analy�cs and 

autonomic contro51. In industry forecasts, it is es�mated the number of IoT-

connected devices could reach over 30 billion by 2030, with large scale data 

produced, leading to unprecedented requirements for communica�on 

networks and computa�onal infrastructures [1].

Although the expansion of IoT offers values in innova�on and 

convenience, it also poses a series of new networking problems: network 

conges�on is the most severe one. The conges�on of a network is created when 

not all the data sent are handled, and this results in delay, packets loss, buffer 

overflow, and reduces in QoS. When delay becomes a factor for applica�ons 

that are sensi�ve to processing latency - for instance, remote surgery, or self-

driving cars - the communica�on delay can be the key difference between 

success and disaster. Besides, as IoT devices is tend to operate in resource-

scarce environments, e.g., under low power, processing and bandwidth, 

managing network traffic effec�vely becomes an essen�al considera�on to 

guarantee the scalability, reliability and responsiveness of IoT systems.

Generally, rule-based mechanisms have been used in both control 

algorithms, eg., Transmission Control Protocol (TCP) variants, only some 
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Figure (6): Role of proposed algorithm. 
Using the proposed algorithm, the number of comparison operations 

does not change based on the total number of audio files stored in the cloud. 
Instead, it depends on the number of files stored for each individual format. 
For example, let's consider a scenario where there are 500 MP3 files stored 
in the cloud and no WAV files. If a WAV file is received, it will be 
automatically stored in the cloud without any comparison operations being 
performed. This is because there are no other WAV files to compare it with. 

The figure (7) illustrates the change in the number of comparisons 
using the proposed technique. 
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6. Results and Discussion
The mul�-table-based technique stores all hash keys of audio files in a 

centralized manner. To find a match for a specific file, its key must be 

compared against the keys of all other files in the system. This approach 

results in a high overall �me complexity, as the number of comparisons 

increases significantly with the total number of audio files. Consequently, 

the process becomes less efficient, par�cularly when handling large datasets.

To address this issue, the proposed algorithm intelligently divides the 

main table of audio files into nine separate indexes, each corresponding to a 

specific file format. Each index contains only the keys of files that share that 

par�cular format. When a new audio file is uploaded, it is assigned a unique 

key and stored in the index that matches its format. Consequently, when 

searching for a specific file, the comparison is limited to the relevant format 

index, dras�cally reducing the number of comparisons required. This 

proposed approach eliminates unnecessary comparisons across different 
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formats, leading to improved efficiency and quicker processing �mes when 

managing diverse audio formats in a cloud environment.

The proposed technique enhances the search process by reducing the 

number of comparison opera�ons, leading to faster performance and a 

lower likelihood of data collisions. Unlike methods that rely on mul�-table 

comparisons—where all files are compared with each other, increasing the 

chances of similar keys and subsequent collisions—our approach confines 

comparisons to files within the same format index. This targeted comparison 

strategy effec�vely minimizes collision probability while maintaining efficient 

search speeds.

7. Conclusion
With the increasing volume of data received by the cloud system, 

which includes duplicate data, it is not enough to design techniques that 

only focus on efficient duplicate detec�on. In the face of this massive amount 

of data, it is necessary to minimize the �me required to process duplicate 

data as much as possible. In this research, we have built a mul�-indexing 

system based on metadata (file format) to reduce the number of comparisons 

and thus accelerate the search process for the par��on key. Reducing the 

number of comparisons also reduces the probability of collisions between 

par��on keys. In this research, we also used the MD6 algorithm to calculate 

the hash value for the files, which produces a 512-bit key. The longer the key 

length, the lower the collision rate. In the future, it is possible to build a 

duplicate data elimina�on system that relies on mul�ple tables and mul�ple 

indexes to minimize the �me complexity as much as possible.
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Based on the table (1), the figure (5) illustrates the effec�veness of the 

proposed algorithm and compares the results obtained by this algorithm 

with the algorithm based on mul�-table.
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From the figure above, it can be observed that the proposed algorithm 

is more efficient compared to the technique based on mul�ple tables. With 

the proposed algorithm, each audio file coming to the cloud will only be 

compared with other audio files of the same format.

For further clarifica�on, let's consider that the total number of audio 

files stored in the cloud is 4216, distributed as follows:

1- 500 audio files in PCM.

2- 435 audio files in WAV.

3- 1289 audio files in MP3.

4- 1020 audio files in WMA.

5- 440 audio files in AAC.
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6- 215 audio files in AIFF.

7- 120 audio files in ALAC.

8- 197 audio files in FLAC.

The figure (6) illustrates the difference in the number of comparison 

opera�ons between the proposed algorithm and the algorithm based on 

mul�ple tables, in the case of an audio file of a specific format being received 

in the cloud.
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Using the proposed algorithm, the number of comparison opera�ons 

does not change based on the total number of audio files stored in the cloud. 

Instead, it depends on the number of files stored for each individual format. 

For example, let's consider a scenario where there are 500 MP3 files stored 

in the cloud and no WAV files. If a WAV file is received, it will be automa�cally 

stored in the cloud without any comparison opera�ons being performed. 

This is because there are no other WAV files to compare it with.

The figure (7) illustrates the change in the number of comparisons 

using the proposed technique.
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4- 1020 audio files in WMA.
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Using the proposed based on mul�-tables [15]: The hash key of 

any incoming file to the cloud will be compared with all the hash keys stored 

in the audio files hash table, and therefore, the number of comparison 

opera�ons is 1923*56= 107688. 

5.2 Second Model
The number of incoming audio files transmi�ed to the cloud is 23 

audio files, distributed as follows:

1- 9 audio files in MP3 format.

2- 6 audio files in PCM format.

3- 11 audio files in WMA format.

4- 6 audio files in AAC format.

Using the proposed algorithm: The number of comparisons for MP3 

audio files is 800*9= 7200, for WMA audio files is 450*11=4950, and there 

isn’t a comparison process for AAC and PCM format. Therefore, the total 

number of comparison opera�ons: 7200+4950= 12150 comparisons.

Using the proposed based on mul�-tables [15]: The hash key of 

any incoming file to the cloud will be compared with all the hash keys stored 

in the audio files hash table, and therefore, the number of comparison 

opera�ons is 1923*23= 44229. 

5.3 Third Model
The number of incoming audio files transmi�ed to the cloud is 11 

audio files, distributed as follows:

1- 4 audio files in WMA format.

2- 4 audio files in WAV format.

3- 3 audio files in FLAC format.
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Using the proposed algorithm: The number of comparisons for 

WMA audio files is 450*4= 1800, for WAV audio files is 296*4=1184, and for 

FLAC audio files is 200*3=600, the total number of comparison opera�ons: 

1800+1184+600=3584 comparisons.

Using the proposed based on mul�-tables [15]: The hash key of 

any incoming file to the cloud will be compared with all the hash keys stored 

in the audio files hash table, and therefore, the number of comparison 

opera�ons is 1923*11= 21153. 

5.4 Other Models
The table (1) illustrates the experimental models that differ in the number 

of files stored in the cloud, the number of files incoming to the cloud, and the 

maximum number of required comparison opera�ons. This is achieved using 

the proposed algorithm and the technique based on mul�ple tables.

Table (1): Effectiveness of the proposed algorithm.

Experiment

Incoming files to the cloud

Mul�-tables

proposed

Number of audio files in the cloud
Number of 

Comparisons

Experiment1 22
PCM MP3 WAV PCM MP3 WAV FLAC WMA

17358 4270
12 6 4 123 415 76 92 83

Experiment2 13
MP3 AIFF AAC MP3 WAV WMA AIFF AAC

29010 21345
5 4 4 625 120 870 1700 2855

Experiment3 9
WMV WMA AAC PCM WMA FLAC AIFF AAC

12654 668
4 3 2 413 210 31 521 19

Experiment4 7
MP3 FLAC WMA WAV WMA AAC ALAC AIFF

5856 332
3 3 1 47 332 498 12 87
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isn’t a comparison process for AAC and PCM format. Therefore, the total 

number of comparison opera�ons: 7200+4950= 12150 comparisons.

Using the proposed based on mul�-tables [15]: The hash key of 

any incoming file to the cloud will be compared with all the hash keys stored 

in the audio files hash table, and therefore, the number of comparison 

opera�ons is 1923*23= 44229. 

5.3 Third Model
The number of incoming audio files transmi�ed to the cloud is 11 

audio files, distributed as follows:

1- 4 audio files in WMA format.

2- 4 audio files in WAV format.

3- 3 audio files in FLAC format.
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5. Determine Storage Decision: If the hash value is found in the index, 

it indicates that the file is a duplicate and should not be stored. If 

the hash value is not found, it means the file is unique and can be 

stored in the cloud storage.

6. File Storing: If the file is determined to be unique, it is stored in the 

cloud storage system.

7. Index Updating: The hash value of the stored file is added to the 

corresponding index for future reference.

By following these steps, the system can efficiently determine whether 

to store the uploaded file or not based on its uniqueness and thus, it avoids 

storing duplicated audio files. The figure (4) shows the general scheme of the 

proposed technique.

Figure (4): Proposed algorithm.
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5. Experiments
In this sec�on, we will present mul�ple models that showcase the 

outcomes of the proposed technique and we will compare the results of the 

proposed algorithm with the algorithm based on mul�ple hash table [15]. 

These models vary in the number of incoming audio files transmi�ed to the 

cloud and the file format. The number of audio files stored in the cloud is 

1923, distributed as follows:

1- 800 audio files in MP3 format.

2- 450 audio files in WMA format.

3- 296 audio files in WAV format.

4- 200 audio files in FLAC format.

5- 177 audio files in AIFF format.

5.1 First Model
The number of incoming audio files transmi�ed to the cloud is 56 

audio files, distributed as follows:

1- 22 audio files in MP3 format.

2- 17 audio files in WAV format.

3- 11 audio files in WMA format.

4- 6 audio files in AAC format.

Using the proposed algorithm: The number of comparisons for MP3 

audio files is 800*22= 17600, for WMA audio files is 450*17= 7650, for WAV 

audio files is 296*11=3256, AAC files are unique data, and can be stored in 

the cloud without the need for comparison processes since the cloud system 

does not store any AAC audio files. Therefore, the total number of comparison 

opera�ons: 17600+7650+3256= 28506 comparisons.
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4. Proposed Algorithm
We developed an algorithm to deduplicate audio files. The algorithm 

consists mainly of two phases:

1- building the indexing system.

2- deduplication.

4.1 Index System
Index System consists of a table with mul�-indexes. Nine indexes for 

the most common audio files formats and one index for other formats. The 

first index is for Pulse-Code Modula�on index. The second index is for 

Advanced Audio Coding. The third index is for Audio Interchange File Format. 

The fourth index is for MPEG-1 Audio Layer3. The fi�h index is for Advanced 

Audio Coding. The sixth index is for Windows Media Audio and. The seventh 

index is for Free Lossless Audio Codec. The eighth index is for Apple Lossless 

Audio Codec. The last index is for other formats. The figure (2) shows the 

index system and it contains examples for hash values:

Figure (2): Index system.

4.2 Deduplication
In this approach, when a file is uploaded to the cloud storage, the 

metadata of the audio file is read to determine its format. Then, a hash key 
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is calculated using the MD6 algorithm. Based on the format of the file, the 

file's hash value is compared with the hash values stored in the index specific 

to that format. If the hash value already exists in the corresponding index, it 

indicates that the file is a duplicate and therefore should not be stored again. 

However, if the hash value is not found in the index, it means the file is unique 

and can be stored in the cloud storage. Addi�onally, the hash value of the file 

is added to the corresponding index for future reference. The figure (3) 

shows the rou�ng of hash values.

Figure (3): Routing system.

4.3 Technique Scheme
Based on the provided informa�on, the stages of the technique can be 

arranged as follows:

1. File Upload: The user uploads the file to the cloud storage system.

2. Read Metadata: The metadata of the uploaded audio file is read to 

determine its format.

3. Calculate Hash Key: MD6 algorithm is used to calculate the hash 

key of the file.

4. Index Comparison: Based on the file format, the calculated hash key is 

compared with the hash values stored in the corresponding index.



E24

Al-Esraa University College Journal for Engineering Sciences Vol.(7), No.(11)-2025

4. Proposed Algorithm
We developed an algorithm to deduplicate audio files. The algorithm 

consists mainly of two phases:

1- building the indexing system.

2- deduplication.

4.1 Index System
Index System consists of a table with mul�-indexes. Nine indexes for 

the most common audio files formats and one index for other formats. The 

first index is for Pulse-Code Modula�on index. The second index is for 

Advanced Audio Coding. The third index is for Audio Interchange File Format. 

The fourth index is for MPEG-1 Audio Layer3. The fi�h index is for Advanced 

Audio Coding. The sixth index is for Windows Media Audio and. The seventh 

index is for Free Lossless Audio Codec. The eighth index is for Apple Lossless 

Audio Codec. The last index is for other formats. The figure (2) shows the 

index system and it contains examples for hash values:

Figure (2): Index system.

4.2 Deduplication
In this approach, when a file is uploaded to the cloud storage, the 

metadata of the audio file is read to determine its format. Then, a hash key 
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6- In 2020, Weiqi ZHANG et al. proposed a technique for deduplica�on 

in Hadoop. Hash table was designed in namenode. For every block of files, a 

hash key using SHA-512 was used. To determine the uniqueness of each 

block, the generated hash key is compared to the exis�ng keys in the system. 

If there is no match, it indicates a unique block, which gets stored in the 

Hadoop Distributed File System (HDFS). SHA-512 algorithm is used to 

generate a hash value with 512 bits, which results in a lower collision rate 

compared to previous algorithms. This ensures a higher level of confidence 

in iden�fying and storing unique blocks of data [13]. 

7- In 2021, Niteesha Sharma and Dr. A. V Krishna Prasad, proposed a 

technique to solve the storage issues and deduplica�on in Hadoop. A table 

with hash keys is built in Hbase and SHA-256 is used. The process of reading 

from HBase is faster than Hadoop Distributed File System (HDFS) [14].

8- In 2021, G. Sujatha and Dr. Jeberson Retna Raj. Proposed an approach 

to improve the searching �me of duplicated data. Dedicated hash tables 

were designed, each of which is used for each digital data type. When a file 

is received, its hash key is compared with the hash table corresponding to its 

type. Thus, the �me required for the matching process is reduced compared 

to previous techniques. However, this technique did not give importance to 

the type of hash algorithm [15].

9- In 2024, N. A. Jaafar, this study examines the proposed model that 

includes computa�on of similarity using cosine coefficients, Euclidean 

similarity, and Jaccard similarity between training and test texts, providing a 

variety of metrics for comparison and analysis. These sequen�al steps 

combine automated analysis with human interpreta�on, enhancing the 

elec�veness and accuracy of the plagiarism checker and making it easier to 
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use in many deferent fields and applica�ons. The results showed that it is 

possible to accurately determine the similarity between texts [16].

10- In 2024, S. A. Talib, The study begins with the historical background 

of cryptography and then moves on to analyze trends in informa�on 

technology before discussing on the challenges to security in cloud 

compu�ng. The goal of its publica�on is to highlight the importance of using 

cryptographic technologies for the protec�on of informa�on con_den�ality, 

its integrity and compliance. The combina�on of literature review and the 

case study method was applied, pulling knowledge from examples of good 

cryptographic use and the lessons learned from breaches in security. They 

reveal how cryptology is crucial in the furthering of cloud security and in 

maintaining customers’ faith. Key informa�on technology prac��oners are 

encouraged not to relax their guard and adopt an integrated security strategy 

to ward o future a�acks. Conclusion of the study is in synthesis of the 

subsequent analysis, highligh�ng the con�nued applicability of cryptography 

for Cloud Informa�on System security [17].

Thus, the previous studies and their solu�ons as presented above are 

not sufficient because one of the parameters in the process of elimina�ng 

duplicate data is the �me required to implement the technique, which is 

mainly related to the number of comparison opera�ons for the hash key of 

the incoming file with the stored keys. The fewer the number of opera�ons, 

the less the execu�on �me. For any incoming audio file, it will be compared 

with all stored files (text, images, videos, audio) if a single indexing table is 

used. However, it will be compared with all audio files if mul�ple indexing 

tables are used. This requires a long execu�on �me, which increases with 

the increase in the stored files.
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compression. The Most Common Audio Formats with Lossless 

Compression are:

1- Free Lossless Audio Codec (FLAC).

2- Apple Lossless Audio Codec (ALAC).

The figure (1) shows the most common audio files formats.

Figure (1): Most common audio files formats.

3. Related Work
In the cloud, File-Level Deduplica�on generally depends on genera�ng 

a hash value for the incoming file using a hash algorithm and comparing it 

with the hash values already stored in the cloud. If this value doesn’t exist in 

the hash table, the file is stored in the cloud and its hash value in the hash 

table.

We'll show some of the cloud deduplica�on techniques:
1- In 2015, Naveen A N and V Ravi, proposed a technique to detect 

duplicate user's files, and then the unique data is stored in the server. This 

technique is characterized by a low �me-complexity, since the process works 
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with small amount of data. However, this technique is considered the least 

effec�ve because the final user's data may match files on the server [8].

2- In 2016, V. Radia and D. Dingh, made a study of data deduplica�on 

techniques: file level, block level, inline post process, source based and target 

based. The study concluded that source-based deduplica�on technique is 

the best as it op�mizes the uploading bandwidth and storage space over 

cloud. Distributed deduplica�on provides security. Both approaches together 

provide reliability [9].

3- In 2016, Parth Shah et al, proposed a technique to detect duplica�on 

between files of users. The technique involves detec�ng duplica�on not only 

within a user's files but also across files from different users. Once the unique 

files have been iden�fied. This technique is considered more effec�ve in saving 

storage space and has a medium �me complexity since the process takes place 

at the level of users’ data and not at the server or client. However, user files 

coming into the storage system may match files that already exist [10].

4- In 2017, Ishita Vaidya and Prof. Rajender Nath, proposed a technique 

to generate a hash key for the file using MD5 algorithm. Then, this key is 

compared with the stored keys in Hadoop [11]. 

5- In 2018, Manjunath R. Hudagi and Sachin A. Urabinaha�, proposed 

a technique to deduplicate data on file-level. This technique is based on 

building a hash table in the Hbase that contains the hash keys for the files 

stored within the system. To process each incoming file, a hash value is 

generated using a specific algorithm. This hash value is then compared with 

the values stored in the hash table. If there is no match between the 

generated hash and any of the stored values, the file is considered unique 

and subsequently stored in the system [12].
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Addi�onally, employing mul�ple indexes helps address collision problems—

situa�ons where different data produces iden�cal hash values—by 

distribu�ng hash keys across various tables, thus lowering the probability of 

collisions and improving the accuracy of duplicate detec�on [4] [18]. The 

selec�on of an appropriate hash algorithm is another cri�cal factor influencing 

deduplica�on efficiency. The hash func�on’s length and complexity directly 

affect collision rates; shorter or less robust algorithms tend to produce more 

collisions, increasing the risk of false posi�ves or nega�ves. Therefore, 

choosing a cryptographic hash func�on with a suitable balance of speed and 

collision resistance is essen�al for effec�ve deduplica�on processes [5]. 

Based on these considera�ons, we propose an algorithm that involves 

crea�ng a hash table specifically for audio files on the server. This table 

consists of mul�ple indexes, each containing hash keys generated using the 

MD6 algorithm. MD6 is a cryptographic hash func�on that employs a Merkle 

tree-like structure, enabling efficient parallel computa�on of hashes for 

extremely long inputs [6].

2. Audio File Formats
There are three main types of audio files formats:  Uncompressed 

Audio Formats, Audio Formats with Lossy Compression, Audio Formats with 

Lossless Compression [7].

2.1   Uncompressed Audio Formats
Uncompressed audio formats (UAF) consist of real sound waves that 

are captured and converted directly into a digital format without any 

addi�onal compression or processing. Although these uncompressed audio 
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files tend to be the most accurate and true to the original sound, providing 

high-quality audio reproduc�on, they also typically require a significant 

amount of disk space to store due to their large file sizes. The Most Common 

Uncompressed Audio Formats are:

1- Pulse-Code Modulation (PCM).

2- Waveform Audio File Format (WAV).

3- Audio Interchange File Format (AIFF).

2.2  Audio Formats with Lossy Compression
Lossy compression is characterized by some data loss that occurs 

during the compression process, meaning that not all original informa�on is 

preserved. Despite this, compression is essen�al because uncompressed 

audio files tend to occupy a significant amount of disk space, making storage 

and transfer more challenging. Therefore, lossy compression helps reduce 

file sizes, making it more prac�cal to store and share audio files efficiently. 

The Most Common Audio Formats with Lossy Compression are:

1- MPEG-1 Audio Layer 3 (MP3).

2- Advanced Audio Coding (AAC).

3- Windows Media Audio (WMA).

2.3  Audio Formats with  Lossless Compression
Opposite to lossy compression, there is lossless compression, which 

is a technique that reduces the size of an audio file without any data loss 

occurring during the process. This means that the compressed audio file 

remains an exact replica of the original source, with all the original data 

preserved perfectly, ensuring no quality is compromised even after 
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Abstract
Data duplica�on is a significant challenge in large-scale data storage 

systems, as it consumes storage space and impacts data organiza�on, 

management, and processing. An op�mal storage system effec�vely u�lizes 

available storage space. To solve this problem, hash algorithms are employed 

to generate hash keys for files. Matching files have the same hash key. 

However, the hash key for two different files in the data may match, and this 

is what we refer to as a collision. The collision issue is related to the length of 

the hash key. As the length of the hash key increases, the probability of a 

collision occurring decreases. When a file is uploaded to the cloud storage 

system, its hash key is compared with the exis�ng keys stored in the system. 

However, as the amount of data stored in the cloud increases, the �me 

required for searching and matching also increases. In this paper, we will 

introduce a File-Level Deduplica�on technique to deduplicate audio data in 

the cloud storage system. The proposed technique aims to reduce the search 

�me for hash values by crea�ng a table with mul�ple indexes. These indexes 

are categorized based on the format of the audio file, such as uncompressed 

formats, formats with lossy compression, and formats with lossless 

compression. Each table contains mul�ple indexes in the hash table, 

specifically designed for a par�cular audio file format. To reduce the 

probability of data collision, Message Digest-6 (MD6) algorithm will be used, 

which generates a 512-bit hash key.

Keywords: Deduplica�on - Hash Table - MD6 - Audio Files - Cloud Storage.

E17

Designing an Efficient Deduplication Algorithm for Audio Files in Cloud Storage

1. Introduction
The cloud storage system is responsible for managing and storing vast 

amounts of data generated from diverse sources, encompassing various 

formats such as audio, text, video, and images. Due to the nature of data 

collec�on and sharing, there is o�en a significant presence of duplicate data 

within the system, which leads to unnecessary consump�on of storage 

resources and can hinder overall system performance [1]. To address these 

challenges, techniques aimed at elimina�ng duplicate data—commonly 

known as data deduplica�on—have been implemented to op�mize storage 

u�liza�on and enhance processing efficiency. There are two types of duplicate 

data detec�on methods: source-based detec�on (client-side) and target-

based detec�on (server-side) [2]. The core process of deduplica�on typically 

involves genera�ng a unique hash key for each file or data block, which 

serves as a digital fingerprint represen�ng the content. This hash key is then 

compared against exis�ng hash keys stored in a dedicated data structure, 

such as a hash table, to determine whether the data already exists within the 

system. If a matching hash is found, the system recognizes the data as a 

duplicate and avoids storing a redundant copy, thereby conserving storage 

space [3]. As the volume of stored data grows, the number of hash keys 

stored in the hash table also increases, which can lead to longer search �mes 

during comparison opera�ons. This escala�on in search dura�on can 

nega�vely impact system performance, especially in large-scale cloud 

environments. To mi�gate such issues, one effec�ve strategy involves 

crea�ng mul�ple hash tables or indexes. These mul�ple structures can 

par��on the stored data, enabling faster lookup opera�ons by narrowing 

down search scopes and reducing the number of comparisons needed. 
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• The reviewer should clearly indicate one of the three options as 

follows:

- The research is suitable for publication without modifications.

- The research is suitable for publication after changes are 

made.

- The research is not suitable for publication

• The reviewer should clarify in a separate sheet the basic 

modifications suggested before accepting the article for 

publication.

• The reviewer has the right to get the manuscript back to him after 

making the necessary modifications to make of sure of the authors 

commitment.

• The reviewer must register his / her name, scientific degree work , 

address and the evaluation date, with the signature of the 

evaluation form sent, accompanied by the article submitted for 

evaluation.

References
1. References in the text of the manuscript are indicated as follows:

 The title or last name of the author and the year if the work is done 

by one scholar. if there were two authors they should be mentioned 

along with the year. In case of being three and more, the first one 

is mentioned then et al., and the year.

2. Reference should be listed according to (APA) and as the examples 

mentioned:
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of Coarse Aggregate by Junk Rubber."Al-Esraa Univer. College J., 

1(1), 217-243.

 e.g. Garrick, G.M., ( 2005 ) " Analysis and Testing of Waste Tire Fier 

Modified Concerete ", M.Sc. Thesis, University of Luisiana State, 

U.S.A., Louisiana, pp. 9-15.

10- The abstract in English must be clear and describe the research 

and the results in a precise manner and not necessarily be a literal 

translation of the Arabic abstract and followed by 4-6 keywords.

Reviewer Guidelines
Below are the terms and requirements to be taken in considera�on by 

the reviewer of the research sent for publica�on in this journal:

• Filling the evaluation form sent with the research to be evaluated 

accurately and not leave any paragraph without an answer.

• The reviewer must make sure that the titles, both Arabic and 

English, are linguistically identical. If not, an alternative title is to 

be suggested.

• The reviewer should state whether tables and figures seen in the 

research are thorough and expressive.

• The reviewer should state whether or not the authors uses 

statistical methods correctly.

• The reviewer should state whether the discussion of the results 

logically sufficient.

• The reviewer should determine the extent to which the authors 

uses modern scientific evidences.
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2- The title of the research should be brief and expressive

3- Authors names: the names of authors and their work place 

addresses should be clearly written along with the first authors 

e-mail address.

4- An abstract should be clear and about 250- 300 words, followed by 

a keyword (4-6) in Arabic if the article is in Arabic language followed 

by abstract and keywords in English language and virus visa.

5- Introduction: includes a review of information relevant to the 

subject of research in the scientific sources, ending with the aim of 

the study and its rationale.

6- Materials and Methods : Should be fully detailed if they are new. In 

case of being already published, they should be mentioned in brief 

with reference to the sources and the use of System International 

Units (S.I.U.s) for measuring weight and volume.

7- Results and Discussion: should be shown in a concise, meaningful 

and sequential manner. The results are presented in the best form. 

After being referred in the results, tables and figures should be 

place in their designated positions. 

8- The Arabic numerical system should be used in the researches 

submitted for publication. The discussion of the results represents 

a brief expression of the results and their interpretations.

9- Writing the references in the list shall include the name (s) of the 

authors, the publication year, the title of the research, the name of 

the journal, volume number, issue number and the number of pages.

 e.g. Al-Khafaji, J.M., Hameed, M.H. and Kareem, H.H., ( 2018 ) " 

Experimental Investigation on Concrete with Paetially Replacement 
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(Times New Roman and Simplified Arabic), while the titles in Arabic 

and English should be written using 14 font size. A 2-cm margin 

must be left from top and bottom, and 3 cm from right and left. 

Articles should not exceed more than 15 pages including tables, 

figures, and resources taking in consideration that the whole work 

is written on one face of A4 papers.

2. It is not advisable to publish an article by neither the editor-in-

chief nor the members of the editorial board of the journal, 

whether it is a solo or joint work.

3. After being approved for publication, the article is to be presented 

in three hard copies and an electronic one. The article is submitted 

in the final form by being printed on a regular basis for all pages 

excluding the first one which has the title of the article and the 

names of the authors and their addresses in both Arabic and 

English language in addition to the e-mail of the first author English 

language, the CD copy of the article should be made using Microsoft 

word 2010.

4. Papers may be accepted in both Arabic and English language. 

However, English is highly preferred.

Author Guidelines
Below are the terms and requirements need to be considered by the 

researcher wishing to publish in this journal:

1- The research must not published in any other engineering journal 

and has not been completed for more than four years prior to 

publication.
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Guidelines of Publication 

in the Al-Esraa University College 

Journal for Engineering Sciences. 

The Al-Esraa University College Journal for Engineering Sciences is 

published annually by the Al-Esraa University in term of two issues per year.

• The journal is concerned with publishing scientific papers as 

follows in the Engineering Sciences:

- Construction engineering.

- Civil engineering.

- Chemical engineering.

- Computer engineering.

- Electrical engineering.

- Material engineering.

- Mechanical engineering..

- Oil engineering.

-  ……………… etc.

Terms of publication
1. Each manuscript must be typed using a computer in a single spaced 

text on one face of the A4 paper (size A4) using 12 font size type 
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